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Day II Exercises on DLP, Collision Finding and Subset Sum

Exercise 1:

Given k discrete logarithm instances in the same group: §; := ¢*, i = 1,..., k, show how to

compute all z; in time O(y/k - |G])

Exercise 2:

Given a discrete logarithm instance (g, 5 = ¢*). State an algorithm computing x in time
O(z?) and memory O(1).

Exercise 3:

Consider Floyd’s cycle finding algorithm for finding a collision in a random function f: {0, 1} —
{0,1}™ in time O(2%). Show how this algorithm can be used to find a collision between two
random n-bit functions fi, f, using expected time O(27).

Exercise 4:

In the following we investigate the subset sum problem, which is defined as follows: For a
given random vector a = (ay,as, ..., a,) with a; €g Zon and t € Zgn the goal is to find a
vector e € {0,1}" of weight wt(e) = an, a € [O, %] satisfying (a,e) = t mod 2" for a given
a. In other words we are looking for a subset of the a; of size an that sums up to ¢ mod 2".

H(a)n

2,
2) Devise an algorithm based on collision finding with time complexity (5(23H(4a)n) and

memory complexity O(1).

1) Give a Meet-in-the-Middle algorithm on e with time and memory complexity O(2

3) Show how to find the solution in time @(2(%H (of 2)_0‘)”) using only polynomial memory.



