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Cxema CSIDH

MNMpepnoxeHa Castryck, Lange, Martindale, Panny n Renes.

e OcHOBaHa Ha AelCTBMM rpynn

* CynepCUHYrnsipHble KPUBbIe

* CIIOXXHOCTb Kflaccuyeckomn ataku: O(p'/4)
® CNoXXHOCTb KBaHTOBOWM aTtaku: L(1/2)

E CSIDH: An Efficient Post-Quantum Commutative Group Action. ASIACRYPT 2018
& https://csidh.isogeny.org/


https://csidh.isogeny.org/

CxeMbl Ha AeUCTBUAX rpynn

Cxema CSIDH n MHOrue gpyrue cxemMbl CTPOSITCA Ha NpuHLune
OeNCTBUA rpynnbl HA MHOXKECTBO.

Myctb G — rpynna, X — MHOXecTBO. Toraa G peicrteyer
Ha X, ecnu:

© JoTobpaxeHne x: G x X — X
A Vg, GuxeX

g1 * (g2 xx) = (g192) * x

Tpeb6oBaHuMs ANt NOCTPOEHUSA KPUNTOCUCTEM:

® BOCCTaHOBJIEHME g MO U3BECTHOMY g * X AOJIKHO 6bITb
CNOXHOoM 3apaveit (0606LLeHe 3agayun DLOG)



MpoTtokon Auddu-XennmaHa Ha geucTBUaX rpynn

® x € X — ny6nnYHbIN NapameTp
® a,b € G — cekpeTHble KNoYN aBOHEHTOB
® 06LNA CEKPETHbIN KITHOY:

(ab)*x =ax (b*xx) =bx* (ax*x)



lNMpumep. Knaccuyeckas cxema Ha 9K

it x "1 i3 P o
/ N N / X
a*xx oo arx  bxkx [P “op - 9P [b]x

* X =E(Fp),x =P € E(Fp)

e G=Zx,tRer=#(P)

® a,beZf

® % — CKansipHoe YMHOXeHWe TOYKM Ha YnUCno

AHanornyHo: cxema indpedu-Xennmara Ha .



MocTkBaHTOBaA cxema CSIDH

UpenHo:
X =SS,

® MHOXECTBO CYNepCUHIyNApHbIX KpuBbIX Hag I,
G = ““30reHnn ¢ TOYHOCTbIO A0 9HAOMOPGHU3MOB”

® 3HAOMOpP®U3MbI 06pa3yoT NETN U LMKNbI B rpade
N30reHNit, NOITOMY U30rEeHUN MOXHO peayLmnpoBaThb
mod End(E)
*. AeNCTBUE N30TrEHNUM Ha KPUBYHO:
* (dopmynbl Beny + cooTHoweHWe [lonpuHra gns cBssu
3HAOMOP(HM3MOB C U30reHnsaIMu



NMocTkBaHTOBaA cxema CSIDH

E =
e
[a] *E=Ea gy _BA, Egp=1[b]*xE

06w Kntou: Eag = [a] * Eg = [b] *x EA = [ab] * Eg
e nns GopMMpPOBaHMA Kntoya TpebyeTcst KOMMYTaTUBHOCTb
® 13-3a 3TOr0 AOCTYMHbl KBAHTOBbIE CYO3IKCM. aTaku



Konbua asHA0OMOpPHU3MOB IIMNTUYECKUX KPUBbIX

Konbuo sugomopduamor End(E) annnmntmyeckon kpueon E
HaJ, KOHeYHbIM nosem Fy nsomophHo:

* nopsaKy B KBaApaTU4HOM MHUMOM nose
(06blYHbIE KpUBbIE)

® MaKcuMManbHOMY MOPAAKY B anre6bpe KBaTepHUOHOB
(cynepcuHrynsipHble KpuBble)

Mopaaok — KOHEYHO NOPOXAEHHOE Haf Z NoAKoNbLO (KoNbLa
LieNbIX B NEPBOM Cly4Yae Unu anre6pbl KBaTEPHUOHOB BO
BTOPOM).

T.e. nogkonbyo O Buaa O = wiZ X ... X wxZ pNs HEKOTOPbIX
w; N3 6a30BOro KosbLa.

' Deuring M. Die Typen der Multiplikatorenringe elliptischer Funktionenkarper. 1941



CootBetcTBME [lOMpUHra

OKBUBANEHTHOCTb MEXAY U30reHUAMU NNUMTUYECKUX
KPUBbIX U naeanamMm KonbLa aHAOMOP(GU3MOB.

Upeanbl no onpepeneHno 3aMKHYTbl OTHOCUTEJTIbHO
YMHOX€EHUA Ha 3/1IEMEHTbI KOJibLa (SHLI,OMOpCI)I/BMbI).

® peanuaauus naen “paboTbl C U3OrEHUAMU C TOYHOCTbIO
0o aHgomoppusma”

® rnaBHble naeanbl COOTBETCTBYIOT SH,D,OMOpCbVISMaM

e rpynna knaccoB CLg: hakTop-rpynna rpynnbl Maeanos no
rnaBHbIM naeanam (aHgomopdusmam)



CooTBeTtcTBuUe [lopuHra B ABHOM Buge

MycTb a — naean nopsagka O, kotopbin n3omopdeH End(E)
Unu ero nogkonbLy. Onpefenum a-Kpy4deHue Kak

Ela] = {P € E(Fq) : &(P) = Poo Vx € I} .

Torpa npeany a conocTaBUM M30reHuto ¢, ¢ AAPOM Elal.

B o6paTHYytO0 CTOPOHY: NyCTb ¢p-U30reHuns, Torga
COOTBETCTBYHOLLUIA el ngean paBeH

ap ={ox € O: «(P) =Ps VP € ker(d)}.



CSIDH

My6nnyHbie napamMeTpbl CXeMbI:
e npoctoep =4-4{;---{,—1,raetly,...,{, — Manbie
npocTble.
* CynepcvHrynsipHasi 3/IMnTUYeckas Kpusas
Eo:y? = x> + x Hap nonem Fy,.
o ;= (b, —1), 7 = (4,7, + 1) - ugeansbl Z[m,]
® M — HaMMeHbLLEe NOJIOKUTENbHOE LIeNOE:

2m+1 2> Y # ClZ[m)).



CxemMma obMeHa Knroyamu

Monb3oBaTenb ﬁ:
© BblIOGMpaeT CeKpeTHbIN BEKTOP (e1,...,en) € {—m,...,m"
© onpepenseT knacc naeana [a] = [I7" - - 0] € Cl(Z[m,])
© BbluMCNAET CBOM OTKPbITbIN Ktod E4 = [a] x Ey

Monb3oBaTenb ﬂ:
© BbIGMpaeT ceKpeTHbIN BeKTOp (f1,...,Th) € {—m,...,m}"
@ onpeaenset knacc naeana [b] = [I} --- (7] € Cl(Z[m,))
© BbluMCnAET CBOM OTKPbITbIN KoY Eg = [b] * Ey

O6wmi knou: Eag = [a] * Eg = [b] * Eao = [ab] x Ey



Pa3smepbl Kiouen

CxeMa YP?BeHb OTKpbITbIA | 3akpbITbld | O6LWmMiA
CTOWKOCTHU KJIHOY K1Y KoY
CRS 128/56 64 8 64
OSIDH 128/128 36 31 36
CSIDH-512 | 128/62 64 32 64

Ta6nuua 1: Pasmepbl kntoyen (B 6aiTax) A5 akTyanbHbIX CXEM
o6MeHa KJIto4aMu Ha U30reHUAX.

® CRS/CSIDH: cy6akcnoHeHuUuManbHble KBaHTOBbIE aTaku
e OSIDH: skcnoHeHumManbHble KBAaHTOBbIE aTaku
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