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Cuctema obHapyxeHus BTopxkeHun (COB, IDS) — ycTponcTBO mnu
nporpamMma ans obHapy>XeHust Bpe,0HOCHOM aKTUBHOCTU U
HapyLLUEeHUN NOINTUKM 6E30MaCHOCTM B CETAX U KOMMbIOTEPHbIX
cucTemMax.

CucTtema npegoTBpalleHns BTopxkeHui (IPS) = COB + MexaHU3M 67I0KUPOBKU BTOPXKEHU



Tunbl COB

e ceTteBble (NIDS)
O  OTCNeXuBarT CeTeBOM Tpadpuk
o Snort, Suricata

e xocToBble (HIDS)

O cNnepAaT 3a CObbITUSAMM Ha XOCTE: COBMOAEHNEM NONUTUKN 6E30NACHOCT!,
AENCTBUSIMU NPOrpamMMm, LLeNOoCTHOCTbIO GannoB
o  AppArmor, Tripware, OSSEC, AIDE



TnnnyHaa cxema pacnonoxxeHua ceteson COB
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OcHoOBHble Bo3MOHocTu COB

permcTpaumns NnonbiTOK JOCTyNna U CeTEBOU pas3BeaKU
yBeAOMJIeHME O NOAO3PUTENIbHON aKTUBHOCTU
AEeTEKTUpPOBaHMNE NPUMEHEHNA 3KCMONTOB, 63KA0p0B
AeTekTupoBaHme DoS-aTak



Cnocobbl BbISIB/IEHUA aTaK

[lo curHaTtypam:

e JNeTeKTnpoBaHme U3BECTHbIX aTaK Mo LLIa6J'IOHy
® Tpe6yeT peryndapHo OOHOBIAEMbIE CMUCKU npaBuin AeTeKTNpoBaHUA

[To aHOManuam:

e [NoaAxoauT ANnd HEU3BECTHbIX aTakK

e JeTeKTupoBaHue no CTaTUCTU4EeCKMUM XapakKTepPUCTUKAM, OTKJITIOHEHUIO OT
NMPOTOKOJ10B, UCIMOJ1b3YyA HeVIpOHHbIe cetu

® MHOIO JTIOXXHbIX Cpa6aTbIBaHVIl7I



HepocTtaTtku n orpaHmnyeHna COB

e LWIN(PPOBaHHbIN TpaPuK HE aHaNU3NPYyeTCS

® CHMXEeHMe NPONyCcKHOM CNOCOBHOCTU CEeTH
N BpeMs OTKJ/IMKA, TaK Kak aHanus3
NPOUCXOAUT HE MTHOBEHHO

e COBbI BbIMOMHAKOT MOSIHbINA pa3dop
NPOTOKOJ/IOB U OHN CaMU MOTIYT 6bITb
NCTOYHUKOM YA3BUMOCTEN
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Cucrtema Snort
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e CcUCTemMa OOGHapy>XeHUs U NpeaoTBpaLLEHUS
BTOP)XeHUN pa3paboTaHHas MapTuHomM Péluem
(Sourcefire/Cisco)

® WMEET OTKPbITbIN NCXOA4HbIN KOA

e oAAdep)XMBaeT KakK fiIeTeKTUpPOBaHMeE NO CUrHaTypam,
TaK M aHann3 aHoMasiMin MPOTOKOJ10B




ApxuTtekTtypa Snort

——————————————————————————————————————————————————————————————————————

_______________________________________________________________________



Jlekogep nakeToB

e ornpeaensieT NpoToKO NakeTa n NPOBEPSAET COOTBETCTBUE AaHHbIX 3TOMY
NPOTOKONY

® [eHepupyet CUrHassbl B C/iy4dae:
O  HernpaBW/bHO CPOPMUPOBAHHbIX NAKETOB
O HaN4us HEOObIYHbIX UK HenpaBUAbHbIX onunin TCP, ycTaHOBJ/IEHHbIX B 3aroflIoBKe
o WUT.A.
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[lpenpoueccopbl

e [oAK/IKOYaeMble MOAYN, KOTOPble NO3BONSIOT Pas/iNyHbIMM
cnoco6amMu aHannM3nMpoBaTb BXOAHbIE AaHHbIe

e COb6UpatloT NakeTbl B COeANHEHUS, MOTOKU, N3 hparMeHToB

e Snort coaepXXuT LMPOKMIA BbIGOP NPenpoLeccopoB, KOTOPble MOXHO
MCNONb30BaTb B Pas/INYHbIX peXnUMax padboTbl
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[MTpenpoueccop frag3

e MoAy/nb AedparMeHTauum IP-naketoB
e CcoOWpaeT NakeTbl BMECTE U COPTUPYET MUX MO NOPSAKY ANSA NOCMeAyHoLWero
aHanuaa
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[MTpenpoueccop sfPortscan

e MOAY/b, NO3BOMAIOLWNIN AETEKTUPOBATb CKAHMPOBAHME MOPTOB
e paboTaeT He CNIULLIKOM HaZlEXHO

preprocessor sfportscan: proto <protocols> \

scan_type <portscan|portsweep|decoy portscan|distributed portscan|all> \
sense_level <low|medium|high> \

watch_ip <IP or IP/CIDR> \

ignore_scanners <IP list> \

ignore_scanned <IP list> \

logfile <path and filename> \

disabled
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[lpaBuna Snort

e CUrHaTypbl aTak

e Snort UMeeT HeCKOIbKO HAabOopPOB NpaBu AN pasHbIX TUMOB aTak U
CepBMCOB

® 3TO NO3BOJISIET HACTPOUTb CUCTEMY MOA KOHKPETHYHO CE€Tb, OTK/TIHOUUB
HEHY>XHble Habopbl
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[lpMmep npaBuna

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (
msg:"WEB-MISC /etc/passwd’;
flow:to_server,established;
content:"/etc/passwd”,
nocase;
classtype:attempted-recon;
sid:1122;
rev:5;
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PasBopaynBaHue Snort Ha Ubuntu

YcTaHoBKa:

sudo apt install snort snort-rules-default

HacTtpowuka:

e Jlo6aBuTtb B /etc/snort/snort.conf cTpoky:
output alert fast: alert.fast

ANs OTOOpaXKeHus 3anmncu cobblTui B /var/log/snort/alert.fast
e [lepesarpyska nocrie USMeHeHus panna KOHPUrypauum:

sudo service snort restart
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[lpmep BbiBOAA

root@novseml: /home/n7v# sudo tail -f /var/log/snort/alert.fast

11/03-03:14:22.301014 [**] [1:382:7] ICMP PING Windows [**] [Classification: Misc activity] [Priority: 3] {ICMP} 128.71.54.192 -> 79.174.13.91

11/03-03:14:22.301014 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 128.71.54.192 -> 79.174.13.91

11/03-03:14:48.514545 [1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP} 128.71.54.192 -> 79.174.13.91
11/03-03:14:48.514545 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 128.71.54.192 -> 79.174.13.91

11/03-03:14:48.519590 [1:453:5] ICMP Timestamp Request [**] [Classification: Misc activity] [Priority: 3] {ICMP} 128.71.54.192 -> 79.174.13.91

11/03-03:14:50.618320 [1:1421:11] SNMP AgentX/tcp request [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 128.71.54.192:47621 -> 79.174.13.91:70|
5
11/03-03:14:50.868214
11/03-03:18:35.864735
11/03-03:18:35.864735
11/03-03:21:15.162606
11/03-03:24:26.697974
}1/03—03:24:26.697974

[1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 128.71.54.192:47621 -> 79.174.13.91:161
[1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP} 185.146.159.234 -> 79.174.13.91

[1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 185.146.159.234 -> 79.174.13.91

[1:384:5] ICMP PING [** Classification: Misc activity] [Priority: 3] {ICMP} 194.110.115.99 -> 79.174.13.91

[1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP} 185.146.159.234 -> 79.174.13.91

[1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 185.146.159.234 -> 79.174.13.91

,ﬂ,eTeKTVIpOBaHVIe NnpUMeHeHNda KOMaHA.

e ping 79.174.13.91
e nmap -sV 79.174.13.91



JlnTepaTtypa n CCbIKK

e Snort Users Manual

https://www.snort.org/documents/snort-users-manual
e Snort Rule Infographic

https://www.snort.org/documents/snort-rule-infographic



https://www.snort.org/documents/snort-users-manual
https://www.snort.org/documents/snort-rule-infographic

