Hosocénos C.A. OCHOBbI MOCTPOEHUSA 3aLUULLEHHbBIX KOMMbIOTEPHbIX ceTen - 2022

BBegeHue

Kypc nocesiLLeH oLeHKe 6e30MacHOCTU 1 3aLLMTe KOMMbIOTEPHbIX ceTen. Pazbopy
ceTeBblIX aTak, ysi3BUMOCTEWN, CNOCO60B UX MOMCKa M aKcnayaTaumm. Hocut
NPaKTUYECKYo HanpaB/IeHHOCTb. I3 MHCTPYMeHTOB 6yaeM nayyaTb U
MCnonb3oBaTb Takne MHCTPYMEHTbI Kak metasploit, nmap, wireshark, iptables,
snort.

Coaepxumoe Kypca

CeTeBble aTakMu.

AHanuns Tpadwuka. Wireshark

Me)kceTeBble aKpaHbl. Iptables

CuncTeMbl O6HAPY)XEHUA 1 NpeoTBpPaLLEHNA BTOPXXEHNUIA. Snort
Kpuntorpaduyeckme npotokonbl. TLS

BupTtyanbHble yacTHble ceTu. OpenVPN

BesonacHocTb 6ecnpoBoAHbIX ceTen. Aircrack

Noo,rwN =

OCHOBHbIe NOHATUSA

Ya3BuUMOCTb NpeacTaBisieT co60M He0CTaTOK CUCTEMbI, KOTOPbIV BEAET K
HapyLeHuto eé 6e3onacHoCTU. Hanpumep, BbINOAHUTb MPON3BOJIbHbBIX KOA, UK
Noay4nTb [OCTYN K MHGOPMaL MM B 06X0f, CUCTEMDI 3aLUUTDI.

A 3KNNOWT - 3TO NporpamMma, Kotopasi No3BoSsET peanM3oBaTb aTaKy, UCMNOoMb3ys
ySA3BUMOCTb.

AyauT npeactaBnsieT cob6om NpoLecc oLeHKN 6e30MacHOCTU CUCTEMbI. ITO MOXET
6bITb TECTUPOBAHME HA MPOHUKHOBEHME (MEHTECT) UM MEHEE XKECTKME CMOCO6bI
npoBepkn 6ezonacHocTn. OH OTIMYAETCA OT B3/1IOMa JierafibHOCTbHO
NpoOUCXOAALLEro, TaK KakK BbINOMHAETCA C pa3pelueHns BlajenbLa pecypca.

CTtaguun ceTeBOM aTaku

BbigensatoT 4 OCHOBHbIE CTaAUN CETEBOW aTaKWu:

1. c6op uHdpopmaumm
2. aHanus ysa3sBMMocCTen
3. akcnnyaTtauus
4. nocTtakcnyaTayus.

|_|pl/l ayaunTe AobaBnsieTcsa cocTaBfieHne OTYETa.

Ctapusa céopa nHpopmaLum BK/IHOYAET B ce651 NOMCK MHMOPMaLMKN N3 pasinyHbIX
NCTOYHMKOB TaKUX KaK NMouCcKoBble cucTeMbl, col.ceTn, DNS. Takxxe MoxeT



MCnosib3oBaTbCA CeTEBOE CKaHNPOBaHUE. Kak npaBunio Ha JaHHOM uWare
onpeaendaeTca ncnojibdyemMoe Ha cCuctemMe nporpaMmMHoe obecneyeHune un ero
BEPCUN, 4TO ynpowaeT nocneayrouyro 3agavy aHanansa yFIBBMMOCTeVI.

Ha cTaguu aHanusa yasBMMocTel NponsBoANTCS NOUCK YA3BUMOCTEN Ha LiENN.
[lNs 3TOro MOXeT OCYLLECTBIATbLCA NMOUCK MO Pas/iMyHbiM 6a3aM C yI3BUMOCTSIMU
U 3KCMIoMTamMu, pasbop MHGopMaLumn KoTopas TaM CoaepXMTCS. Takke Ha
JAaHHOM 3Tare MOXET OCYLLECTB/IAETCH CAMOCTOATENIbHOE HAaXOXAEHWE
YyI3BMMOCTEMN, €C/IN CUCTEMA HE COAEPXXUT U3BECTHbIX YA3BUMOCTEN.

Ha aTane akcnnyaTauum npon3BoauTcs paspaboTka / Bbi6op aKCMIoWTa Nnog,
YI3BMMOCTb U OCYLLECTB/IAETCA HEMOCPEACTBEHHO aTaka Ha CUCTEMY.

MocTakcnnyaTauusa BK/IOYAET B Ce6S NPOABMKEHNE faree Mo ceTu ¢
MCNoNb30BaHMEM MOJIYYEHHOrO fOCTYNa K cucTeMe. T.e. UAET nepexog K ctagum 1,
HO Y>Xe C NMOBbIWEHHbIMU NPUBUIErMAMU. Xakepbl HA fLaHHOM 3Tane BbINOJHAOT
BPEeAOHOCHYHO Harpy3Ky, HanpumMep paccblfiky cnamMa nnm cbop nMyHomn
nHdopmMaLmu.

Mpw ayanTe nnu neHTecTe, Ha NOCNeAHEM aTarne COCTaB/ISIETCH OTYET C ONUCAHUEM
BCeX Han[EeHHbIX YA3BUMOCTEWN.

Becb npouecc MOXeT NoBTopATbCA UMKINYHO, B 3aBUCUMOCTU OT TOIo, HaCKOJ1IbKO
XaKep Win neHTecTep XKeslaeT NPOHNUKHYTb BHYTPb CETU.

Basbl ysa3BMMOCTEW

MHOXecTBO NPUMEPOB YSI3BUMOCTEN B NpOrpaMMax MOXHO HauTW B cneyunanbHbIX
6a3ax, B KOTOpPbIX BEAETCA UX YYET.

Hanb6onee nonHas n nssectHas 6asa - ato CVE (Common

Vulnerabilities and Exposures) ot kopnopauuu MITRE.

JocTtynHa no agpecy: cve.mitre.org. Bce HangeHHble
YyA3BMMOCTW B NporpaMmax perucTpupyroTcs B JaHHOM 6a3e C YHUKaNbHbIM
HOMEPOM 1 CMNCKOM CCbISIOK C AOMONHUTENbHON MHpOpMaLMEN.

Nw B 6a3e NVD (National Vulnerabilities Database) co6paHa
BOEAMHO B eAUHON CTaHA4apTU3MpoOBaHHON popme
nHdopmMaums n3 pasnuyHbix knaccupukatopos (CVE, CWE,

CPE u npyrue). Mounck no 6a3e ocyLLecTBAsSeTCA MO afpecy:
https:/nvd.nist.gov/vuln/search

Bca 6a3a goctynHa B dopmate JSON (https://nvd.nist.gov/vuln/data-feeds) u
MOXET 6bITb MCNONIb30BaHa ANt HanMcaHWsa CO6CTBEHHbIX UHCTPYMEHTOB
6€e30nacHOCTW.



https://cve.mitre.org/
https://nvd.nist.gov/vuln/search
https://nvd.nist.gov/vuln/data-feeds

Basza NVD nossonsieT npon3BoamTb NOUCK MUMEHU NPOrpaMMbl U C HeAaBHUX MO
npoueccopam u ApyromMy annapaTtHoMmy obecneyeHuto. lNMpumep novcka
ysasBumMmocTen B gns 6paysepa Google Chrome npueféH Ha Puc.1, Ha KOTOpoOMm
COAEPXUTCA CMUCOK HaNAEHHbIX YA3BUMOCTEN.

Q Search Results (Refine Sortresults by: Publish Date Descending v | [IEldg

Search)

Search Parameters:
¢ Results Type: Overview
* Keyword (text search): chrome

» Search Type: Search All

There are 2,602 matching records.

Displaying matches 1 through 20.

Vuln ID 1% Summary @ CVSS Severity 2
CVE-2021-21116 Heap buffer overflow in audio in Google Chrome prior to V3.1: -
87.0.4280.141 allowed a remote attacker to potentially V/2.0: | 6.8 MEDIUM

exploit heap corruption via a crafted HTML page.

Published: aHBaps 08, 2021; 2:15:15 PM -0500

CVE-2021-21115 User after free in safe browsing in Google Chrome prior to V3.1:
87.0.4280.141 allowed a remote attacker who had V2.0: | 6.8 MEDIUM
compromised the renderer process to potentially perform a
sandbox escape via a crafted HTML page.

Published: aHBaps 08, 2021; 2:15:15 PM -0500

CVE-2021-21114 Use after free in audio in Google Chrome prior to V3.1: -
87.0.4280.141 allowed a remote attacker to potentially V/2.0: | 6.8 MEDIUM
exploit heap corruption via a crafted HTML page.

Published: saHBaps 08, 2021; 2:15:15 PM -0500

Puc. 1. lNpumep nouncka ysa3sumocTen A1 6paysepa Google Chrome.

K kakgoMmy pesynbTaTy UMeeTCs KpaTKoe onucaHue BuAa:

AXCVE-2021-21116 Detail

Current Description

Heap buffer overflow in audio in Google Chrome prior to 87.0.4280.141 allowed a remote

attacker to potentially exploit heap corruption via a crafted HTML page.

Puc.2. KpaTkoe onucaHue yasBumMocTu



B laHHOM cnydyae MMeeM nepernosniHeHune 6ydepa B Kyye. Kak BUAHO U3 onmncaHus
XaKep MOXeT COCTaBUTb BPEOHOCHYHO CTPaHULY C BOCNPOU3BEAEHMEM 3BYKa U
3aMaHUTb Ha Heé NoJib30BaTeNsA C MOMOLLbIO GULINHIA UK ApYrM croco6oM. Mpu
3TOM nepenoJsiHeHue 6ydepa NoTeHLMANbHO BEAET K BbINOJIHEHUIO MPOU3BOJSIbHOIO
KoZa, TaK NOo3BONSeT nepe3anucbiBaTb agpeca GyHKLMIR, N0 KOTOPbIM Nepexoaunt
nporpaMma rno Mepe CBOEro BbIMOJIHEHMS.

na kaxpon YA3BUMOCTHU 6a3sa COLAEPXUT TaKXXe OLLleHKY ONMaCHOCTU:

Base Score: -

Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
Puc.3. OyeHka ysisaBumocTH o ctaHgapty CVSS.

[aHHas oLeHKa yunTbiBaeT Hann4me aKCMNonTa B OTKPbITOM AOCTYMeE, NPOCTOTY
akcnnyatauuu n gpyrue daktopbl. [logpobHee MOXXHO MOCMOTPETb B CTaHAapTe
CVSS, no KoTOpOMY NMPOU3BOAUTCA OLIEHKA.

Takxxe gnsa KaXAow yA3BUMOCTU JOCTYMNEH CIMCOK CCbUIOK C AOMOSIHUTENIbHOM
nHdopmaumen.

https://chromereleases.googleblog.com/2021/01/stable- Release Notes

channel-update-for-desktop.html

https://crbug.com/1151069

https://security.gentoo.org/glsa/202101-05 Third Party Advisory

Puc. 4. CnMcok ccbiNok ¢ fO0NONHUTENBHOW MHPOopMaLmein B 6aze CVE/NVD.

Pabouune akcnnontbl gnsa nocnegHux sepcuit MO BbiknagbiBatoTCa pegKo, Mo3aTomMy
ANS 9KcnnyaTaumm HY)KHO pa3dupaTtbecs B yI3BUMOCTM nogpobHee. [onesHbiM
MCTOYHUKOM MH(OPMaLMKM 30eCb ABNAOTCA CUCTEMbI KOHTpoNs Bepcuia (Git, SVN,
CVN, Mercurial), B KOTOPbIX XpaHUTCSA UCXOAHbIV KOf NMPOrpaMm CO BCEN UCTopUei
N3MEeHEeHU. 3aecb MOXXHO MOCMOTPETb Kak pa3paboTynmKu ncnpaBmunu
YSI3BUMOCTb, UICMNOMb3YA AJ15 MOUCKa COOTBETCTBYHOLLLEro UCnpaB/ieHNns
nHdopmaumto us 6asbl CVE (Hanpumep, HoMep OLINOKU B 6arTpekepe MoXxeT
copepXaTbcs B onucaHnyn koMmmuTa Git). YacTto cnyyaeTcs, 4To paspaboTymKu He
3aKpblBaKOT YA3BMMOCTM MOSTHOCTbIO, IGO0 NpY UCMNpaBieHMM [06aBNAIOT Apyrne
OLNOKMK, BEAYLLME K YA3BMMOCTSM. B KauecTBe npMmepa MOXXHO HasBaTb CEPUIO
yazsumocTen Shellshock.

Kpome Toro, B 6a3e NVD yasBMMOCTU rpynnuUpyrOTCS NO K/laccaM C MOMOLLbHO



Knaccudukatopa CWE.

CWE-787 Out-of-bounds Write ) NIST

Puc. 5. Undopmauums o knacce gns yassmmoct CVE-2021-21116 B Google Chrome.

IOna Hawewn yaszsumocTu B Google Chrome nmeem nepenonHenune 6ydepa, Kotopoe
npeacraBnsaeT coboi 3anucb 3a rpaHuLbl MaccmBa. 3aMeTum, 4Yto 6asza CWE
COLEPXUT B cebe AOCTAaTOYHO NOAPOGHYHO MHPOPMaLMIO O Kilaccax ysi3BUMOCTEN C
npumMmepamu (06 3TOM fasee), NO3BONSOWMMY pa3obpaTbecs B JAHHOM Kflacce
YySA3BMMOCTEMN.

N nocnepgHee, YTO Mbl pacCMOTPUM U3 cogepxumoro 6asbl NVD — 3T0
nHdopmaumto o Bepcumn unu KoHpurypauum Mo.

1k cpe:2.3:a:google:chrome:*:*:** * % ** Up to
Show Matching CPE(s)* (excluding)
87.0.4280.141

Puc. 6. Unpopmaums 06 ys3Bumbix Bepcusix I10.

[aHHas nHpopMauus npeacTaBneHa B eaguHoM dopmarte (CPE), koTopblit
No3BOJIAET NPOM3BOAUTL NMOUCK YA3BMMOCTEN Mo 6ase ¢ y4EToM (ananasoHa)
Bepcuit. COOTBETCTBEHHO, EC/TM Mbl 3HaeM BEPCUIO MPOrpaMMbl UK B Criyvae
caiToB Bepcuto, ckaxkeM, PHP, Mbl MOXXEM MCMOJb30BaTb 3Ty MHbOPMaLMIO ANA
MoucKa He3aKpbITbIX yA3BUMOCTeN. AHaNOrMYHbIM 06Pa30M Mbl MOXXEM MPOBEPUTH
Ha YA3BMMOCTM JIt06Yto NporpamMmMmy, a He Tosibko Google Chrome.

Ba3sbl aKcnJ1I0UTOB

Kak TONbKO Mbl HaLLM yA3BUMOCTb B 6a3€, Mbl MOXXEM MOMbITaTbCA HANTK
3KCNNonT. CCbIIKU Ha SKCMIONTbI MOTYT cofepXXaTbCsl (peiKo) AOMONHUTENbHbIX
ccbinikax 6asbl CVE. Ho Hanbonee nonHyo nHGopmMaumio No 3KCNAoMTaMm valle
BCEro MOXHO HalTN B CTOPOHHMX MCTOYHMKAX (CoLManbHble CETH,
creumnannanpoBaHHble 6as3bl).

Haunbonee nonHasa n nseecTtHas 6a3a ysssumocTen — Exploit Database ot Offensive
Security — oT pa3spaboTumnka Kali Linux. [loctynHa no agpecy: www.exploit-db.com.
Bcto 6a3y MOXHO ckavaTb cebe Ha KOMMbIOTEP U NOSIb30BaTbCA YTUINTON
SearchSploit gns nokanbHOro noncka no Hen. bONbLWNHCTBO 3KCNIONTOB IGO0
cTapble, Nn60o 3 kateropumn Proof-Of-Concept, T.e. OHM NpefHa3Ha4YeHHbI Ans
AEMOHCTpaUMn Hanmuusa yasBMMOCTH, HO AN 9KCNAyaTUpoBaHUs yA3BMMOCTHU



http://www.exploit-db.com

TpebyeTcs AopaboTKa. ATO U MOHATHO, MOTOMY YTO PacnpoCTpaHeHue U
MCMNosib3oBaHUe paboTOCNOCO6HbIX IKCMNIOWTOB MOXET NoanaaaTb noj
3aKoHofaTesNIbHble 3anpeTbl MHOTMX CTPaH, BKtoYas Poccuto (ons gaHHoro cnyvas
CMOTpU Janee).

Y Filters

Vx Reset All

Show| 15 v

Search: | chrome

Dete = D A Title Type Platform  Author

2020- G le Ch 80 - JSCreate Side-

3 cogle “hrome _ reate =t _e Remote Multiple Metasploit
03-09 effect Type Confusion (Metasploit)
2020 Google Chrome 67, 68 and 69 -
03-09 4 Object.create Type Confusion Remote Multiple Metasploit

(Metasploit)

2020- Google Ch 72 and 73 - Array.

3 oogle “hrome ] an rrjdy map Remote Multiple Metasploit
03-09 Out-of-Bounds Write (Metasploit)

Puc. 7. Mowuck no 6ase akcnnontoB oT Offensive Security.

BepOﬂTHOCTb ycriexa aTtakKm rotoBbiMH aKcrnaonTamm

MHorve KoMnaHuu paboTaroT No NPUHLUKNY “paboTaeT He Tporain” u MoryT He
06HOBNATb CBOW CUCTEMbI rogamu. [NoaToOMy OHM YaCTO CTAHOBATCSH XXepTBaMu
HEeOMbITHbIX XaKepoB, KOTOpble 3anyCKakoT Y)XKe roTOBbI€ 3KCMIOWUTbI K CTapbIM
YyA3BMMOCTSAM U 06Le[0CTYMNHblE CKaHepbl 6€30MacHOCTU A5 onpeaeneHns
Bepcui. Takme kak Nmap nnm Takon MOLLHbIA KoMbanH Kak OpenVAS

Buabl yssBumMocTei

EcTb HeckonbKo KJ'IaCCVICI)VIKaTODOB BMnaOoB YHSBMMOCTGVI. Mbl paccMOTpuUM aBeE U3



HUX — y>e ynoMuHasLytoca 6asy CWE u cneunannamnpoBaHHyto 6asy OWASP.

Basa 6a3za OWASP (Open Web Application Security
@ouwnsp Project) nocBeslLeHa KilaccamM ysi3BUMOCTeN B
Top 10 Be6-npunoxeHusax. CaMble onacHble 1 4acTo
BCTpevyaeMble BUAbl Be6-ya3BMMOCTEN N0 BEPCUU
s OWASP Top-10 - 3TO MHbeKLUMn Koaa, HEKOPPEKTHas
ayTeHTUdUKauus (kak NnpaBMNoO BCTpevyaeTcs eé

OTCYTCTBWE AJ1s1 OTAENbHbIX CTPaHUL). Tak)Ke pacnpocTpaHeHbl yTeYKN JaHHbIX U
OLUNOBKN KOHPUrypauum.

2017 2021
= AD1:2021-Broken Access Control

> A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure ~ A03:2021-Injection
A04:2017-XML External Entities (XXE) < [New) AD4:2021-Insecure Design
A05:2017-Broken Access Control d N ~» A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration vaan _= A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) ) ’ A07:2021-ldentification and Authentication Failures
AD8:2017-Insecure Deserialization -t {MNew) ADB:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities - —> A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring - (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

Puc. 8. Hanbonee onacHbie Knacchl yazsumocTelt rno sepcun OWASP.
UcToyHuk: https://owasp.org/www-project-top-ten/

Han6onee nonHas obuas 6asa ¢ knaccamu yassumocteit — ato CWE (Common
Weaknes Enumeration). Cnnucok Hanéosiee onacHbix KNaccoB yA3BUMOCTEN
npeacTasneH Ha Puc.9.

BonbLWKWHCTBO yKa3aHHbIX KNaccoB ysi3BMMOCTeN Kak B 6aze OWASP, Tak 1 B 13
6a3bl CWE Mbl 6yaem nogpo6HO nsyyaTb B OTAENbHOM KypCe No BHELLIHEMY ayauTy
KOMMbIOTEPHbIX CETEN. A MOKa YTO HEOOXOAMMYHO KpaTKYo MHbOpMaLMIo O
Knaccax yA3BMMOCTEN MOXXHO HalTW B AaHHbIX ABYyX 6a3ax.

PaccMoTpuM B KayecTBe npumMepa nHbekuun koga (CWE-94). Mo kaxzoMy knaccy
ySI3BMMOCTEN eCcTb KpaTKoe 1 noapo6Hoe onucaHue (Puc. 10), npumepbl ysi3BUMOTO
Koga nporpamm u ckpuntoB (Puc. 11). A Takxxe npuMepbl aTaku. B gaHHoOM cnyvae
y HaC NPUNOXeHME COAEPXUT YacTb KOTopasi reHepupyeT Kog no nHpopmauunm
npenocTaBNeHHON U3BHe. [pn 3TOM 13-3a OLUIMOBOYHON HENTpanM3aLUum
CMeucrMMBOJIOB MOXHO BHEAPUTb CBOW KoA. B npumepe n3 6a3bl TaKMM MOXXHO
BHeApUTb Ha BbINonHeHWe ntobor php-koga.


https://owasp.org/www-project-top-ten/

The CWE Top 25

Below is a list of the weaknesses in the 2022 CWE Top 25, including the overall score of each. The KEV Count {CVES)
shows the number of CVE-202CVE-2021 Records from the CISA KEV list that were mapped to the given weakness.

Rank
KEV
Rank D Mame Score Count Ch:;ge
(CVES) | 2021

1 CWE-TET ||Out-of-bounds Write 64,20 62 0
Improper Neutralization of Input During Web Page Generation

z CWE-T3 ('Cross-site Scripting’) 45.97 2 0
Improper Meutralization of Special Elements used inan S0L

3 CWE-B3 |- ommand (SQL Injection”) 2211 7 3 A

4 CWE-20 |Improper Input Validation 20.63 20 0

5 CWE-125 ||Out-of-bounds Read 17.67 1 -2
Improper Neutralization of Special Elements used in an OS5

6 CWE-T8 Command (0S5 Command Injection’) 1753 32 -1

7 CWE-416 ||Use After Free 15.50 28 0
Improper Limitation of a Pathname to a Restricted Directory

8 CWE-22 (Path Traversal) 14.08 15 0

9 CWE-352 |[Cross-Site Request Forgery (CSRF) 1153 1 0

10 CWE-434 |[Unrestricted Upload of File with Dangerous Type 9.56 6 0

11 CWE-476 ([NULL Paointer Dereference 715 0 +4 A

1z CWE-502 (Deserialization of Untrusted Data 6.68 7 +1 A

13 CWE-190 |(Integer Overflow or Wraparound 6.53 2 low

14 CWE-287 |[Improper Authentication 6.35 4 0

15 CWE-T98 ||Use of Hard-coded Credentials 5.66 0 +1 A

16 CWE-862 |[Missing Authorization 553 1 +2 A
Improper Meutralization of Special Elements used in a

1? CWE-TT Command [Command Injection’} 542 . o A

18 CWE-306 |[Missing Authentication for Critical Function 5.1 6 N
Improper Restriction of Operations within the Bounds of a

19 CWE-119 Memory Buffer 4.85 6 2 '

20 CWE-276 ([Incorrect Default Permissions 484 0 -1

21 CWE-918 (Server-Side Reqguest Forgery (SSRF) 427 a +3 A
Concurrent Execution using Shared Resource with Improper

22 CWE-362 Synchronization (Race Condition’) as7 6 H1 &

23 CWE-400 |(Uncontrolled Resource Consumption 3.56 2 +4 A

24 CWE-611 (lmproper Restriction of XML External Entity Reference 3.38 0 S

25 CWE-24  |Improper Control of Generation of Code ('Code Injection’) 3.32 4 +3 A

Puc. 9. Cnucok Hanbonee onacHbIX KaccoB ysisBMMocTei no Bepcun CWE.
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CWE-94: Improper Control of Generation
of Code ('Code Injection’)

Weakness ID: 94 Status: Draft
Abstraction: Base
Structure: Simple

Presentation Filter: | Complete v

¥ Description

The software constructs all or part of a code segment using
externally-influenced input from an upstream component, but it does
not neutralize or incorrectly neutralizes special elements that could
modify the syntax or behavior of the intended code segment.

¥ Extended Description

When software allows a user's input to contain code syntax, it might
be possible for an attacker to craft the code in such a way that it will
alter the intended control flow of the software. Such an alteration
could lead to arbitrary code execution.

Puc. 10. OnucaHue Knacca yasBuMoOCTH.

Example 1

This example attempts to write user messages to a message file and allow users to view
them.

Example Language: PHP

$MessageFile = "cwe-94/messages.out";
if ($_GET["action"] == "NewMessage") {
$name = $_GET["name"];
$message = $_GET["message"];
Shandle = fopen($MessageFile, "a+");
fwrite($handle, "<b>%$name</b> says '$message'<hr>\n");
fclose($handle);
echo "Message Saved!<p>\n";

else if ($_GET["action"] == "ViewMessages") {
include($MessageFile);

b

While the programmer intends for the MessageFile to only include data, an attacker can
provide a message such as:

name=h4x0r
message=%3C?php%20system(%22/bin/ls%20-1%22);?%3E

which will decode to the following:

<?php system("/bin/Is -1");?>

The programmer thought they were just including the contents of a regular data file, but
PHP parsed it and executed the code. Now, this code is executed any time people view
messages.

Notice that XSS (CWE-79) is also possible in this situation.

Puc. 11. Mpumepbl Koaa ¢ pasbopom.



NHCTpyMeHTapuu

B manbHeiwen pabote 6yaemM UCNOIb30BaTh Clieyolmne MHCTPYMEHTbI.

Metasploit - cuctema gnsi npoBeAeHUsi TECTOBbIX BTOPXKEHU 1
pa3paboTKM SKCMIONTOB.

<& » Nmap - ceTeBOM1 CKaHep, KOTOPbIA MOXET UCNONb30BaTbCA AJA
NMAP ©OnpeaeneHus Bepcuii CepBuCcoB C NOCeayHoLLIMM NOUCKOM Mo 6ase
yA3BMMOCTEWN.

Wireshark B kauecTBe aHanunsaTopa ceTeBoro Tpaduka, B KOTOPOM MOXKHO
MOCMOTPETb, KaKue NakeTbl NPOXoAAT Yepes Ball KOMMboTep.

Bce aTn MHCTPYMeHTbI 1 MHOTMe gpyrue ecTb B cocTaBe Kali Linux.

970 ANCTPUBYTUB Linux ¢ 60MbLINM KONMYECTBOM UHCTPYMEHTOB AN

TECTMPOBaHUA 6€30NacHOCTU. PEKOMeHAYeTCs cKavyaTb BUPTYasbHYHO

MaLUMHY C HUM M UCMONb30BaTb. 3aMETUM, YTO 3TOT AUCTPUBYTUB
npeAHasHayeH AN TeCTMPOBaHUSA 6€30MacHOCTU U AN UCNONb30BaHNA B
KayecTBe OCHOBHOW CUCTEMbI AN paboTbl HE NpefHa3HayeH.

[TonckoBble CUCTEMDI

N3 nonckoBbIX cUCTEM AJ1A MOUCKa MHpOPMaLIMKM O LIeNIEBOI CUCTEME MOXET
ncnonb3oBaTbcsA Google ANns 3TOro MOXHO COCTaBNATb CreluMaibHble MOUCKOBblE
3anpochbl, KoTopble Ha3dbiBatoTca Google Dorks. Basa Takux 3anpocoB ecTb
JIOCTYMHa no agpecy:

e https://www.exploit-db.com/google-hacking-database

Tak>Ke ecTb cneLmanm3mpoBaHHble MOUCKOBbIe CUCTEMbI, Takue Kak Shodan.
KoTopble cobupatoT nHhopmaumio o6 ycTpoiicTBax B ceTu. Hanpumep, Ha Ha Puc.
12 cnpaBa npeacTaB/ieHa KapTa YCTPOUCTB B MHTepHeTe (BKtoYasi cepBepa,
Be6-Kamepbl), KOTOpble 0TBeYaloT Ha ping-3anpoc.


https://www.exploit-db.com/google-hacking-database

#% SHODAN

Puc. 12. Ping-kapTa nHTepHeTa

Pecypcbl AN TPEHUPOBKMY

[N TPEHUPOBKMN MOXXHO UCMOJIb30BaTh MaLLMHbI C YI3BUMOCTSIMU C PECYPCOB
HackTheBox nnu VulnHub.

HackTheBox (https://www.hackthebox.com/). Pecypc conep>xuT B cebe

MHOXECTBO KaK NAaTHbIX Tak U 6ecniaTHbIX BUPTYasibHbIX MaLUVH AN

TPEHUPOBKMN. MNPUYEM AaHHbIE MALLMHbI HE HY)XXHO pa3BopayMBaTh Ha CBOEM
KOMMbIOTEPE - pecypc 3arnyckaeT X caM Ha CBOMX CcepBepax, NpefocTaBnasa f4ocTyn
AN TpeHMpPOBKWU. MNMo-Havany ana peructpaummn Ha HackTheBox Tpe6oBanoch
peLmnTb He6ObLLYHO 3aJady Ha B3/1I0M, HO 3aTEM TaKy BO3MOXHOCTb y6panu.
MalUMHbI OTCOPTUPOBAHbI MO YPOBHKO CNIOXHOCTMU.

@ VulnHub (https:/www.vulnhub.com/). MawwuHbl ¢ VulnHub Hy>kHO

7 o .

\'\I 7 CcKauyMBaTb Ha CBOM KOMMbIOTEp M 3anyckaTb Yyepes VirtualBox. 3gech Takke
€CTb COPTMPOBKA MO YPOBHKO C/TOXHOCTMW.

[Mporpammbl Bug Bounty

B kayecTBe BapunaHTa A4/19 nierasibHOro NpuMeHeHust HaBblKOB MeHTecTa Ha
npakTuKe ecTb nporpamMmbl Bug Bounty, npegHasHayeHHble AnA onnartbl 3a
ysi3BMUMOCTU. KpynHenLwmm arperatopom Takux rnporpamMm sABASETCA pecypc
HackerOne, Ha KOTOpOM npeAcTaBeHa nHpopmMaumusa no NporpaMmam co BCero
MUpa 1 KOTopbI NpegocTaBaseT nnatdopMy A5 CO06LLEHNS 06 YA3BUMOCTAX U
onnartbl 3a HUX. N3 poccninckmx komnaHmin npeactasneHbl Mail.ru, Ozon, Yandex,
VK.

OfHa 13 caMblx KpyrnHbIX NporpamMm -y komnaHum Mail.ru. Bcero no Hen


https://www.hackthebox.com/
https://www.vulnhub.com/

BblMNslayeHo Harpag, 6osiee YeM Ha 124 MunnmoHa pyénei.

Mail.ru Bug Bounty Program
- . Launched on Apr
Building the Internet since 1998
2014
https://corp.mail.ru - @mailru Bounty splitting enabled (3)

3956 18 $250-5300

CaMble goporve HangeHHble Ya3BUMOCTM - 3TO YAaneHHoe BbINOIHEHWE KOAa,
SQL-MHbeKUMM 1 AOCTYN K NoKanbHbIM dannam B 06xof orpaHmyeHmin. Camble gelléBble -
XSS.

Mail.ru authentication center, mail, messaging, cloud services,
portal, content and news projects:

Vulnerability Content
Remote code execution (RCE) $35000 $25000 $15000 $20000
Injections (SQLi or equivalent) $25000 $20000 $10000 $10000

Local files access and manipulation
(LFR, RFI, XXE) without jail/chroot/file $25000 $20000 $10000 $10000
type restrictions

RCE in standalone isclated / virtualized
single-purpose process (e.g. image $5000 $15000 $5000 $5000

conversion)

SSRF, non-blind (with ability to read

. . $10000 $15000 $5000 $7500
reply text), except dedicated proxies

SSRF, blind, except dedicated proxies $2000 32000 52000 $1500

[MpaBoBble BONPOCHI

C TOYKM 3peHunsi 3aKOHa MHOroe U3 AeATeNlbHOCTU TECTUPOBLLMKA 6€30MaCHOCTH
noanajaeT noj cTaTtbM Kak B Poccum Tak 1 3a pybexkom. Npuyém camm ctatbm
[OBOJIbHO pa3MbITbl. TeCTUpoBaHUe Ha 6€30MacHOCTb 6e3 pa3pelleHns KapaeTcs
cTaTbén 272. HenpaBoMepHbIM AOCTYN K KOMMNbIOTEPHON MHDOpMaLmn. [Ans
TPEHUPOBKU UCMOMb3yNTe cneunanbHO NnpegHasHavyeHHble pecypcbl Mo TUny
HackTheBox nnn VulnHub.

B nporpamMmmMax rnoncka yﬂ3BI/IMOCTeI7I cnepyet BHUMaTes/lbHO YNTaTb YC1OBUA U HE
BbIXOAUTb 3a rpaHuMLbl npasul.



PaspaboTka 1 pacnpoCTpaHeHMe 3KCMJIONTOB NognajaeT nof cTatbio 273
co3aaHue U pacnpocTpaHeHne BPeJOHOCHbIX NporpaMm. Moxoxe, 4to
PoC-aKCn/Ioi1Tbl, KOTOpPbIe NpeAHa3HauYeHbl TONIbKO As1 AEMOHCTpaLun
yI3BMMOCTHU, 60J1ee-MeHee 6e30MacHO paspabaTbiBaTb, MPU YCIOBUU, YTO OHU He
MO3BOJIAIOT XaKepy CO6CTBEHHO B3/1IOMAaTb CUCTEMY.
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fiBopcku M. - JloByLuKa Ans 6aros. MNoneBoe pyKoBOACTBO No Be6-xakuHry (2020)
fABopcku . - OcHoBbI Be6-xakuHra (2016)

OpPUKCOH [1. - XaKMHI: UICKYCCTBO aKcnonTa. 2 usg. (2018)

Kypc no Metasploit (https:/www.offensive-security.com/metasploit-unleashed/)
XypHan Xakep (https://xakep.ru/)
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