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OcHOBbI NOCTPOEHUA 3aLlULLLEHHbIX
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O yeM Kypc?

® K3y4yeHWe CpeAcTB 3alUUThbl ceTen, B oTinymm ot kKypca BABKC no neHTecTy

e pas3bop ceTeBbIX aTak, yI3BUMOCTEN, METO0B 3aLUTbl OT HUX

® 13Yy4YeHUEe OCHOBHbIX MHCTPYMeHTOB: metasploit, nmap, wireshark, iptables,
snort n ap.

CtpaHuya Kypca:
https://crypto-kantiana.com/semyon.novoselov/teaching/netsec_2022/



https://crypto-kantiana.com/semyon.novoselov/teaching/netsec_2022/

Cooep>XXumoe Kypca

CeTeBble aTaKM.

AHanus Tpagwuka. Wireshark

MexkceTeBble aKpaHbl. Iptables

CuctemMbl 0O6HapYXeHMA N NpeaoTBpaLLEHNS BTOPXEHUIN. Snort
Kpuntorpaduyeckune npotokonsbl. TLS

BupTtyanbHble 4acTHble ceTu. OpenVPN

BesonacHocTb 6ecnpoBoAHbIX ceTen. Aircrack
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OCHOBHbIe NMOHATUA

e YA3BMMOCTb — HEOCTATOK B CUCTEME, BEAYLLNN K HAPYLLUEHUIO €€

6e3onacHoOCTWU. Hanpumep, N03BONSAET:
O BbINOJIHATb MPOU3BOJIbHbIN KOJ
O BbITSHYTb NPUBATHY UHbOPMaLMIO

e OKCNJIOUT — NporpamMma, Kotopas UCMoJsib3yeT Y3BUMOCTb A1 NPOBeAeHMs
aTaku Ha cucTemy

e [leHTecT — npouecc oLeHKM 6e30NacHOCTU CUCTEMBbI (CAHKLIMOHMPOBAHHbIN)



CTagun ceteBOU aTaKu

-0 1.

2.

-4,

C60p MHpopMaLnm

o MHbopmaums o MO u ero Bepcusix, KOMNOHEHTAX, AOMEHaX
AHanus yasBuMocCTeun

O  MNOMCK No 6a3aM M3BECTHbIX YA3BUMOCTEN U SKCIMJIONTOB

O caMocToATesibHOe HaxoXaeHune yassumocTten B 10
Ikcnnyarauus

O pa3paboTka/BblO6OP 3KCMIONTA U ero UCMoNIb30BaHMe
[TocTakcnnyaTauus

O  BbINOJIHEHNE BPeAOHOCHOW Harpy3ku (paccblfika cnama, c6op JIMYHOM

MHpopMaunn)
O 3cKanauusi NpuBUIErni, NPOABMXEHME NO CEeTU Aanblue

[NoarotoBka oT4yéTa (Npw ayanTte)



basbl yaseumocTen 1/2. CVE

_ Common Vulnerabilities and Exposures (cve.mitre.orq)

KnaccudukaTtop ya3BMMOCTEN B NporpaMMax U UX KOMMOHEHTaXx.

® yA3BMMOCTM PErMCTPUPYIOTCA C YHUKASIbHbIM HOMEPOM U CMTIUCKOM
CCbIJIOK C Jion. MHbopMaLunen


https://cve.mitre.org

basbl yaseumocTen 2/2. NVD

N\/D CobupaeT BoegMHO MHGOpMaLINIO N3 PasinNYHbIX
knaccudomkatopos n 6as (CPE/CWE/CVE v gp.)

Mounck: https://nvd.nist.gov/vuln/search

AsTomartnsaums: baza NVD goctynHa gnga 3arpy3ku (doopmar
JSON) 1 ncnonbsoBaHnda B UHCTPYMEHTax 0e30nacHOCTH
https://nvd.nist.gov/vuln/data-feeds



https://nvd.nist.gov/vuln/search
https://nvd.nist.gov/vuln/data-feeds

[Tpumep. Cnncok yassnmocten B Chrome. 1/3

Q, Search Results (refine Srtresuttsty: rusisnoacevescencng [0 < C & nvdnistgov/vuln/detail/CVE-2021-21116 % wm » 0

Search) AXCVE-2021-21116 Detail

Search Parameters:
¢ Results Type: Overview
¢ Keyword (text search): chrome

® Search Type: Search All Cu rrent Description

There are 2,602 matching records.

g _ Heap buffer overflow in audio in Google Chrome prior to 87.0.4280.141 allowed a remote
playing matches 1 through 20.

B::«5¢7:° v -~ attacker to potentially exploit heap corruption via a crafted HTML page.

Vuln ID 1% Summary @ CVSS Severity Z&

CVE-2021-21116 Heap buffer overflow in audio in Google Chrome prior to V3.l:- KpaTKoe onncaHume yﬂ3BMMOCTM

87.0.4280.141 allowed a remote attacker to potentially V2.0: | 6.8 MEDIUM
exploit heap corruption via a crafted HTML page.

Base Score: |[SISHIGHN
Published: aHBaps 08, 2021; 2:15:15 PM -0500

Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVE-2021-21115 User after free in safe browsing in Google Chrome prior to V3.1:
87.0.4280.141 allowed a remote attacker who had V/2.0: | 6.8 MEDIUM

compromised the renderer process to potentially perform a O Lle HKa OonacHOCTU

sandbox escape via a crafted HTML page.

Published: auBaps 08, 2021; 2:15:15 PM -0500

CVE-2021-21114 Use after free in audio in Google Chrome prior to V3.1: -
87.0.4280.141 allowed a remote attacker to potentially V2.0: | 6.8 MEDIUM
exploit heap corruption via a crafted HTML page.

Published: aHBaps 08, 2021; 2:15:15 PM -0500




[Tpumep. Cnncok yassnmocten B Chrome. 2/3

Hyperlink Resource

https://chromereleases.googleblog.com/2021/01/stable-
channel-update-for-desktop.html Vendor Advisory

https://crbug.com/1151069 Permissions Required
Vendor Advisory

https://security.gentoo.org/glsa/202101-05 Third Party Advisory

CnuMCOoK CCbINIOK C AONOSIHUTENbHOM MHpOpMaLMen 06 YA3BUMOCTH

CWE-ID CWE Name Source
CWE-787 Out-of-bounds Write

Knacc yassMmocTu



[Tpumep. Cnuncok yassumocten B Chrome. 3/3

Up to

Show Matching CPE(s)* (excluding)

87.0.4280.141

NHbopmauma 06 yasBUMbIX BEPCUAX

e AHaNOrM4YHbIM 06pPaA30M MOXXHO NMPOBEPUTL NO 6ase Nrboe NporpaMmMHoe
obecnevyeHne N ero KOMMOHEHTbI
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ba3bl 3KCNJIOUTOB

Basa ot Offensive Security:

e www.exploit-db.com

e SearchSploit - ytunuta gna nouncka
no 6ase

e OO/bLIMHCTBO 9KMNJIONTOB O I
Proof-of-Concept (PoC)

Y Filters

Y Reset All

Search: | chrome

Title Type Platform  Author

Google Chrome 80 - JSCreate Side-

Remote Multiple Metasploit
effect Type Confusion (Metasploit) - g

Google Chrome 67, 68 and 69 -
Object.create Type Confusion Remote Multiple Metasploit
(Metasploit)

Google Chrome 72 and 73 - Array.map

Remote Multiple Metasploit
Out-of-Bounds Write (Metasploit) £ 2



https://www.exploit-db.com

BepoATHOCTb ycrnexa aTaku roToBbIMU
9KCMIoONnTamMum

MHOIrMe KOMMep4YecKmne KomnaHum paboTtaroT No NpuHLUmMny

“paboTaeT - He Tporan”

10 MOXET He O6HOBNATLCSA rogamMu

He TpebyeTca 60/bLLION KBanuduKaummn ans B3anomMa Takux CUCTEM

MOrYT UCMOJIb30BaTbCA FOTOBbIE 3KCMIONTbI K UBBECTHbLIM YA3BUMOCTAM
NPOBEPUTb CETb MOXXHO 06LLEAOCTYNHbIMM CKaHepamMu YsI3BUMOCTEMN,
Hanpumep OpenVAS
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Buabl ya3BUMOCTEHN

2021
~r A01:2021-Broken Access Control
\02:2017-Broken Authentication . > A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure & A03:2021-Injection
A04:2017-XML External Entities (XXE) (New) A04:2021-Insecure Design

A05:2017-Broken Access Control i ., A05:2021-Security Misconfiguration

AD2

A06:2017-Security Misconfiguration B > A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-ldentification and Authentication Failures
A08:2017-Insecure Deserialization <. (New! A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities - > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring . ; (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

McTouHuK: https://owasp.org/www-project-top-ten/

e OWASP Top 10: camMmble onacHble Knaccbl Be6-ya3BUMOCTEMN
e CWE: Hanbonee nonHas obLian 6asa/knaccndukaTop BUAOB YA3BUMOCTEN

13


https://owasp.org/www-project-top-ten/

basza cnabocTtei (CWE)

The CWE Top 25

Below is a list of the weaknesses in the 2022 CWE Top 25, including the overall score of each. The KEV Count (CVESs)
shows the number of CVE-2020/CVE-2021 Records from the CISA KEV list that were mapped to the given weakness.

6a3a cnabocten N0 ansa
COPTUPOBKU YA3BMMOCTEN MO
Knaccam

COAEPXMUT nNoapobHoe
onuncaHue cnabocTemn ¢
npMMepamm

Imprope; Input Vélxﬁatnon 20.63 20
Out-of-bounds Read 17.67

Improper Neutralization of Special Elemen(s used in al 1753 ‘

Use After Free 15.50

Improper Limitation of a Pathname to a Restricted Directory 14.08 it
(Path Traversal) :

Cross-Site Request Forgery (CSRF) nsy | 1 E

Unrestricted Upload of File with Dangerous Type 95 | 6 | 0 |
NULL Pointer Dereference 7.15 \E A
12 CWE-502 |[Deserialization of Untrusted Data

Improper Neutralization of Special Elements used in a
Command ('Command Injection’)

Improper Res(ncuon of Operations within the Bounds of a
Memory Buffer

Incorrect De{aull Permlsslons
Server-Side Request Forgery (SSRF)

Concurrent Execution using Shared Resource with Improper
Synchromvauon (‘Race Condmon )

E (o _||Uncontrolled Resource Consumption
[2a | cwesu
[ 25 || CWE-94 |improper Control of Generation of Code (Code Injection)

McTouHuk: https://cwe.mitre.org/top25/

Cnncok camMblix onacHbIX
ya3BumMocTen no sepcum CWE
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https://cwe.mitre.org/top25/

Mpumep: BHeapeHue koga (CWE-94)

ONE Most

C & cwemitre.org/data/definitions/94.html
Common Weakness Topr

W Enumeration PASY vvcainesces

A Community-Developed List of Software & Hardware Weakness
TBpes

Home About CWE List Scoring Community

CWE-94: Improper Control of Generation
of Code ('Code Injection')

Weakness ID: 94
Abstraction: Base
Structure: Simple

Status: Draft

Presentation Filter: | Complete v|

v Description

The software constructs all or part of a code segment using
externally-influenced input from an upstream component, but it does
not neutralize or incorrectly neutralizes special elements that could
modify the syntax or behavior of the intended code segment.

v Extended Description

When software allows a user's input to contain code syntax, it might
be possible for an attacker to craft the code in such a way that it will
alter the intended control flow of the software. Such an alteration
could lead to arbitrary code execution.

Example 1

This example attempts to write user messages to a message file and allow users to view
them.

Example Language: PHP

$MessageFile = "cwe-94/messages.out";
if ($_GET["action"] == "NewMessage") {
$name = $_GET["name"];
$Smessage = $_GET["message"];
$handle = fopen($MessageFile, "a+");
fwrite($handle, "<b>$name</b> says '$message'<hr>\n");
fclose($handle);
echo "Message Saved!<p>\n";

¥
else if ($_GET["action"] == "ViewMessages") {
include($MessageFile);

While the programmer intends for the MessageFile to only include data, an attacker can
provide a message such as:

name=h4x0r
message=%3C?php%20system(%22/bin/I1s%20-1%22);?%3E

which will decode to the following:

<?php system("/bin/Is -I");?>

The programmer thought they were just including the contents of a regular data file, but
PHP parsed it and executed the code. Now, this code is executed any time people view
messages.

Notice that XSS (CWE-79) is also possible in this situation.




NHCTpYyMeHTapuu

Nmap — ceTeBOM CKaHep
https://nmap.org/

Wireshark — aHannsaTtop ceteBoro Tpapuka
https://www.wireshark.org/

Metasploit — cucrema TectoBoro BTOpXEHUS
https:/www.metasploit.com/

‘ KALI Kali Linux — ANCTPUBYTMB C UHCTPYMEHTAMM A/1A TECTMpPOBaHNA 6€30nacHOCTHU
“——J https://www.kali.orqg/

16


https://www.wireshark.org/
https://nmap.org/
https://www.metasploit.com/
https://www.kali.org/

[TonckoBble cucTtemMbl

e (Google Dorks
O  MOWCKOBbI€ 3anpochl A1 HaX0XAeHUS YA3BMMOCTEN N NpuBaTHOM MHGOPMaLMM Ha canTax
o 6a3sa: https://www.exploit-db.com/gooqgle-hacking-database

#% SHODAN

e Shodan
cneyMannsnpoBaHHas NOMCKOBas » ‘
cUCTeMa A1 HaXOXAEeHUS YCTPONCTB _
(loT), NnoAKOYEHHbIX K CETU

Ping-kapTa nHtepHeta
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https://www.exploit-db.com/google-hacking-database

MalUunHbl NS TPEHUPOBKMU

@ HackTheBox

O CMMCOK MaLLWH C YyA3BUMOCTSIMU (NnaTHble/6ecnnaTHble)
O  eCTb COPTMPOBKA MO YPOBHKO CNIOXHOCTH
. ARAPeRMeTRaHMHPKHE BIAOMaTOEaAT
o www.hackthebox.eu
% VulnHub

O  BUpPTya/bHble MaLLWHbI C YA3BUMOCTAMMU
o www.vulnhub.com

18


https://www.hackthebox.eu/
http://www.vulnhub.com

[lporpammbl Bug Bounty

[lnaTa 3a HaugeHHble YA3BMMOCTHU

l1ackerone

NMnatdopma HackerOne

ANs1 COO6LLEHUN 06 YA3BUMOCTSAX U
onsiatbl 3@ HUX

cobpaHa Bcsl MHpopMaums No
nporpamMmMam co BCero Mmpa

N3 POCCUNCKUX KoMNaHui: Mail.ru,
Ozon, Yandex, VK

Program

J Verizon Media Managed
@ Mail.ru

awr AT&T Managed

Uber Managed

Twitter

£ Slack

02/2014

04/2014

07/2019

12/2014

05/2014

02/2014

Bounties

Bounties

$400-$500

$250-$300

$300

$500-$750

$560

$500

Crnncok akTUBHbIX nporpamMmm

https://hackerone.com/directory/programs
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https://hackerone.com/directory/programs

CocTtosAHUe B AaHHbIU MOMEHT

e B HacTosLee BpeMs BbinnaTtbl paspaboTymkam ns Poccumn n benopyccum
HeAOCTYMHbI.

e AmHanor ot Positive Technologies:
https://bugbounty.standoff365.com/

e Y KOMMaHUM eCTb CBOU CTPaHULbI, HAaNnpumep:
Yandex: https://yandex.ru/bugbounty/index

20


https://bugbounty.standoff365.com/
https://yandex.ru/bugbounty/index

[TpuMep nporpamMmmbl. 1/2

Mail.ru
Building the Internet since 1998

https://corp.mail.ru - @mailru

3956 $250-$300

e https://hackerone.com/mailru
e BblINJavyeHo 6onee 124 munnanoHa pyo.

Bug Bounty Program
Launched on Apr
2014

Bounty splitting enabled (%)

21


https://hackerone.com/mailru

[TpMep nporpamMmbl. 2/2

bonblwe BCcero nnaTAaT 3a:

® YyaasieHHOe BblMNOJIHEHNE KOAa | Vulnerability

® SQ L'M H-beKU,MM Remote code execution (RCE) $35000
o ,EI,OCTyI'I n MaHV“-lyﬂﬂ LI'MM C Injections (SQLi or equivalent) $25000
JTIOKaA1bHbIMW Cba [7|]'| aMi B Local files access and manipulation
o (LFR, RFI, XXE) without jail/chroot/file ~ $25000
O6XO|D| OrpaHquHMM type restrictions

RCE in standalone isolated / virtualized
single-purpose process (e.g. image
conversion)

SSRF, non-blind (with ability to read
reply text), except dedicated proxies

$10000

SSRF, blind, except dedicated proxies $2000

$25000

$20000

$20000

$15000

$15000

$2000

$15000

$10000

$10000

$5000

$2000

Mail.ru authentication center, mail, messaging, cloud services,
portal, content and news projects:

Content

$20000

$10000

$10000

$5000

$7500

$1500 22



A [lpaBOBbIE BOMPOCHI

e He npoBoauTe TecTUpoBaHMe Ha 6e30nacHoOCTb 6€3 pa3peLieHns
O HakasyeMo no crtatbe 272 YK PO

e [1nAa TpeHUPOBKU UCNOJIb3YNUTE CreL. MaLUUHbI
e [lporpamMmmbl Nnoncka ysassmmocTen Bug Bounty
O  BHMMaTeNIbHO YMTalTe onncaHne NporpamMm, TaM ecTb o6s1acTb AonycTumoro (Scope)

e PaspaboTka 1 pacnpocTpaHeHMe 3KCMIONTOB

o PoC-akcnionTbl pa3peLleHbl
o OcTanbHoe: Ha rpaHu ctatbmn 273 YK PO
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Kypcbl/cepTugukarhbl

1. Offensive Security Certified Professional (OSCP)
O  OAWH U3 Hanbornee N3BECTHbIX CEPTU(UKATOB
@) npakKTn4yeckada HanpaB/1IEHHOCTDb, C/TOXKHbIW 9K3aMeH
o jpoporas LeHa

2. Hacker101

o 6ecnnaTHbli BUAEOKYpPC
o https://youtube.com/playlist?list=PLxhvVyxYRviZd10EA9nmnilY3PhVrt4nj
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https://youtube.com/playlist?list=PLxhvVyxYRviZd1oEA9nmnilY3PhVrt4nj

JlnTepaTtypa n CCbIKK

e fABopcku I. - JloBywka gns 6aros. lNonesoe §‘ ST G G
PYKOBOACTBO Mo Beb-xakuHry (2020) o aBTOpa Ha
o fAsopcku M. - OcHoBbI Be6-xaknHra (2016) J HackerOne

® JpPUKCOH [l. - XaKUHT: NCKYCCTBO aKcnaounTa. 2
n3g. (2018)
e Kypc no Metasploit:
o https://www.offensive-security.com/metasploit-unleashed/

e KypHan Xakep:
o  https://xakep.ru/

o - TR - ¥ <y ) 5 ’ : ) &
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https://www.offensive-security.com/metasploit-unleashed/
https://xakep.ru/

