HoBocénos C.A. OCHOBbI MOCTPOEHUSA 3aLUULLEHHBIX KOMMbIOTEPHbIX ceTen - 2024

BBegeHue

Kypc nocesiLLeH oLeHKe 6e30MacHOCTU 1 3aLLMTe KOMMbIOTEPHbIX ceTen. Pazbopy
ceTeBblIX aTak, ysi3BUMOCTEWN, CNOCO60B UX MOMCKa M aKcnayaTaumm. Hocut
NPaKTUYECKYo HanpaB/IeHHOCTb. I3 MIHCTPYMEHTOB M3y4YatoTCcs Takne
MHCTPYMEHTbI Kak metasploit, nmap, wireshark, iptables, snort. UmeeTca HekoTopoe
KONM4ecTBO 3afaHuni B popmarte ctf.

Coaepxumoe Kypca

BBepeHune

ba3oBble ceTeBble MPOTOKOSbI U X 6€30MAaCHOCTb
CeTeBble aTaku

CeTteBble ckaHepbl. Nmap

CucTteMbl TEKCTOBOro BTopXXeHus. Metasploit
AHnanu3s Tpaduka. Wireshark

MexceTeBble aKpaHbl. Iptables

CucTeMbl O6HAPY)XEHUA 1 NpeoTBpPaLLEHNSA BTOPXXEHNIA. Snort
KpunTtorpaduyeckme npotokonbl. TLS

10 BupTtyanbHble yacTHble ceTu. OpenVPN
11.Bbe3onacHocTb 6ecnpoBoAHbIX ceTen. Aircrack
12.TecoyHnubl. AppArmor

©®NOUEWN D

OCHOBHbIe NOHATUSA

YAa3BUMOCTb NpeacTaB/isieT co60M He0CTaTOK CUCTEMbI, KOTOPbIV BEAET K
HapyLleHuto eé 6e3onacHOCTU. Hanpumep, BbINOAHUTb MPOU3BOJIbHBIX KOA, UK
Noay4YnTb [OCTYN K MHGOPMaL MM B 06X0f, CUCTEMDI 3aLUUTDI.

A 3KCNNOWT - 3TO MporpamMma, KoTopasi Mo3BOJIET peann3oBaTb aTaky, UCMOb3ys
ySA3BUMOCTb.

AyauT npeacTtaBnseT coboi npoLecc oLeHKM 6e30MacHOCTU CUCTEMbI. DTO MOXKET
6bITb TECTUPOBAHUE HA NMPOHUKHOBEHME (MEHTECT) UM MEHEE XKECTKME CMOCObbI
npoBepku 6e3onacHocTy. OH OTINYAETCA OT B3/1IOMa JIerasbHOCTbIO
NMPOMCXOASALLErO, TaK KaK BbINOJIHSAETCS C paspeLUeHns BnajenbLa pecypca.

CTagunun ceTeBOM aTaku

BbigenstoT 4 OCHOBHbIE CTaAUN CETEBOW aTaKWu:

1. c6op uHdpopmaumm
2. aHanus ysa3sBuMocCTen
3. akcnnyaTtauus



4. nocTtakcnayaTayus.
Mpw ayante nobaBnsieTcs COCTaB/IeHNE OTYETA.

Ctaausa c6opa MHpopmaLmm BKIHOYAET B ce6s1 MOMCK MHPOpMaLUM U3 pasiimyHbIX
MCTOYHMKOB TaKMX Kak MOMCKOBbIe CUCTEMBI, coll.ceTu, DNS. Takxe MoXeT
MCMoNb30BaTbCA CETeBOE CKaHUpoBaHue. Kak npaBuio Ha JaHHOM Luare
onpefenseTcs UCMO/b3yeMOe Ha CUCTEME NPOorpaMMHOe 06ecrnedyeHune u ero
BEpPCUM, YTO YNpoLLaeT NoCNeayoLLyto 3aAady aHanm3a ys3BMMOCTEN.

Ha cTaguun aHanusa yasBMMocTel Npon3BOANTCA NMOUCK YA3BUMOCTEN Ha LIENN.
[1ns 3TOro MoXeT OCYLLECTBIATLCA NOUCK MO pasfiMyHbiM 6a3aM C ya3BUMOCTAMU
1 aKcnionTamMu, paséop MHGopMaLum KoTopast TaM coaep)KuTcs. Takke Ha
JaHHOM 3Tare MOXET OCYLLECTBNAETCA CAMOCTOATENIbHOE HaXOXAeHWe
yA3BMMOCTEMN, €CNIN CUCTEMA HE COAEPXXUT U3BECTHbIX YA3BUMOCTEN.

Ha aTane akcnnyaTauum npon3BoanTcsi paspadboTka / BbIGOp 3KCMJIOMTa MNOog,
YyS3BMMOCTb M OCYLLLEeCTB/ISIETCA HENOCPEACTBEHHO aTaka Ha CUCTEMY.

MocTakcnnyaTauusa BKOYaET B Ce6S MPOABMIKEHNE faree Mo CeTu ¢
Ncnosib30BaHMEM MOJTYYEHHOro A0CTyna K cucteme. T.e. AET nepexopm K ctagum 1,
HO y>Xe C MOBbILLEHHbIMU NMpuBUNerusaMn. Xakepbl Ha flaHHOM 3Tane BbIMOSHAOT
BPEAOHOCHYHO Harpysky, HarnpMmep paccbliiky cnama unm c6op IMYHowm
MHbopmaumm.

MNpu aygnTe nnun neHTecTe, Ha NOC/IeAHEM 3Tare COCTaB/IAETCA OTYET C ONMMUCaHNEM
BCeX HanZeHHbIX YA3BUMOCTEN.

Becb npouecc MOXeT NoBTOPATbCA LUMKITNYHO, B 3aBUCUMOCTU OT TOIro, HaCKOJ1IbKO
XakKep unn neHTecTep XXenaet NPOHUKHYTb BHYTPb CETHU.

bBasbl ya3BumMocTen

MHOXeCcTBO NPUMEPOB YI3BUMOCTEN B NpOrpaMmMax MOXHO HanlTW B cneuunanbHbIX
6asax, B KOTOPbIX BEAETCA UX YYET.

Haun6onee nonHas u nseectHas 6asa - ato CVE (Common

Vulnerabilities and Exposures) ot kopnopauuu MITRE.

JoctynHa no agpecy: cve.mitre.org. Bce HangeHHble
yA3BMMOCTU B NpOrpamMmax permcTpupyroTcs B JaHHOM 6ase C yHUKanbHbIM
HOMEPOM U CMUCKOM CCbIJIOK C AOMOSTHUTENbHOWN MHOPMaLMEN.

NW B 6a3e NVD (National Vulnerabilities Database) co6paHa
BOEAMHO B e4MHON CTaHAapTU3NpoBaHHOM popme
nHdopmMauma n3 pasnuuHbix knaccupukatopos (CVE, CWE,

CPE u apyrue). Mownck no 6a3e ocyLLecTBSETCA N0 afpecy:
https://nvd.nist.gov/vuln/search



https://cve.mitre.org/
https://nvd.nist.gov/vuln/search

Bcsa 6a3a poctynHa B popmaTte JSON (https:/nvd.nist.gov/vuln/data-feeds) n
MOXXET 6bITb UCNONb30BaHa ANsi HaNMcaHWsA CO6CTBEHHbIX UHCTPYMEHTOB
6e30nacHOCTW.

Basa NVD noseonsieT NnpousBoAnUTb NMOUCK MMEHW NPOorpaMmbl U C HeJaBHUX MO
npoLeccopaM 1 Apyromy annapaTtHomy obecrnedeHuto. MNprumep novcka
ysi3BMMOCTe B AN 6paysepa Google Chrome npueeaéH Ha Puc.1, Ha KOTOpoMm
COLEPXKUTCA CMUCOK HAaNAEHHbIX YI3BUMOCTEN.

Q Sea rch Results (Refine Sortresults by: Publish Date Descending v | [IEldg

Search)

Search Parameters:
¢ Results Type: Overview
* Keyword (text search): chrome
» Search Type: Search All

There are 2,602 matching records.

Displaying matches 1 through 20.

Vuln ID 1% Summary @ CVSS Severity e
CVE-2021-21116 Heap buffer overflow in audio in Google Chrome prior to V3.1: -
87.0.4280.141 allowed a remote attacker to potentially V/2.0: | 6.8 MEDIUM

exploit heap corruption via a crafted HTML page.

Published: aHBaps 08, 2021; 2:15:15 PM -0500

CVE-2021-21115 User after free in safe browsing in Google Chrome prior to V3.l:
87.0.4280.141 allowed a remote attacker who had V2.0: | 6.8 MEDIUM
compromised the renderer process to potentially perform a
sandbox escape via a crafted HTML page.

Published: avBaps 08, 2021; 2:15:15 PM -0500

CVE-2021-21114 Use after free in audio in Google Chrome prior to V3.1: -
87.0.4280.141 allowed a remote attacker to potentially V/2.0: | 6.8 MEDIUM
exploit heap corruption via a crafted HTML page.

Published: saHBaps 08, 2021; 2:15:15 PM -0500

Puc. 1. lNpumep nouncka ya3sumocTen A1 6paysepa Google Chrome.

K KaXXgoMy pe3ysibTaTy UMEETCA KpaTKoe onucaHue Buja:


https://nvd.nist.gov/vuln/data-feeds

IXCVE-2021-21116 Detail

Current Description

Heap buffer overflow in audio in Google Chrome prior to 87.0.4280.141 allowed a remote

attacker to potentially exploit heap corruption via a crafted HTML page.

Puc.2. KpaTKoe onncaHue yassmMocCTu

B naHHOM cny4yae uMeeM nepenosiHeHne 6ydepa B Kyye. Kak BUAHO 13 onmcaHus
XaKep MOXeT COCTaBUTb BPeAOHOCHY CTPaHULY C BOCNPOU3BeLEeHNEM 3BYKa U
3aMaHUTb Ha Heé NoJsib3oBaTeNs ¢ NOMOLbIO hULIMHIA UK ApYrM crioco6oMm. Mpu
3TOM nepenosiHeHne 6ydpepa NoTeHUMaNbHO BEAET K BbINOSIHEHUIO NPOU3BOJIbHOIO
KoAa, Tak No3BoJisieT Nepe3anncbiBaTb agpeca QyHKUMIA, MO KOTOPbIM NepexoanT
nporpaMma no Mepe CBOEro BbIMOSIHEHUS.

[na KaXkaom yasBMMOCTU 6a3a COAEPXKUT TaKXKe OLLeHKY ONMacHOCTM:

Base Score: -

Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
Puc.3. OyeHka yss3BuMocCTH o ctaHgapty CVSS.

[aHHasa oLeHKa yuYuTbIBaeT Hann4me aKCnaonTa B OTKPbITOM AOCTYMe, MPOCTOTY
akcnnyaTtaumm u gpyrue daktopbl. [ogpobHee MOXHO MOCMOTPETbL B CTaHAapTe
CVSS, no KoTOpoOMY NPOU3BOAUTCA OLIEHKA.

Takxke gna Kaxgon ya3BMMOCTU LOCTYMNEH CAUCOK CCbISIOK C A OMNOSTHUTENIbHOM
MHbopmMaumen.

https://chromereleases.googleblog.com/2021/01/stable-
channel-update-for-desktop.html

https://crbug.com/1151069

https://security.gentoo.org/glsa/202101-05 Third Party Advisory

Puc. 4. Cnucok ccblnok ¢ 4ononHuTeNnbHon nHpopmaumen B 6ase CVE/NVD.

Pa6ouune aKCnIonTbl AN nocneaHunx sepcuii MO BbikIagblBalOTCA peiKo, MO3TOMY
ANA 9KCMJIyaTaLun HY)XXHO pa3bupaTbcs B yI3BMMOCTU NoJpobHee. Mone3HbIM
MCTOYHMKOM MH(DOPMaLMK 30ECb ABNAOTCA CUCTEMbI KOHTposst Bepcuit (Git, SVN,



CVN, Mercurial), B KOTOPbIX XpaHUTCS UCXOAHbIV KOA MPOrpaMM CO BCEN UCTopUen
N3MeHeHUN. 30eCb MOXKHO MOCMOTPETb Kak pa3paboTumKu ncrnpasunm
YyA3BMMOCTb, MCNONb3YA AN NOMCKa COOTBETCTBYHOLLEr0 UCrpaBneHns
nHdopmaumto u3 6asbl CVE (Hanpumep, HoMep OLINOKKU B GarTpekepe MoXxeT
copepXaTbcsl B onucaHnyM koMmuTa Git). YacTto cnyyaeTcs, 4To paspaboTymKu He
3aKpblBaKOT YA3BUMOCTU MOSTHOCTbIO, MO0 NpY UCNpaBneHun [06aBNAOT Apyrue
OLWNBKMK, BeayLLMeE K YA3BMMOCTSM. B KauecTBe npMMepa MOXXHO HasBaTb CEPUID
yasBumocTen Shellshock.

Kpome Toro, B 6a3e NVD ya3BMMOCTU FPyNNUPYOTCS NO K/laccaM C MOMOLLbIO
Knaccudukatopa CWE.

CWE-787 Out-of-bounds Write W NIsT

Puc. 5. Mndopmauus o knacce gns yassmmocTtn CVE-2021-21116 B Google Chrome.

IOna Hawewn yazsumocTu B Google Chrome nmeem nepenonHenune 6ydepa, Kotopoe
npeacraBnseT coboi 3anucb 3a rpaHuLbl MaccmBa. 3aMeTum, 4Yto 6asza CWE
COLEPXUT B cebe AOCTAaTOYHO NOAPOGHYHO MHPOPMaLMIO O Kilaccax ysi3BUMOCTEN C
npumMmepamu (06 3TOM fasee), NO3BONSAOWMMY pa3obpaTbCs B JAHHOM Kflacce
YySAI3BUMOCTEMN.

N nocnepgHee, YTO Mbl pacCMOTPUM U3 cogepxumoro 6a3sbl NVD — 3T0
nHdopmaumto o Bepcumn unu KoHpurypauum Mo.

1k cpe:2.3:a:google:chrome:*:*:* > * % * Up to

Show Matching CPE(s)~ (excluding)
87.0.4280.141

Puc. 6. Unpopmavmsi 06 ysiaBumbix Bepcusix [10.

HaHHas nHdopmauma npeacrtaBneHa B eguHom popmarte (CPE), KoTopbii
NO3BONSIET NPOU3BOAUTL MOUCK YA3BUMOCTEN Mo 6a3e ¢ y4éToM (ananasoHa)
Bepcuit. COOTBETCTBEHHO, €C/IN Mbl 3HaeM BEPCUIO MPOrpaMmbl UK B crnyvae
canToOB Bepcuio, ckaxem, PHP, Mbl MOXKeM ncnonb3oBatb 3Ty MHbOpMaLmio Ans
MoMCKa He3aKpbITbIX yA3BUMOCTEN. AHANOMMYHbIM 06pa30M Mbl MOXEM NPOBEPUTH
Ha yA3BMMOCTW N06YI0 NporpaMmy, a He Tonbko Google Chrome.

basbl aKCcnonToB

Kak TONbKO Mbl HaLLIM yA3BUMOCTb B 6a3€, Mbl MOXXEM MOMbITaTbCA HANTK
3KcnNonT. CCbIIKN Ha SKCMIONTbI MOTYT cofepXXaTbCsl (peiko) AOMOTHUTENbHbIX
ccbinikax 6asbl CVE. Ho Hanbonee nonHyo nHGopmMaumio No aKCNaonTam valle



BCEro MOXXHO HaWTW B CTOPOHHUX UCTOYHUKAX (CoLManbHble CETH,
cneuunanusmpoBaHHble 6asbl).

Haunbonee nonHasa n nseecTtHas 6a3a yassumocTer — Exploit Database ot Offensive
Security — oT paspa6oTuuka Kali Linux. [jocTynHa no agpecy: www.exploit-db.com.
Bcto 6a3y MOXHO ckayaTb cebe Ha KOMMbIOTEP U MNONb30BaTbCA YTUITUTON
SearchSploit gns nokanbHOro noncka no Hei. BONbLMHCTBO 3KCMIOATOB NGO
cTapble, 60 n3 kateropun Proof-Of-Concept, T.e. OHY NpegHa3Ha4yeHHbl AN
AEMOHCTpaUMn Hanmuusa yasBMMOCTU, HO AN 9KCNayaTUpoBaHUsS yA3BMMOCTHU
TpebyeTca gopaboTka. 3TO U MOHATHO, MOTOMY YTO pacrnpoCTpaHEHUE U
MCNonb30BaHMe paboToCNOCOH6HbIX AKCMIONTOB MOXET noAanagatb Nog,
3aKOHofaTesNIbHble 3anpeTbl MHOMMX CTPaH, BKAtoYas Poccuto (gns gaHHoro cnydas
CMOTpU Janee).

Y Filters

Y« Reset All

Show| 15 v

Search: | chrome

Date = D A Title Type Platform  Author

2020- G le Ch 80 - JSCreate Side-

hd cogle “hrome _ reate st _e Remote Multiple Metasploit
03-09 effect Type Confusion (Metasploit)
2020 Google Chrome 67, 68 and 69 -
03-09 3 Object.create Type Confusion Remote Multiple Metasploit

(Metasploit)

2020- Google Ch 72 and 73 - Array.

3 cogle Lhrome ] an rr.ay map Remote Multiple Metasploit
03-09 Out-of-Bounds Write (Metasploit)

Puc. 7. Mowuck no 6ase akcnnontoB oT Offensive Security.

BepOFlTHOCTb ycrnexa aTtakKm rotoBbiMHU aKcnaonTamm


http://www.exploit-db.com

MHorune KomMnaHumm paboTaroT MO NPUHLMMY “paboTaeT He Tporan” u MoryT He
06HOBNATb CBOW CUCTEMbI rofamu. [NoaToMy OHM YaCTO CTAaHOBATCSH XepTBaMu
HeOonbITHbIX XaKepoB, KOTOpble 3anyCKatkoT Y)XKe roTOBble 3KCMIOUTbI K CTapbIM
YyA3BMMOCTSAM U 06LLe0CTYMNHble CKaHepbl 6€30MacHOCTU AN onpeaeneHns
Bepcui. Takme kak Nmap nnmn Takom MOLHbIN KOM6ainH kak OpenVAS

Buabl yassumocTen

EcTb Heckonbko knaccnpukaTopoB BMAOB YA3BMMOCTEN. Mbl pacCMOTPUM ABe U3
HUX — y>ke ynoMuHasuytoca 6asy CWE u cneunannamnpoBaHHyto 6asy OWASP.

Basa 6a3za OWASP (Open Web Application Security
@[jumsp Project) nocBslLeHa KilaccaM ysi3BUMOCTEN B
Top 10 Be6-npunoxeHusax. CaMble onacHble 1 4acTo
BCTpeYaeMble BUAbl BE6-YA3BMMOCTEN MO BEpPCUU
=  OWASP Top-10 - aT0 MHbeKLUUM Kofa, HEKOppeKTHasd
ayTeHTUdUKauus (kak npaBMNoO BCTpevyaeTcs eé

OTCYTCTBWE AJ1s1 OTAENbHbIX CTpaHML). Tak)ke pacnpocTpaHeHbl YTeYKN JaHHbIX U
OLUMOBKM KOHPUrypaumu.

2017 2021
= AD1:2021-Broken Access Control
> A02:2021-Cryptographic Failures

A03:2017-Sensitive Data Exposure ~ _' } A03:2021-Injection

A04:2017-XML External Entities (XXE) X (New) A04:2021-Insecure Design

A05:2017-Broken Access Control - ) > A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration ' = A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-ldentification and Authentication Failures
A08:2017-Insecure Deserialization {New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities — ) > A09:2021-Security Logging and Monitoring Failures*®
A10:2017-Insufficient Logging & Monitoring - (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

Puc. 8. Han6osnee onacHole knaccbl ysizBumocTed rno sepcun OWASP,
UcTouHuk: https://owasp.org/www-project-top-ten/

Hanb6onee nonHas obuias 6asa ¢ knaccamu yassumocteit — ato CWE (Common
Weaknes Enumeration). Cnnucok Hanéosiee onacHbiX KNaccoB yA3BUMOCTEN
npeacrasneH Ha Puc.9.

BoNbLMHCTBO yKa3aHHbIX KNaccoB ysi3BMMOCTeN Kak B 6aze OWASP, Tak 1 B 13
6a3bl CWE Mbl 6yaem nogpo6bHO nsyyaTb B OTAENbHOM KypCe Mo BHELLIHEMY ayauTy
KOMMbIOTEPHbIX CETEN. A MOKa YTO HEOBXOAMMYHO KpaTKyo MHbOpMaLuto 0
Knaccax yA3BMMOCTEN MOXXHO HalTW B AaHHbIX ABYyX 6a3ax.

PaccMoTpuM B KayecTBe npumepa nHbekuun koga (CWE-94). Mo KaxgoMy knaccy

ySI3BMMOCTEN ecTb KpaTKoe 1 nogpo6Hoe onucaHue (Puc. 10), npumepbl ysi3BUMOTO
KoZia nporpamm u ckpuntoB (Puc. 11). A TakXe NnpuMepbl ataku. B faHHOM cnydae

y HaC NPUNOXeHEe COAEPXUT YacTb KOTOpasi reHepupyeT Kog no nHpopmaumnm


https://owasp.org/www-project-top-ten/

npeAoCcTaBNeHHOW U3BHe. [py 3TOM M3-3a OLUIMOOYHOW HeNnTpanusaymm
CMeucMMBOJIOB MOXXHO BHEAPUTb CBOM KoA. B npuMepe n3 6a3bl TaKM MOXKHO
BHEApPUTb Ha BbINONHeHWe ntobor php-Kog,.

The CWE Top 25

Below is a list of the weaknesses in the 2022 CWE Top 25, including the overall score of each. The KEV Count {CVES)
shows the number of CVE-202CVE-2021 Records from the CISA KEV list that were mapped to the given weakness.

Rank
KEV
Rank D MName Score Count Ch:;ge
(CVEs) 2021

1 CWE-TET ||Out-of-bounds Write 64,20 62 0
Improper Neutralization of Input During Web Page Generation

z CWE-T3 ('Cross-site Scripting’) 45.97 2 0
Improper Meutralization of Special Elements used inan S0L

3 CWE-B3 |- ommand (SQL Injection”) 2211 7 3 A

4 CWE-20 |Improper Input Validation 20.63 20 0

5 CWE-125 ||Out-of-bounds Read 17.67 1 -2
Improper Meutralization of Special Elements used inan 0OS

6 CWE-T8 Command (0S5 Command Injection’) 1753 32 -1

7 CWE-416 ||Use After Free 15.50 28 0
Improper Limitation of a Pathname to a Restricted Directory

8 CWE-22 (Path Traversal) 14.08 15 0

9 CWE-352 |[Cross-Site Request Forgery (CSRF) 1153 1 0

10 CWE-434 |[Unrestricted Upload of File with Dangerous Type 9.56 6 0

11 CWE-476 ([NULL Paointer Dereference 715 0 +4 A

1z CWE-502 (Deserialization of Untrusted Data 6.68 7 +1 A

13 CWE-190 |(Integer Overflow or Wraparound 6.53 2 low

14 CWE-287 |[Improper Authentication 6.35 4 0

15 CWE-T98 (|Use of Hard-coded Credentials 5.66 0 +1 A

16 CWE-862 |[Missing Authorization 553 1 +2 A
Improper Meutralization of Special Elements used in a

1? CWE-TT Command [Command Injection’} 542 . o A

18 CWE-306 (Missing Authentication for Critical Function 515 & 7 ¥
Improper Restriction of Operations within the Bounds of a

19 CWE-119 Memory Buffer 4.85 6 2 '

20 CWE-276 ([Incorrect Default Permissions 484 0 -1

21 CWE-918 (Server-Side Reqguest Forgery (SSRF) 427 a +3 A
Concurrent Execution using Shared Resource with Improper

22 CWE-362 Synchronization (Race Condition’) as7 6 H1 &

23 CWE-400 |(Uncontrolled Resource Consumption 3.56 2 +4 A

24 CWE-611 (lmproper Restriction of XML External Entity Reference 3.38 0 S

25 CWE-24  |Improper Control of Generation of Code ('Code Injection’) 3.32 4 +3 A

Puc. 9. Cnucok Hanbonee onacHbIX KlaccoB ysisBMMocTei no Bepcun CWE.




C' @ cwemitre.org/data/definitions/94 html Y N e :

(W Common Weakness Tor PGS
Enumeration PASY weaincsses

A Communiry-Developed List of Software & Hardware Weakness
Tipes

- =

Home About CWE List Scoring Community

CWE-94: Improper Control of Generation
of Code ('Code Injection’)

Weakness ID: 94 Status: Draft
Abstraction: Base
Structure: Simple

Presentation Filter: | Complete v

¥ Description

The software constructs all or part of a code segment using
externally-influenced input from an upstream component, but it does
not neutralize or incorrectly neutralizes special elements that could
modify the syntax or behavior of the intended code segment.

¥ Extended Description

When software allows a user's input to contain code syntax, it might
be possible for an attacker to craft the code in such a way that it will
alter the intended control flow of the software. Such an alteration
could lead to arbitrary code execution.

Puc. 10. OnucaHue Knacca yasBuMoOCTH.

Example 1

This example attempts to write user messages to a message file and allow users to view
them.

Example Language: PHP

$MessageFile = "cwe-94/messages.out";
if ($_GET["action"] == "NewMessage") {
$name = $_GET["name"];
$message = $_GET["message"];
Shandle = fopen($MessageFile, "a+");
fwrite($handle, "<b>%$name</b> says '$message'<hr>\n");
fclose($handle);
echo "Message Saved!<p>\n";

else if ($_GET["action"] == "ViewMessages") {
include($MessageFile);

b

While the programmer intends for the MessageFile to only include data, an attacker can
provide a message such as:

name=h4x0r
message=%3C?php%20system(%22/bin/ls%20-1%22);?%3E

which will decode to the following:

<?php system("/bin/Is -1");?>

The programmer thought they were just including the contents of a regular data file, but
PHP parsed it and executed the code. Now, this code is executed any time people view
messages.

Notice that XSS (CWE-79) is also possible in this situation.

Puc. 11. Mpumepbl Koaa ¢ pasbopom.



NHCTpyMeHTapuu

B manbHeiwen pabote 6yaemM UCNOIb30BaTh Clieyolmne MHCTPYMEHTbI.

Metasploit - cuctema gnsi npoBeAeHUsi TECTOBbIX BTOPXKEHU 1
pa3paboTKM SKCMIONTOB.

<& » Nmap - ceTeBOM1 CKaHep, KOTOPbIA MOXET UCNONb30BaTbCA AJA
NMAP ©OnpeaeneHus Bepcuii CepBuCcoB C NOCeayHoLLIMM NOUCKOM Mo 6ase
yA3BMMOCTEWN.

Wireshark B kauecTBe aHanunsaTopa ceTeBoro Tpaduka, B KOTOPOM MOXKHO
MOCMOTPETb, KaKue NakeTbl NPOXoAAT Yepes Ball KOMMboTep.

Bce aTn MHCTPYMeHTbI 1 MHOTMe gpyrue ecTb B cocTaBe Kali Linux.

970 ANCTPUBYTUB Linux ¢ 60MbLINM KONMYECTBOM UHCTPYMEHTOB AN

TECTMPOBaHUA 6€30NacHOCTU. PEKOMeHAYeTCs cKavyaTb BUPTYasbHYHO

MaLUMHY C HUM M UCMONb30BaTb. 3aMETUM, YTO 3TOT AUCTPUBYTUB
npeAHasHayeH AN TeCTMPOBaHUSA 6€30MacHOCTU U AN UCNONb30BaHNA B
KayecTBe OCHOBHOW CUCTEMbI AN paboTbl HE NpefHa3HayeH.

[TonckoBble CUCTEMDI

N3 nonckoBbIX cUCTEM AJ1A MOUCKa MHpOPMaLIMKM O LIeNIEBOI CUCTEME MOXET
ncnonb3oBaTbcsA Google ANns 3TOro MOXHO COCTaBNATb CreluMaibHble MOUCKOBblE
3anpochbl, KoTopble Ha3dbiBatoTca Google Dorks. Basa Takux 3anpocoB ecTb
JIOCTYMHa no agpecy:

e https://www.exploit-db.com/google-hacking-database

Tak>Ke ecTb cneLmanm3mpoBaHHble MOUCKOBbIe CUCTEMbI, Takue Kak Shodan.
KoTopble cobupatoT nHhopmaumio o6 ycTpoiicTBax B ceTu. Hanpumep, Ha Ha Puc.
12 cnpaBa npeacTaB/ieHa KapTa YCTPOUCTB B MHTepHeTe (BKtoYasi cepBepa,
Be6-Kamepbl), KOTOpble 0TBeYaloT Ha ping-3anpoc.


https://www.exploit-db.com/google-hacking-database

#% SHODAN

Puc. 12. Ping-kapTa nHTepHeTa

Pecypcbl AN TPEHUPOBKMY

[N TPEHUPOBKMN MOXXHO UCMOJIb30BaTh MaLLMHbI C YI3BUMOCTSIMU C PECYPCOB
HackTheBox nnu VulnHub.

HackTheBox (https://www.hackthebox.com/). Pecypc conep>xuT B cebe

MHOXECTBO KaK NAaTHbIX Tak U 6ecniaTHbIX BUPTYasibHbIX MaLUVH AN

TPEHUPOBKMN. MNPUYEM AaHHbIE MALLMHbI HE HY)XXHO pa3BopayMBaTh Ha CBOEM
KOMMbIOTEPE - pecypc 3arnyckaeT X caM Ha CBOMX CcepBepax, NpefocTaBnasa f4ocTyn
AN TpeHMpPOBKWU. MNMo-Havany ana peructpaummn Ha HackTheBox Tpe6oBanoch
peLmnTb He6ObLLYHO 3aJady Ha B3/1I0M, HO 3aTEM TaKy BO3MOXHOCTb y6panu.
MalUMHbI OTCOPTUPOBAHbI MO YPOBHKO CNIOXHOCTMU.

@ VulnHub (https:/www.vulnhub.com/). MawwuHbl ¢ VulnHub Hy>kHO
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\'\I 7 CcKauyMBaTb Ha CBOM KOMMbIOTEp M 3anyckaTb Yyepes VirtualBox. 3gech Takke
€CTb COPTMPOBKA MO YPOBHKO C/TOXHOCTMW.

[Mporpammbl Bug Bounty

B kayecTBe BapuaHTa A5 fierasibHOro NpUMeHeHns HaBbIKOB MeHTecTa Ha
npakTuKe ecTb nporpammbl Bug Bounty, npegHasHa4vyeHHble Anda onnartbl 3a
ya3BuMocTu. KpyrnHenLwmm arperatopom Taknx nporpamMm ABNAETCA pecypc
HackerOne, Ha KOTOpOM npefcTaBieHa MHGopMaLns No NporpaMmMam co BCero
MUpa 1 KOTOpbIv NpegocTaBnseT nnathopmy Ans COO6LLEHNS 06 YA3BUMOCTSAX U
onnartbl 3a HUX. N3 poccninckmx komnaHmin npeactasneHbl Mail.ru, Ozon, Yandex,
VK. B HacTosee BpeMsa (2023 r.) BbinNiaTbl UccnegoBaTesiiM 6€30MacHOCTU U3
Poccuu He nnaTdopme HackerOne He gocTynHbl. [1oaToMy cneflyeT UCnosib3oBaTb
anbTepHaTUBHbIE Naowaaku, Hanpumep bugbounty.standoff365.com ot Positive


https://www.hackthebox.com/
https://www.vulnhub.com/
https://bugbounty.standoff365.com/

Technologies, nn6o nporpaMmbl OT KPYMHbIX KOMMAHWUIA, TakKux Kak AHAeKc
(https://yandex.ru/bugbounty/index).

OpfHa 13 caMblXx KpYMHbIX NporpaMm - y komnaHuu Mail.ru
(https://bugbounty.standoff365.com/programs/mail_vk). Bcero no Hel BbiniayeHo
Harpapg, 6osnee 4eM Ha 124 MUNANoHa py6nei.

Mail.ru Bug Bounty Program
- . Launched on Apr
Building the Internet since 1998
2014
https://corp.mail.ru - @mailru Bounty splitting enabled (3)

Reports Accets in Average
3956 18 $250;$300
CaMble goporme HangeHHble YA3BUMOCTHU - 3TO yAa/leHHOE BbINOJIHEHUE KOAa,

SQL-MHbeKUMM 1 AOCTYN K NIoKanbHbIM dannam B 06xof orpaHmyeHmin. Camble gellésbie -
XSS.

Mail.ru authentication center, mail, messaging, cloud services,
portal, content and news projects:

Vulnerability Content
Remote code execution (RCE) $35000 $25000 $15000 $20000
Injections (SQLi or equivalent) $25000 $20000 $10000 $10000

Local files access and manipulation
(LFR, RFI, XXE) without jail/chroot/file $25000 320000 $10000 $10000

type restrictions

RCE in standalone isclated / virtualized
single-purpose process (e.g. image $5000 $15000 $5000 $5000

conversion)

SSRF, non-blind (with ability to read

$10000 $15000 $5000 $7500
reply text), except dedicated proxies

SSRF, blind, except dedicated proxies $2000 32000 52000 $1500

[MpaBoBble BONPOCHI

C TOYKM 3peHMs 3aKOHA MHOI0€e U3 AeATeNbHOCTUN TECTUPOBLLMKA 6e30MacHOCTH
noanajaeT noj cTaTtbM Kak B Poccum Tak 1 3a pybexxom. Npuyém camm ctatbm
[OBOJIbHO pa3MbITbl. TecTUpoBaHMe Ha 6e30MacHOCTb 6e3 paspeLleHns KapaeTcs
cTaTbén 272. HenpaBoMepHbIM AOCTYN K KOMMNbIOTEPHON UHPOpMaLmn. [ns
TPEHMPOBKMW UCMONb3yNTe cneunanbHO NnpegHasHavyeHHble pecypcbl Mo T1ny


https://yandex.ru/bugbounty/index
https://bugbounty.standoff365.com/programs/mail_vk

HackTheBox nnu VulnHub.

B nporpaMmMax rouncka y9|3BVIMOCTel7I cneayeTt BHUMMaTeJIbHO YUTaTb yCJ1OBUA U HE
BbIXOAUTb 3a rpaHuMLbl npasui.

PaspaboTka 1 pacnpoCcTpaHeHMe 3KCMIONTOB NnognajaeT nof cTatbio 273
co3aaHue U pacnpocTpaHeHne BPeJOHOCHbIX NporpaMm. Moxoxe, 4To
PoC-aKCnJI0M1TbI, KOTOPbIe NpegHa3HauYeHbl TONbKO A/si AEMOHCTpaLun
yI3BMMOCTMU, 60J1ee-MeHee 6e30MacHO paspabaTbiBaTb, MPU YCIOBUU, YTO OHU He
MO3BOJIAIOT XaKepy CO6CTBEHHO B3/1I0MAaTb CUCTEMY.

Jlntepatypa v CCbIfKM

fiBopcku [M. - JloByLuKa Ans 6aro.. MNoneBoe pyKoBOACTBO Mo Be6-xakuHry (2020)
fiBopcku . - OcHoBbI Be6-xakuHra (2016)

OPUKCOH [1. - XaKMHI: UICKYCCTBO aKcnonTa. 2 usg. (2018)

Kypc no Metasploit (https:/www.offensive-security.com/metasploit-unleashed/)

XypHan Xakep (https://xakep.ru/)

aprLOd =


https://www.offensive-security.com/metasploit-unleashed/
https://xakep.ru/

