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MexceTeBoW akpaH (thariepBon, 6paHMayap) — KOMMJIEKC annapaTHbIX Un
NPOrpaMMHbIX CPEeACTB, OCYLLLECTBSAIOLLNA KOHTPOSb U pUNbTpaLuIo
NPOXOAALLMX YEpPE3 HErO CETEBbLIX MAaKETOB B COOTBETCTBUM C 3aflaHHbIMMU
npaBuIamMu




Knaccuopukauyma M3

[lo ypoBHtO Mogenu OSI:

e KaHalbHbIN YPOBEHb — YyrpaBJsid€éMbl€ KOMMYTATOPbI
o @unbTpaumnsa no MAC-agpecy
® CEeTeBOW YpPOBEHb — CEeTeBble PUIBbTPHI
o dunbTpaumsa nNo nonsm npotokona IP: agpecy, NOpTy HasHaYeHus, ...

® CeaHCOBbIN YPOBEHb — LWHO3bI
o TpaHcnauusa agpecoB (NAT, PAT) nnu ceteBbIX MPOTOKOMOB

® MPUWKIaAHOM YPOBEHb — NPOKCU-CEPBEPDI, LLTHO3bl YPOBHSA NPUTOXEHWUNA
e CMellaHHble, paboTalolMe Ha HECKOJIbKMUX YPOBHSIX



OCHOBHble BO3MOXXHOCTU M3

e duUnbTpauusa 4ocTyna K 3aWMLLEHHbIM CyX6aMm

e NpensTCTBOBaHME MNONYYEHUIO 3aKPbITON MHGOpMaLnn
NpenaTCTBOBAHME BHEAPEHUIO JTOXKHbIX AaHHbIX C MOMOLLbIO YSI3BUMbIX
CNy>x6

perucTpaums nonbITOK JOCTyna

pernamMeHTUpoBaHMe nopsagka 4ocTyna K ceTu

yBEAOMJIEHNE O NOAO03PUTENBHON aKTUBHOCTH

KOHTPOJIb AOCTYyNa K y3/1aM CeTu



Hepoctatku M3

® MOXXET CHMXATb MPOMYCKHY CMOCOBHOCTb CETU U BPEMS OTKJIMKA, TaK Kak
buUnNbTpaLmsa NPOUCXOAUT HE MTHOBEHHO

e He 3alUMLIAET CETU OT NMPOHUKHOBEHUSA Yepe3 ya3BumocTu B 10

e He 3alUMLIAET OT BUPYCOB



TexHonorus SPI (Stateful Packet Inspection)

e MO c nogaepxxkon SPI no3sonsaoT oTcnexmneatb coegmHeHns (TCP,
UDP n ap.) u otépacbiBaTb NaKeTbl, He NpUHaANeXxaliue
COeUHEHUIO



TexHonorusa DPI (Deep Packet Inspection)

e pasbop M NpoBepKa NPOTOKOJIOB BbICOKUX YPOBHEWM

® [IpoBepKa AaHHbIX NaKeTa A4
O MoucKa BMpYCOB, cnama
O  NEeTEKTUPOBAHUS BTOPXKEHUN
O MOMbITKW OTKPbITUSA 3a6/I0KMPOBAHHOrO cainTa

® MOXXET UCMOJIb30BaTbCA AJ1A c6opa CTaTUCTUKN N MOLI,VIC')VIKaLI,I/IVI NMNakeToB

e HepocTaTku DPI:

o TpebyeTcs 605ee MOLLHOe 060pyAOBaHMeE
o JAeKoAepbl MPOTOKOJIOB MOTYT cofepyKaTb YA3BMMOCTM



NAT (Network Address Translation)

192.168.1.4 \ / google.ru

192.168.1.2 192.168.1.1 29520317 —— yandex.ru

MapLipyTumsaTop \ R
kantiana.ru
192.168.1.3




MexxceTeBoU akpaH Linux

e B AApPO Linux BCTpoeH mexceTeBon akpaH netfilter
e 114 ynpaBsieHUs ero paboTon B 60/IbLUMHCTBE CUCTEM UCMOSIb3YeTCH
yTunuTta iptables



ApxutekTypa netfilter

e B netfilter nakeTbl NponyckatoTca Yepes LienoYKun, KOTopble ABASAOTCS
ynopsiAo4YeHHbIMU CIMCKaMK NMpaBu/l

e KaXkaoe npaBuIO COCTOUT U3 KPUTEPUS, AENCTBUA N CYETUMKA

® LIEeNoYKM 06beJUNHAOTCA B TabNuULbl, B 3aBUCUMOCTU OT PYHKLMOHANbHOIO

Ha3HaA4YeHUA
iiptables -L i
' Chain INPUT (policy ACCEPT) :
' target prot opt src dst :
' ACCEPT all -- any any state RELATED,ESTABLISHED ]
| LOG tcp -- any any tcp flags:SYN,RST,ACK/SYN limit: avg 6/hour !
iburst 5 ... |
: DROP all -- anywhere anywhere :
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Llenoukun netfilter

CyLuecTByeT 5 TUNOB CTaHAAPTHbIX LENoYeK:

PREROUTING — gnda HayanbHOM 06paboTKM BXOASALLMX NAKETOB

INPUT — gna Bxogawux nakeToB agpecoBaHHbIX HenocpeaCcTBEHHO
nokanbHoMy npoteccy (K/IMeHTY Unu cepeepy)

FORWARD — pnsa Bxoadwmx naketoB rnepeHanpaB/ieHHbIX Ha BbIXo4
OUTPUT — anAa nakeToB reHepupyeMbix NOKasibHbIMU NpoLieccamMu
POSTROUTING — ansa oKkoH4YaTelbHOM 06paboTKN UCXOASLLMX MaKEeTOB
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Tabnuubl netfilter

Lienoykn opraHnMsoBaHbl B 4 Tabnuubl:

raw — rnpocMaTtpuBaeTCcd A0 rnepegayvum rnaketa CUCctemMe oripeaesieHnsd

COCTOSAHUHA
mangle — cogepXuT npaBuna moandukaunmn (06bI4HO 3aronoska) IP-

NnakeToB
nat — npocMaTpuBaEeT TONIbKO NaKeTbl, CO3aloLe HOBOE CoeUHEHNE
filter — ocHoBHasA Tabnuua, NCNosb3yeTcs N0 YMOYaHUIO, EC/TN Ha3BaHUe

Tabnnubl He yKasaHo
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MexaHn3am onpeaeneHus coctosaHun netfilter

KaxkabIin nakeT, NpoxoasALmn Yyepes cucteMy onpenesieHna COCTOAHUN MOXET
UMEeTb 4 COCTOSAHMUS:

e NEW — nakeT oTKpblBaeT HOBbI ceaHc. Knaccuyeckuin npumep - naket TCP

c ¢pnarom SYN
e ESTABLISHED — naket AaBnaeTca 4aCcTbiO y)Ke CYLLeCTBYHOLLLEero ceaHca
e RELATED — nakeT OTKpblBaeT HOBbIW CeaHC, CBA3aHHbIN C YXXe OTKPbITbIM

ceaHCcoM
e [NVALID — BCe npoymne nakeTbl
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brnoknpoBKa agpeca/noaceTu

________________________________________________________________________________________________________________________________

e OJIOKMPOBKA MO MacKe MOXeT ObITb NoJsie3Ha, eCnu ataka UAET U3
onpeaeneHHoOn ceTu
e TaKXe MOXEeT MCnoib3oBaTbCA MOAY/b iprange
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brioknupoBKa JocTyna K cantam

__________________________________________________________________________________________________________________________________

iiptables -I OUTPUT -s addressl,address2,... -j {DROP/REJECT} [--reject-with
ireject_type]

Mo>xHO 6/10KMpOBaTh NO:

e |P-appecy (pnar -s: Bxoaawmn aapec, -d: ncxoaswmm agpec)
e 0 noAcTpoke (Mcrnonb3ysa Moaynb string)

o “Host: kantiana.ru”
o paboTaeT TONbKO AN He3awunppoBaHHbIX coeanHeHun n npym MiTM.
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[1T0o604YHbIE 9P PeEKTHI

e [lpun 6n0oKMpoBKK carTa no IP-agpecy 6n10KMpyrOTCA BCE CanTbl, HA AAaHHOM

IP-appece
e TaKux canToB MOXET 6bITb HEOrPaHNYEHHOE KOJIMYECTBO
e TexHonorus DPI no3BonseT 6710KMpoBaTh OTAENbHbIE CalTbl, NyTEM

pasbopa TLS-npoTokona n 6;10KMPOBKK NO A@HHbIM CEPTU(PMKATOB
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Pa36noknpoBKa 1 yaaneHue npaBu/

EcTb gBa cnocoba:

® npOCTO NMnoBTOpPEHUE rnpasunia ¢ KJIO4OM -D

e YpnaneHue no Homepy: T looCoeelooiieeoosioeeoooo i
o iptables -L ~line-numbers . 1. bnokupoBka aHAeKca: |

o iptables-D OUTPUT 1 ]
iptables -A OUTPUT -d yandex.ru -j DROP
2. PasbnokunpoBka siHAeKca:

iptables -D OUTPUT -d yandex.ru -j DROP
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dunbTpauma TCP

e Wcnonbsyetca mogynb tcp

e [lo noprty:
o --dport Oona ucxogdwero noprta
o =--sport Oona noprta oTnpaBuUTEnNd

' iptables -A OUTPUT -d kantiana.ru -p tcp -m tcp --dport 80 -j
' REJECT --reject-with tcp-reset
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JlnTepaTtypa n CCbIKK

Ayrnac 3. Kamep - Cetu TCP IP. MpuHuunbl, npoTokonbl u cTpykTypa (2003)
https://ru.wikibooks.org/wiki/Iptables



https://ru.wikibooks.org/wiki/Iptables

