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JlaboparopHast paboTa MOCBsIIIIEHA HACTPOIKe Mex)ceTeBoro skpana B Linux. s BeimosiHeHus padboThl

MTOHAI00ATCS /1B BUPTyaJibHble MamuHbl ¢ Linux.
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1.1

Saganus

BiaokupoBanue ormnpesesénnoro xocra no IP-aapecy

B obmiem Buge npaBuiio i pUIbBTPaAnd TPpapUKa [0 KPUTEPUIO «OTIIPABUTEbY MOXKHO CO3/IaTh CJIEIYIO-
M 0OPa30M:

iptables -A INPUT -s source_addr_or_name -j {DROP/REJECT} [--reject-with reject_type]

3J/iech B KBaJIpaTHbIE CKOOKH 3aK/IFOUeH HeOOs3aTeIbHBIN TapaMeTp.

1.

COCTaBUTH IPABUIA JJIsT (PUABTPAIIMN BXOIAIIEr0o TpadrKka ¢ JIabOpaTOPHBIX MAIIUH C JAefiCTBUSIMA

DROP u REJECT

. IPOBEPUTH 3aIUINEHHOCTL MaIIXHBI C IIOMOIIBIO YTUJJINTBI plng n nmap

. upu ucnojb3oBaruu jeiicreus REJECT npoeepurs Bimsinne napamerpa --reject-with Ha pesyabraThb

CKaHUPOBaHUA

4. B ueM pazjmunst upu dunabrparun Tpaduka megasvmu DROP u REJECT?

st mpocMoTpa TEKYIIEro COucKa IMPaBUI UCIOIbL3YHTe:

iptables -L

st copoca ucroab3yire:

1.2

iptables -F

DuapTparus M0 MPOTOKOJIY

B obmmem Busie mpaBuiio it GUILTPAINE TPaduKa 0 KPUTEPHUIO «IIPOTOKOI» MOYKHO CO3IATDH CJIELyOIIM
00pa3oM:

iptables -A INPUT -p {tcp/udp/icmp/all} -j {DROP/REJECT} [--reject-with reject_type]

. COCTaBUTL IPaBuJIa, Jiyist PUILTPAIME BXOAMIIEro Tpaduka ¢ JabopaTopHbiXx Mamui ¢ neasmu DROP

u REJECT no nporokosiam tep, udp u icmp

. IPOBEPUTH 3AITUINEHHOCTH C IMIOMOIIBIO ping u nmap

. upu ucnojyb3zoBanuu nejiu REJECT nposeputh BiusiHue mapamerpa —reject-with Ha pesymprarsl cka-

HUPOBAHNS.

oKa3arh pazjudus npu punbrpanun rpaduka nejasmu DROP u REJECT



1.3

CI)I/IJ'IpraI_[I/ISI I10 IIOPTY Ha3HaA4Y€HU:A

B obmmem Bujie npasuio i puiabrpaiuu Tpaduka 10 Kpurepuio "mopr HazHadeHus " MOXKHO cO3/1aTh CJe-

JIYIOIIUM 00pa3oM:

1.4

iptables -A INPUT -p {tcp/udp/all} --dport port -j {DROP/REJECT/ACCEPT} [--reject-with typel

. 3allyCTUTh HECKOJIbKO cepBHCOB Ha MammHe (ssh, mysql, postgresql, nginx u T.1)

BI:I6paTb KaKne U3 CEepBHUCOB JOJIZKHBI OBITD JOCTYIIHBI U3BHE, a KaKWe — HET

COCTaBUTDH IIpaBUJIa TakK, 4TOOBbI IIOILITKA, JOCTYyIIa K HEPpa3pPEHICHHOMY M3BHE CEPBHCY 3alliCbhbIBaJjlaCb
B JIor

IIPOBEPUTDH 3allIUIICHHOCTDL MaIlllMHBI C IIOMOIIIBIO Nimap

HONBITKY JOCTYTIa JOJKHBI ObITH 3amucanbl B /var/log/syslog

MackupoBka maruHubl IryteM ojokupoBanus ICMP-nmakeToB

B obmem Bume npaBmio st puabTpainu TpaduKa 1mo icmp MOxKeT ObITh CO3/IaHO CJIEIYIONINM O00Pa30M:

1.5

iptables -A INPUT -p icmp -icmp-type type -j {DROP/REJECT} [--reject-with reject_typel

COCTABUTH IPaBUIa it (GUIBTPAINN BXOJAIIEr0 icmp-Tpaduka ¢ 1ad0paTOPHBIX MAIIUH C JIHCTBU-

avu DROP u REJECT

. IS TIOJTy9eHUsT BO3MOXKHBIX apTyMEHTOB KJII04a --icmp-type ucmosb3oBaTh KoMan Ty iptables -p icmp

-h

. I[Ipu IPOBEPKEe MAaCKHUPOBKHN MalllMHbI UCIIOJIB30BaTh YTUJ/IUTY NInap

Pa3pemeHI/Ie TOJIBKO NCXOOAIIINX COQ,Z[I/IHGHI/Iﬁ

I/ICHOHbSyeTCﬂ, KorJla HY2>KEH JOCTYII B MHTEPHET, HO BXO/dAIINE COCINHEHUA, OTKPLITHIE II0 MHUIIUATUBE

BHEITHEI'oO XOCTa, HEe2KeIaTEJIbHbI. TaKYIO INOJIMTUKY MO2KHO pe€aJIn30BaThb CJIEYIOIMUM O6pa30MZ

1.

MOMEHSTDH TOJUTUKY IO YMOJYaHUIO Ha OJIOKHpoBanme Beex maketos s renodek INPUT, OUTPUT
(komana -P)

paspelnTh BXOJAIINE MAaKeThl, KoTopble oTHOcsiTest K coepubennio (RELATED, ESTABLISHED -
HCIOJIb30BaTh MOy Ib conntrack)

paspenuTh Bee ucxomsimue nakers! (nemouka OUTPUT)

. [IpOBEPUTDH CIIOCOOHOCTD INOAKJ/IIOYIAThCA K YAaJICHHBIM KOMIIbIOTEPpaM

. IPOBEPUTDH 3AIUINEHHOCTH MAIIIMHBI C ITOMOIIIBIO NImap
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