HoBocénos C.A. OCHOBbI MOCTPOEHUSA 3aLUULLEHHbIX KOMMbIOTEPHbIX ceTen - 2025

BBegeHue

Kypc nocesiLLeH oLeHKe 6e30MacHOCTU 1 3aLLMTe KOMMbIOTEPHbIX ceTel. Pazbopy
ceTeBblIX aTak, ysi3BMMOCTEW, CNOCO60B UX MoMCKa u akcnayaTaumn. Hocut
NPaKTUYECKYo HanpaB/IeHHOCTb. VI3 MIHCTPYMEHTOB M3yYaloTCcsa Takne
MHCTPYMEHTbI Kak metasploit, nmap, wireshark, iptables, snort. UmeeTcs HekoTopoe
KONM4ecTBO 3ajaHunin B popmarte ctf.

Cozep>xumoe Kypca

BBepeHune

ba3oBble ceTeBble MPOTOKOSIbI U UX 6E30MACHOCTb
CeTeBble aTaku

CeTeBble ckaHepbl. Nmap

CuncTteMbl TEKCTOBOro BTopXXeHus. Metasploit
AHnanu3s Tpaduka. Wireshark

YassumocTtu Web-npunoxxeHunn

MexceTeBble aKpaHbl. Iptables

CuncTeMbl O6HAPY>XEHUA N NpefoTBPaLLEHMA BTOPXKEHUI. Snort
10 KpunTtorpaduyeckne npotokonbl. TLS
11.BupTtyanbHble yacTHble ceTn. OpenVPN
12.Bbe3onacHocTb 6ecnpoBoaHbIx ceTei. Aircrack
13.TecoyHunubl. AppArmor

©®ONOUEWN D

OCHOBHbIe NOHATUSA

YAa3BuUMOCTb NpeacTaBisieT cob60M HeJOCTAaTOK CUCTEMbI, KOTOPbIA BEAET K
HapyLeHuto eé 6e3onacHoCcTU. Hanpumep, BbINOMHUTL NPOU3BOMbHbBIX KO UK
NoAy4YnTb [OCTYN K MHDOPMaL MK B 06X04 CUCTEMbI 3aLLUTDI.

A 3KCNNOWT - 3TO MporpamMma, KoTopasi MN03BOJIIET peann3oBaTth aTaky, MCNO/b3ys
ySA3BUMOCTb.

AyauT npeacTtaBnsieT co60i NpoLecc OLeHKM 6e30MacHOCTN CUCTEMbI. ITO MOXET
6bITb TECTUPOBAHME HA NPOHUKHOBEHME (MEHTECT) UM MEHEe XECTKME CNocobbl
npoBepku 6e3onacHocTu. OH OT/IMYAETCH OT B3/IOMa JierasibHOCTbIO
NMPOMCXOASALLErO, TaK KaK BbINOJIHSAETCS C pa3peLueHns Bnagesnbla pecypca.

CTagunn ceTeBOM aTaku

BbiaenatoT 4 OCHOBHbIE CTaZlMN CETEBOW aTaKU:

1. c6op uHdpopmauymm
2. aHanus ysa3BMMocCTen



3. akcnnyaTtauus
4. nocTaKcnayaTauus.

Mpw ayante nob6aBnsieTcs cocTaB/ieHNe OTYETA.

Ctaausa c6opa nHpopMaLum BKIHOYAET B ce6si MOMCK MHPOpMaLUM U3 pasiimyHbIX
MCTOYHMKOB TaKMUX Kak MOMCKOBble cucTeMbl, col.ceTu, DNS. Takxxe MoxeT
MCMoNb30BaTbCA CETEBOE CKaHUpOBaHMe. Kak NpaBuo Ha AaHHOM Liare
onpefenseTcsa UCMOb3yeMOe Ha CUCTEME NPOrpaMMHOe 06ecrneyeHune u ero
BEpCUM, YTO yrpoLlaeT NocseaytoLlyto 3agady aHanmsa ys3BMMOCTEN.

Ha cTaguun aHanusa ya3sBuMocTel Npons3BoOANTCA NMOUCK YA3BUMOCTEN Ha LiENN.
[1ns 3TOro MoXeT OCYLLECTBIATLCA NMOUCK MO pasfiMyHbIM 6a3aMm C yI3BUMOCTAMMU
1 9KCnIoMTamMu, pasbop MHGopMaLUn KoTopasa TaM CoaepXuTcs. Takxe Ha
JlaHHOM 3Tarne MOXET OCYLLIECTBNAETCA CAMOCTOATE/IbHOE HAaXOXKAeHne
YyA3BMMOCTEMN, €CNIY CUCTEMA HE COAEPXXUT U3BECTHbIX YA3BUMOCTEN.

Ha atane akcnnyaTauum nponsBoguTcs pa3paboTka / BbI6Op aKCMNIoNTa Mog,
ySI3BMMOCTb M OCYLLLECTBJ/IIETCA HENMOCPEACTBEHHO aTaka Ha CUCTEMY.

MocTakcnnyaTauus BKIOYAET B Ce6S MPOABMIKEHNE Aanee Mo CeTu ¢
MCNosib30BaHWEM MONYYEHHOro AoCTyna K cucteme. T.e. UAET nepexof K ctagumn 1,
HO y>Xe C MOBbILLEHHbIMU NMpuBUNerusasMn. Xakepbl Ha flaHHOM 3Tane BbIMOMHAT
BPEAOHOCHYH HarpysKy, HarnpMmep paccbliiky cnama unm c6op NMMYHOM
MHbopmMaLmm.

MNpu ayguTe nnun neHTecTe, Ha NocneHeM 3Tarne COCTaB/IETCH OTYET C ONncaHnem
BCeX HanZeHHbIX YA3BUMOCTEN.

Becb npouecc MOXXeT NoBTOpATbCA LMKITNYHO, B 3aBUCMMOCTU OT TOIro, HACKOJIbKO
XakKep Unn neHTecTep Xenaet NPpoOHNKHYTb BHYTPb CETHU.

bBasbl ya3BuMocTen

MHOXeCcTBO NPUMepPOB YyA3BMMOCTEN B NPpOrpaMMax MOXXHO HauTu B cneumarsnbHbIX
6asax, B KOTOPbIX BEAETCA MX YYET.

Hambonee nonHas n nasectHas 6asa - ato CVE (Common

Vulnerabilities and Exposures) ot kopnopauuu MITRE.

JoctynHa no agpecy: cve.mitre.org. Bce HangeHHble
YyA3BMMOCTU B NpOrpaMmax perucTpupyroTcsi B JaHHOM 6a3e C YHUKasbHbIM
HOMEPOM 1 CMNCKOM CCbIJIOK C AOMOSIHATENIbHOW MHpOPMaLMEN.

NW B 6a3e NVD (National Vulnerabilities Database) co6paHa
BOEAMHO B €4MHON CTaHAapTU3NPOBaHHOM popme
nHdopmauma n3 pasnmuHbix knaccudukatopon (CVE, CWE,
CPE v gpyrue). Mouck no 6a3e ocyLecTBAsSIETCA NO afpecy:


https://cve.mitre.org/

https://nvd.nist.gov/vuln/search
Bca 6a3a goctynHa B dopmaTte JSON (https://nvd.nist.gov/vuln/data-feeds) n

MOXXeT 6bITb UCMOJIb30BaHa A8 HaNnMCaHNSA CO6CTBEHHbIX UHCTPYMEHTOB
6e30MacHOCTMU.

Basa NVD nossonseT nponsBoAnTb MOUCK UMEHU MPOrpaMMbl U C HeJaBHUX MO
npoueccopaM un ApyromMmy annapaTtHoMy obecneyeHuto. lNMpumep nomcka
ysasBuMocTen B gnis bpaysepa Google Chrome npuBeaéH Ha Puc.1, Ha KoTopom
COAEPXXMUTCA CMNCOK HANAEHHbIX YA3BUMOCTEN.

Q Sea rch Results (Refine Sortresults by: Publish Date Descending v | [IEldg

Search)

Search Parameters:
¢ Results Type: Overview
* Keyword (text search): chrome
» Search Type: Search All

There are 2,602 matching records.
Displaying matches 1 through 20.

Vuln ID 1% Summary @ CVSS Severity e
CVE-2021-21116 Heap buffer overflow in audio in Google Chrome prior to V3.1: -
87.0.4280.141 allowed a remote attacker to potentially V/2.0: | 6.8 MEDIUM

exploit heap corruption via a crafted HTML page.

Published: aHBaps 08, 2021; 2:15:15 PM -0500

CVE-2021-21115 User after free in safe browsing in Google Chrome prior to V3.l:
87.0.4280.141 allowed a remote attacker who had V2.0: | 6.8 MEDIUM
compromised the renderer process to potentially perform a
sandbox escape via a crafted HTML page.

Published: avBaps 08, 2021; 2:15:15 PM -0500

CVE-2021-21114 Use after free in audio in Google Chrome prior to V3.1: -
87.0.4280.141 allowed a remote attacker to potentially V/2.0: | 6.8 MEDIUM
exploit heap corruption via a crafted HTML page.

Published: saHBaps 08, 2021; 2:15:15 PM -0500

Puc. 1. Mpumep noncka ysa3sumocTest A5 6paysepa Google Chrome.

K KaXXgoMy pe3ysibTaTy UMEEeTCA KpaTKoe onucaHue Buja.


https://nvd.nist.gov/vuln/search
https://nvd.nist.gov/vuln/data-feeds

IXCVE-2021-21116 Detail

Current Description

Heap buffer overflow in audio in Google Chrome prior to 87.0.4280.141 allowed a remote

attacker to potentially exploit heap corruption via a crafted HTML page.

Puc.2. KpaTkoe onuvcaHue ya3BUMOCTH

B naHHOM cny4yae uMmeeM nepenosiHeHne 6ydepa B Kyye. Kak BUAHO U3 ONUCaHWS
XaKep MOXeT COCTaBUTb BPEAOHOCHYO CTPaHuULy C BOCNPOU3BeAeHMeM 3ByKa U
3aMaHUTb Ha Heé NoJsib3oBaTeNsl ¢ MOMOLLbIO hULINHIA UK ApyruM cnocobom. Mpu
3TOM nepenosiHeHne 6ydpepa NoTeHUMANbHO BEAET K BbINOJIHEHUIO NMPOU3BOJIbHOIO
KoAa, Tak No3BoJisieT Nepe3anucbiBaTb agpeca hyHKLWUIA, MO KOTOPbIM NEpexoauT
nporpaMma no Mepe CBOEro BbIMOJSIHEHWS.

[na KaXxaon yasaBMMOCTU 6a3a COLEPXKNUT TaKXKe OL,eHKY ONacHOCTM:

Base Score: -

Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
Puc.3. OyeHka ysa3BuMocTH o ctaHgapTy CVSS.

[aHHas oLeHKa yYnTbIBaeT Hannymne aKCnaonTa B OTKPbITOM AOCTYNe, MPOCTOTY
akcnnyataumm u gpyrmue daktopsbl. logpobHee MOXHO MOCMOTPETL B CTaHZapTe
CVSS, no KoTopoMy NPOM3BOANTCS OLIEHKA.

Takxke ona KaXxgon ya3BMMOCTU LOCTYNEH CAMCOK CCbISIOK C A OMNOSTHUTENIbHOM
MHdopMaumen.

https://chromereleases.googleblog.com/2021/01/stable-
channel-update-for-desktop.html

https://crbug.com/1151069

https://security.gentoo.org/glsa/202101-05 Third Party Advisory

Puc. 4. Cnuncok ccblnok ¢ ononHuTenbHon nHpopmaumein B 6ase CVE/NVD.

Pa6ouune aKCnIonTbl Ansa nocneaHux sepcuii MO BbiKagbIBalOTCA peiKo, MO3TOMY
ANA 9KCNJIyaTaLun HY>XXHO pa3bupaTbcs B yA3BMMOCTU Noapo6Hee. Mosie3HbIM
MCTOYHMKOM MHDOPMaLMK 34eCh ABNAKOTCS cUCTeMbl KOHTpons Bepcuid (Git, SVN,



CVN, Mercurial), B KOTOPbIX XpaHWUTCS UCXOAHbIN KOA MPOrpamMM CO BCe UCTOpUEN
N3MeHeHUN. 34ecb MOXXHO MOCMOTPETb KakK pa3paboTumKu ncrnpaBuim
YyA3BMMOCTb, UCNONb3YS AN NOMCKa COOTBETCTBYHOLLErO UCMpaBeHUs
nHdopmaumto n3 6a3bl CVE (Hanpumep, HoMep OLLIMOKKN B GarTpekepe MoXeT
copepXaTbcsl B onucaHnyM koMmmuTa Git). YacTto cnyyaeTcs, 4To paspaboTymMKn He
3aKpblBaKOT yA3BUMOCTU MOSTHOCTbIO, MO0 NpY UCNpaBieHnn [06aBNSAT apyrue
OLINOKMK, BeayLLMe K YA3BMMOCTSM. B KauecTBe npMmepa MOXXHO HasBaTb CEPUID
yasBumocTen Shellshock.

Kpome Toro, B 6a3e NVD ysa3BMMOCTM rpynnumpyroTCa Mo Kfaccam ¢ NOMOLLbHO
Knaccudpukatopa CWE.

CWE-787 Out-of-bounds Write W NIsT

Puc. 5. Mludbopmauus o knacce gns yassumoctu CVE-2021-21116 B Google Chrome.

Ina Hawewn yassumocTu B Google Chrome nmeem nepenonHenune bydepa, Kotopoe
npegcraBnseT coboi 3anucb 3a rpaHuLbl MaccmBa. 3aMeTum, 4to 6asza CWE
COAEPXUT B cebe AOCTAaTOYHO NOAPOGHYHO MHPOPMaALMIO O Kraccax ya3BUMOCTEN C
npumMmepamu (06 aTOM flanee), NO3BONSAIOLLMMI Pa3obpaTbCs B JaHHOM Knacce
ySI3BUMOCTEMN.

N nocnepHee, 4TO Mbl pacCMOTPUM U3 cogepxnumoro 6asbl NVD — aTo
MHdopmMaumto 0 Bepcumn unu KoHgurypauum MO.

1k cpe:2.3:a:google:chrome:*:*:* > * % * Up to

Show Matching CPE(s)~ (excluding)
87.0.4280.141

Puc. 6. Unpopmaums 06 ysiaBumbix Bepcusix 0.

HaHHas nHdopmauma npeacTaBneHa B eguHom gopmarte (CPE), KoTopbii
No3BONSIET NPOU3BOAUTL MOUCK YA3BMMOCTEN Mo 6ase ¢ y4eToM (ananasoHa)
Bepcuit. COOTBETCTBEHHO, €C/IN Mbl 3HaeM BEPCUIO MPOrpaMMbl UK B clydae
canToOB Bepcuto, ckaxkeM, PHP, Mbl MOXkeM ncnonb3oBaTtb aTy UHGOpMaLmio ans
MOMCKa He3aKpbITbIX yA3BMMOCTEN. AHANOMMYHbIM 06pa3oM Mbl MOXXEM MPOBEPUTL
Ha yA3BMMOCTM 06y NporpaMmy, a He Tonbko Google Chrome.

basbl akcnonToB

Kak TONbKO Mbl HaLLM yA3BUMOCTb B 6a3€, Mbl MOXEM NOoMNbITaTbCA HAaUTH
3KCnNonT. CCbIIKU Ha 9KCMIONTbI MOTyT cogepXaTbcsl (peaKo) A0NOMHUTENbHbIX
ccblnikax 6asbl CVE. Ho Hanbonee nonHyo nHopmMaumio no aKCnaomTam vawle



BCEro MOXXHO HaWTK B CTOPOHHUX UCTOYHUKAX (CoLManbHble CETH,
cneuunanusmpoBaHHble 6asbl).

Haunb6onee nonHas n nseecTtHas 6a3a yssBumocTen — Exploit Database ot Offensive
Security — oT paspabotumka Kali Linux. [jocTynHa no agpecy: www.exploit-db.com.
Bcto 6a3y MOXHO cKayaTb cebe Ha KOMMbIOTEP M NOMIb30BaTbCA YTUIIMTON
SearchSploit gns nokanbHOro noucka no He. BONbLMHCTBO 3KCMIONTOB SIM60
cTapble, 60 13 kateropuun Proof-Of-Concept, T.e. OHN NpegHa3Ha4YeHHbI gs
AEMOHCTpaUnnN Hanmuusa ya3sBUMOCTU, HO A1 IKCNyaTUPOBaHUA YA3BUMOCTH
TpebyeTca gopaboTka. 3TO U MOHATHO, MOTOMY YTO pacnpoCTpaHeHNE K
MCMnosb30BaHMe paboToCNOCOBHbIX IKCMIONTOB MOXET noanagartb nog
3aKOHoZaTesIbHble 3anpeTbl MHOMMX CTPaH, BKtoYas Poccuto (o flaHHOro ciy4yast
CMOTpM panee).

Y Filters

Y« Reset All

Show| 15 v

Search: | chrome

Date = D A Title Type Platform  Author

2020- G le Ch 80 - JSCreate Side-

hd cogle “hrome _ reate st _e Remote Multiple Metasploit
03-09 effect Type Confusion (Metasploit)
2020 Google Chrome 67, 68 and 69 -
03-09 3 Object.create Type Confusion Remote Multiple Metasploit

(Metasploit)

2020- Google Ch 72 and 73 - Array.

3 cogle Lhrome ] an rr.ay map Remote Multiple Metasploit
03-09 Out-of-Bounds Write (Metasploit)

Puc. 7. Mowuck no 6ase akcnnoutoB oT Offensive Security.

BGpOFlTHOCTb ycrnexa aTtakm rotoBbiMH aKcnaonTamm


http://www.exploit-db.com

MHorune KoMnaHumm paboTaroT No NPUHLMNY “paboTaeT He Tporan” u MoryT He
06HOBNATb CBOW CUCTEMbI rogamu. NoaToMy OHM YacTO CTAaHOBATCA XXepTBaMu
HeOonbITHbIX XaKepoB, KOTOPble 3anycKatoT y)Ke roTOBble 9KCMIONTbI K CTapbiM
YyA3BMMOCTAM U 06LL,e[0CTYMNHblE CKaHepbl 6€30MacHOCTM A8 onpeaeneHus
Bepcui. Takme kak Nmap nnu Takom MowHbIn KOM6arH Kak OpenVAS

Buabl yassumocTen

EcTb Heckonbko knaccnpumkaTopoB BUAOB YA3BMMOCTEN. Mbl pacCMOTPUM ABe U3
HUX — y>ke ynoMuHaslytocs 6asy CWE u cneunannampoBaHHyto 6asy OWASP.

Basa 6a3za OWASP (Open Web Application Security
@[jumsp Project) nocesilLeHa KlaccaM ysi3BMMOCTeN B
Top 10 Be6-npunoxeHusax. CaMble onacHble 1 4acTo
BCTpeYaeMble BUAbl BE6-yA3BUMOCTEN NO BEPCUU
=  OWASP Top-10 - aTo UHbeKLMN KoAa, HEKOPpPEKTHas
ayTeHTUdUKauus (kak npaBuIo BCTpeyaeTcs eé

OTCYTCTBWE AJ1s1 OTAENbHbIX CTPaHUL). TakKe pacnpoCTpaHeHbl YTEYKUN AaHHbIX U1
OLUMOBKN KOHGUrypaumu.

2017 2021
= AD1:2021-Broken Access Control
> A02:2021-Cryptographic Failures

A03:2017-Sensitive Data Exposure ~ _' } A03:2021-Injection

A04:2017-XML External Entities (XXE) X (New) A04:2021-Insecure Design

A05:2017-Broken Access Control - ) > A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration ' = A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-ldentification and Authentication Failures
A08:2017-Insecure Deserialization {New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities — ) > A09:2021-Security Logging and Monitoring Failures*®
A10:2017-Insufficient Logging & Monitoring - (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

Puc. 8. Hanbonee onacHble knaccbl ya3BumocTes rno sepcumn OWASP.
UcToyHuk: https://owasp.org/www-project-top-ten/

Hanb6onee nonHas obuas 6asa ¢ knaccamu yassumocteint — ato CWE (Common
Weaknes Enumeration). Cnncok Hanbosee onacHbIX K/1lacCoB ysi3BUMOCTe
npeacTaBneH Ha Puc.9.

BonbLMHCTBO yKa3aHHbIX KNaccoB ysi3BUMOCTeN Kak B 6aze OWASP, Tak 1 B n3
6a3bl CWE Mbl 6ygem nogpo6bHO nsy4vaTb B OTAEIbHOM Kypce Mo BHELIHEMY ayauTy
KOMMbIOTEPHbIX ceTel. A NoKa YTO HEO6XOANMYO KpaTKyro MHDOpMaLMIO O
Knaccax yA3BUMOCTEN MOXXHO HaWTK B AaHHbIX ABYyX 6a3ax.

PaccMOTpuM B KayecTBe npumepa nHbekuum koga (CWE-94). Mo kaxgoMy knaccy
yAI3BMMOCTEN eCcTb KpaTKoe v noapobHoe onucaHue (Puc. 10), npumepbl yA3BUMOTO
KoZia nporpamm u ckpuntoB (Puc. 11). A Takxe nNpuMepbl aTaku. B naHHoM cnyyae
y HacC NPUIOXeEHNE COAEPXNT YacTb KOTOpas reHepupyeT Kog, no nHbopmaymum


https://owasp.org/www-project-top-ten/

NpefoCTaBNeHHOW U3BHe. MpyK 3TOM 13-3a OLLMGOYHON HENTpanusauum
CNeLCMMBOJIOB MOXHO BHEAPUTb CBOWM Kof. B npumepe us 6asbl TaKUM MOXHO
BHEPUTb Ha BbINOMIHEHWe Nto6oi php-Kkog,

2024 CWE Top 25 g

Rank
Rank ID Name Score I:‘II(EESV Ch:sn.ge

2023
1 CWE-79 |Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 56.92 3 +1
2 CWE-787 |Out-of-bounds Write 45.20 18 -1
3 CWE-89 |Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection") 35.88 4 0
4 CWE-352 ||Cross-Site Request Forgery (CSRF) 19.57 0 +5
5 CWE-22 |Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal') 12.74 4 +3
6 CWE-125 |Out-of-bounds Read 11.42 3 +1
7 CWE-78 |Improper Neutralization of Special Elements used in an 0S Command ('0S Command Injection')| 11.30 5 -2
8 CWE-416 |Use After Free 10.19 5 -4
9 CWE-862 |Missing Autharization 10.11 ] +2
10 CWE-434 |Unrestricted Upload of File with Dangerous Type 10.03 0 0
11 CWE-94 |Improper Control of Generation of Code ('Code Injection') 7.13 7 +12
12 CWE-20 |Improper Input Validation 6.78 1 -6
13 CWE-77 |Improper Neutralization of Special Elements used in a Command ('Command Injection') 6.74 4 +3
14 CWE-287 |Improper Authentication 5.94 4 -1
15 CWE-269 |Improper Privilege Management 5.22 ] +7
16 CWE-502 |Deserialization of Untrusted Data 5.07 5 -1
17 CWE-200 |Exposure of Sensitive Information to an Unauthorized Actor 5.07 0 +13
i8 CWE-863 ||Incorrect Authorization 4.05 2 +6
19 CWE-918 ||Server-Side Request Forgery (SSRF) 4.05 2 0
20 CWE-119 |Improper Restriction of Operations within the Bounds of a Memory Buffer 3.69 2 -3
21 CWE-476 |NULL Pointer Dereference 3.58 0 -9
22 CWE-798 |Use of Hard-coded Credentials 3.46 2 -4
23 CWE-190 |Integer Overflow or Wraparound 3.37 3 -9
24 CWE-400 |Uncontrolled Resource Consumption 3.23 0 +13
25 CWE-306 |Missing Authentication for Critical Function 2.73 5 -5

Puc. 9. Cnncok Hanbonee onacHbIX KaccoB ysiaBMMocTen no Bepcun MITRE.



C' @ cwemitre.org/data/definitions/94 html Y N e :
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CWE-94: Improper Control of Generation
of Code ('Code Injection’)

Weakness ID: 94 Status: Draft
Abstraction: Base
Structure: Simple

Presentation Filter: | Complete v

¥ Description

The software constructs all or part of a code segment using
externally-influenced input from an upstream component, but it does
not neutralize or incorrectly neutralizes special elements that could
modify the syntax or behavior of the intended code segment.

¥ Extended Description

When software allows a user's input to contain code syntax, it might
be possible for an attacker to craft the code in such a way that it will
alter the intended control flow of the software. Such an alteration
could lead to arbitrary code execution.

Puc. 10. OnucaHwue knacca yasBMMOCTMU.

Example 1

This example attempts to write user messages to a message file and allow users to view
them.

Example Language: PHP

$MessageFile = "cwe-94/messages.out";
if ($_GET["action"] == "NewMessage") {
$name = $_GET["name"];
$message = $_GET["message"];
Shandle = fopen($MessageFile, "a+");
fwrite($handle, "<b>%$name</b> says '$message'<hr>\n");
fclose($handle);
echo "Message Saved!<p>\n";

else if ($_GET["action"] == "ViewMessages") {
include($MessageFile);

b

While the programmer intends for the MessageFile to only include data, an attacker can
provide a message such as:

name=h4x0r
message=%3C?php%20system(%22/bin/ls%20-1%22);?%3E

which will decode to the following:

<?php system("/bin/Is -1");?>

The programmer thought they were just including the contents of a regular data file, but
PHP parsed it and executed the code. Now, this code is executed any time people view
messages.

Notice that XSS (CWE-79) is also possible in this situation.

Puc. 11. Mpumepbl Koaa c pa3bopom.



NHCTpyMeHTapuu

B manbHeiwen paboTte 6y4eM UCMOSIb30BaTb C/eAyoLNE MHCTPYMEHTbI.

Metasploit - cuctema gnsi npoBeAeHUsi TECTOBbIX BTOPXKEHU 1
pa3paboTKM SKCMIOWTOB.

<@ . Nmap - ceTeBOM1 CKaHep, KOTOPbIi MOXET UCMONb30BaTbCA Ao
NMAP ©OnpeaeneHns Bepcuii CepBmcoB C NocefytoLM NoUcKoM no 6ase
YyA3BMMOCTEWN.

Wireshark B kauecTBe aHanunsaTopa ceTeBoro Tpaduka, B KOTOPOM MOXKHO
MOCMOTPETb, KaK1e NakeTbl MPOXOAAT Yepes Ball KOMMbHOTep.

Bce aTu MHCTPYMEHTbI U MHOrMe apyrue ectb B cocTaBe Kali Linux.

970 ANCTpMOBYTUB Linux ¢ 60bLINM KONIMYECTBOM MHCTPYMEHTOB AN

TECTMPOBaHUA 6e30MNacHOCTU. PeKOMeHAYeTCs cKayaTb BUPTYasbHYHO

MaLUMHY C HUM M UCMONb30BaTb. 3aMETUM, YTO 3TOT AUCTPUOYTUB
npeAHasHayeH Ans TeCTMpOBaHUSA 6€30MacHOCTM U A1 UCNONb30BaHUA B
KayecTBe OCHOBHOWM CUCTEMbI AN paboTbl He MpefHa3HayeH.

[TonckoBble CUCTEMDI

N3 nonckoBbIX CUCTEM AJ1S MOMCKa MHOPMaLIMKM O LIeNIEeBO CUCTEME MOXKET
ncnonb3oBaTbcs Google ANnsi 3TOro MOXHO COCTaBATb CreLManbHble MOUCKOBbIE
3anpochbl, KoTopble Ha3dbiBatoTcA Google Dorks. Ba3za Takux 3anpocos ecTb
JIOCTYMHa no agpecy:

e https://www.exploit-db.com/google-hacking-database

Tak>Ke ecTb creLmanm3mpoBaHHble MOUCKOBbIe CUCTEMBI, TakMe Kak Shodan.
KoTopble cobupatoT nHhopmaumto o6 ycTpoiicTBax B ceTu. Hanpumep, Ha Ha Puc.
12 cnpaBa npeacTaB/ieHa KapTa YCTPOWCTB B MHTepHeTe (BK/toYasa cepBepa,
Be6-Kamepbl), KOTOpble 0TBeYaroT Ha ping-3anpoc.


https://www.exploit-db.com/google-hacking-database

#% SHODAN

Puc. 12. Ping-kapTta nHtepHeTa

B Shodan Takoke goctynHa ¢punbTpauma No pasHbIM NapaMeTpam.

Filter Name Description Example

city Name of the city Devices in San Diegc
country 2-letter Country code

http.title Title of the website Hacked" Websites
net Network range or IP in CIDR notation

Name of the organization that owns the IP

org De

space
port Port number for the service that is running SSH se

Mame of the software that is powering the _
product

service

Label that describes the content of the
screenshot.label ]
image

state US. State De

Puc. 13. Shodan. OcHoBHble punbTPbI



'. SHODAN Explore Downloads Pricing 2 city:"Kaliningrad" n

& View Report (& Browse Images 0 View on Map Q_ Advanced Search

51 ’211 Product Spotlight: Keep track of what you have connected to the Internet. Check out Shodan Monitor

Direct IP access not allowed | Cloudflare [
5.18 HTTP/1.1 483 Forbidden

80 6,086
aon, LLL Date: Tue, 82 Sep 2825 14:07:55 GMT
8291 3,420 ssian Federation, Kaliningrad Type: text/html; charset=UTF-8
ength: 6235
161 2,200 ose
2000 2,163
no-store, no-cache, must-revalidate, post-check=8, pre-check=...

6881 2,146
Wore.. 91.109.143.185 7

PPRo 9-143-185.tis-dialog.ru HTTP/1.1 484 Not Found
P GANIZA s = Date: TUE SEP 82 16:86:39 2825

- BN Russian Federation, Kaliningrad ~ Server: cwmp server
TIS Dialog LLC 15,192 Connection: close
0JSC Rostelecom North-West 5,293 Content-Lengtn: 14
Content-Type: text/plain; charset=IS0-8859-1

Cloudflare London, LLC 5132
0JSC North-West Telecom 3,283 5.11.78.215

PPE dialog Recursion: enal bled
PJSC MegaFon 2,241
M ederation, Kaliningrad

ore.

[ DSL-2640U [
nginx 3,297 78.68.57.22
MikroTik Winbox 3,087 arad
MikroTik bandwidth-test server 2,152
CloudFlare 1,965
Microsoft IS httpd 1,946
More... 95.52.88.233

Puc. 14. Shodan. lNpumep. Cricok ycTponicTs B KanuHuHrpage

Pecypcbl AN TPEHUPOBKMU

[N TPEHUPOBKMN MOXXHO MCMOJIb30BaTh MaLLMHbI C YI3BUMOCTSIMU C PECYPCOB
HackTheBox nnu VulnHub.

HackTheBox (https://www.hackthebox.com/). Pecypc copepuT B cebe

MHOXECTBO KaK NAaTHbIX Tak U 6ecniaTHbIX BUPTYasibHbIX MalUWH As

TPEHUPOBKMN. MNPUYEM AaHHblE MALLUHbI HE HY)XHO pa3BopayYMBaTb Ha CBOEM
KOMMbIOTEPE - pecypc 3arnyckaeT X caM Ha CBOMX CepBepax, NpefocTaBnasa foCcTyn
ANna TpeHupoBku. [No-Havany ansa peructpauun Ha HackTheBox Tpe6oBanoch
peLmnTb He6ObLUYIO 3aiayy Ha B3/I0M, HO 3aTeM TakKyt BO3MOXHOCTb y6parnu.
MaLlunHbl OTCOPTMPOBaHbI MO YPOBHIO CIOXHOCTMU.

@ VulnHub (https://www.vulnhub.com/). MawwHbI ¢ VulnHub Hy>kHO

7 o .

\'\l 7 CcKauyMBaTb Ha CBOM KOMMbIOTEp M 3anyckaTb Yyepes VirtualBox. 3gech Takke
€CTb COPTMPOBKA MO YPOBHKO C/IOXHOCTW.

[Mporpammbl Bug Bounty

B kayecTBe BapuaHTa ANsi NerasibHOro NPMMeHeHUs1 HaBbIKOB MeHTecTa Ha
NpaKTUKe ecTb NporpamMmbl Bug Bounty, npeaHasHayeHHble ANsi onatbl 3a
ySA3BMMOCTU. KpynHenwmm arperaTopomM Takux nporpamMm siBisieTcst pecypc


https://www.hackthebox.com/
https://www.vulnhub.com/

HackerOne, Ha koTOpoM npeacTaBnieHa MHGopMauusi No NporpaMmmam co BCEro
MMpa 1 KOTOpbIV NpeaocTaBnseT nnathopmMy ANsi COOOLEHNSI 06 YA3BUMOCTSX U
onnatbl 3a HUX. U3 poccuiicknx KomnaHui npeactaenenbl Mail.ru, Ozon, Yandex,
VK. B HacTosiwee Bpems (2023 r.) BbinnaTbl uccnegoBaTtensiM 6€30MacHOCTM U3
Poccun He nnatdpopme HackerOne He gocTynHbl. [03TOMY criegyeT UCnonb3oBaTb
anbTepHaTUBHbIE Niowaaku, HanpumMep bugbounty.standoff365.com ot Positive
Technologies, nM60 nporpaMmbl OT KPYMHbIX KOMMAaHWUA, TakKMX Kak AHAEKC

(https://yandex.ru/bugbounty/index).

OfHa 13 caMblIX KpYMHbIX NporpaMm - y komnaHum Mail.ru
(https://bugbounty.standoff365.com/programs/mail_vk). Bcero no Hel BbiniayeHo
Harpag 6onee 4eM Ha 124 MUNIMOHa pybnen.

Mail.ru Bug Bounty Program
o . Launched on Apr
Building the Internet since 1998
2014
https://corp.mail.ru - @mailru Bounty splitting enabled (3)

Reports Assets in Average
3956 18 $250;$300
CaMble foporue HalgeHHble YA3BUMOCTM - 3TO yAaneHHOoe BbIMONIHEHME KOAQ,

SQL-MHbeKUMM 1 JOCTYN K NIoKanbHbIM dannam B 06xof orpaHnyeHmnin. Camble geLlésble -
XSS.

Mail.ru authentication center, mail, messaging, cloud services,
portal, content and news projects:

Vulnerability Content
Remote code execution (RCE) $35000 $25000 $15000 $20000
Injections (SQLi or equivalent) $25000 $20000 $10000 $10000

Local files access and manipulation
(LFR, RFI, XXE) without jail/chroot/file $25000 320000 $10000 $10000

type restrictions

RCE in standalone isclated / virtualized
single-purpose process (e.g. image $5000 315000 S$5000 $5000

conversion)

SSRF, non-blind (with ability to read
reply text), except dedicated proxies

$10000 $15000 $5000 $7500

SSRF, blind, except dedicated proxies $2000 32000 $2000 $1500


https://bugbounty.standoff365.com/
https://yandex.ru/bugbounty/index
https://bugbounty.standoff365.com/programs/mail_vk

[lpaBOBbIe BOMNPOCHI

C TOYKM 3peHust 3aKOHa MHOTr0Oe U3 AeATeNIbHOCTU TeCTUPOBLLMKA
6e3onacHOCTN NognajaeT Nof cTaTbM Kak B Poccum Tak 1 3a pyb6exkom. Npuyéem
caMu cTaTbW JOBOJSIbHO pa3MbITbl. TeCTUpoBaHMe Ha 6€30NacHOCTb 6e3
paspeLleHunst KapaeTcs cTaTbén 272. HenpaBoMepHbIN fOCTYN K KOMMNbHOTEPHON
nHbopmMaumun. 118 TPEHNPOBKM UCMNONb3yNTe creymanbHO NpefHasHaYeHHble
pecypcbl no Tuny HackTheBox nnn VulnHub.

B nporpaMmmMax roncka y9l3BMMOCTeVI cneanyet BHUMaTESIbHO YNTaTb YCJITOBUA U HE
BbIXOAUTb 3a rpaHuLbl NpaBul.

PaspaboTka u pacnpocTpaHeHue 3KCMIoMTOB NognagaeT nog ctaTtbio 273
cosfaHue 1 pacnpocTpaHeHne BpefoHOCHbIX nporpamMm. MNMoxoxe, 4yTo
PoC-akcnnonTbl, KOTOpble NpegHasHayvyeHbl TO/IbKO A8 AeMOHCTpaumm
yA3BMMOCTH, 6onee-MeHee 6e30MacHO paspabaTtbiBaTh, NPU YCNOBMUM, UTO OHU HE
MO3BONAIOT XaKepy COGCTBEHHO B3/IOMaTb CUCTEMY.

JlutepaTypa v CCbINIKK

fABopcku M. - JloByluKa Ans 6aros. MNoneBoe pyKoBOACTBO No Be6-xakuHry (2020)
fiBopcku . - OcHoBbI Be6-xakuHra (2016)

OPUKCOH [1. - XaKMHI: UICKYCCTBO aKcnonTa. 2 usg. (2018)

Kypc no Metasploit (https:/www.offensive-security.com/metasploit-unleashed/)
XypHan Xakep (https://xakep.ru/)

a0 =



https://www.offensive-security.com/metasploit-unleashed/
https://xakep.ru/
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