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YcTtpoucTtBo cetu IHTepHeT

Ctexk TCP/IP — 6a30BbIit HA6Op NPOTOKOJIOB Ha
KOTOPOM CTpouTCcA NHTEepHeT.

daHHble pa36MBaI-OTCF| Ha KYCO4YKWU

AeJINTCA Ha YPOBHU, KOTOPbIE

o O O O

(cerMeHTbl, Kagpbl, NaKeTbl) U
nepenaroTcs No ovyepean

BKJ1aAblBatoTCA APYr B Apyra:

KaHanbHbI ypOBEHb - hnsnyeckas nepefayda gaHHbix (Ethernet, Wi-Fi, L2TP)

CeTeBOW YpOBEHb - Nepegaya AaHHbIX Mexay ¢u3a. cetamu (IPv4, IPv6, ICMP)
TpaHCcnopTHbIN YPOBEHb - yCTaHOB/IEHNE 6a30Bbix KaHanoB nepegaun gaHHbix (TCP, UDP)
MpuknaaHou ypoBeHb - MPOTOKOJIbl NpuoxeHuii u cepeucos (DNS, HTTPR, SSH)



[lpoTokon IP

npegnonaraeTcs, YTO MOXHO nepegaBaTtb
AaHHble No Gusn4yeckomy KaHany

OoTBeYyaeT 3a MapLpyTU3aLuio

O KaXaoMy y3ny HasHavaeTcsa agpec
(IP-agpec, 32 6uT B IPv4, 128 61T B IPV6)

AN nepegadun nakeToB No GU3NYECKUM
CeTHAM C pa3HOM MPOMYCKHOM CMNOCOOHOCTbIO
Ncnonb3ayeTcsa hparmMeHTaLms

HeT rapaHTU LOCTaBKU MakeTta

S ——
MapLpyTusatop

e ——
’ MapwpyTtusatop
e ——

MapLpyTusatop




dopmaT nakeTa

0 1516 31 Bit
o l-|T06b| nepep'aTb nakeT Version| IHL TOS Total length

HeO6XOp'V| MO Identification Flags Frgment offset
cchopMmMpoBaTb 3arosoBOK C it Protocol T—— Bzy(’ge
|IP-agpecom oTnpaBuTens u Source address
I'IOJ'Iy\-IaTeJ'IFl M JaHHbIMW Destination address

Z Options /

4 Data 4




Traceroute. 1/2

[MpocneguTb NyTb NakeTa A0 3aZlaHHOro y3a No3BoNAT MHCTPYMEHTDI
traceroute/tracepath/tracert

OHM Ucnonb3ytoT nosie “Bpems XusHu naketa” (TTL) - YUCNO NPOMEXYTOUHbIX
XOCTOB.

TTL yMeHbllaeTca Ha eguHULY NPpU NPOXOXXAEHUU KaXKaoro ysna
ecnun TTL = 0, To xocT oTnpasnseT coobuweHne ICMP Time Exceeded
yTUInTa oTnpaB/iSgeT nocnegoBaresibHO nakeTtbl ¢ TTL=1,2,3, ...
NpoOMeEXYTOYHbIe y3/bl Bo3BpawatoT naket ICMP Time Exceeded c IP-
aZipecoM y3Jsa B ajpece oTnpaBurtens



Traceroute. 2/2

‘'v@n7v-laptop:~$ tracepath -b yandex.ru

1
1
1
s
32
4:
5
6

?2: [LOCALHOST] pmtu 1400

_gateway (192.168.1.1)

_gateway (192.168.1.1)
37-147-176-1.broadband.corbina.ru (37.147.176.1)
81.211.111.30 (81.211.111.30)
spb-62-141-124-161.sovintel.spb.ru (62.141.124.161)
pel6.Moscow.gldn.net (79.104.235.207)

no reply

O DO

.343ms
. 780ms
.460ms
.861ms
.811ms
.149ms



Kapta cetu MHTepHeT - 2015 (The Opte Project)
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[lpoTokon IP. besonacHocTb |

194.106.195.52 77.88.55.70

e aJpec oTnpaBuUTena MOXHO noaaenaTb @
(IP-spoofing)

e MOXHO nocnaTtb NakeT oT noboro IP-agpeca dst=77.88.55.70

® OTBETHbIN NakKeT NPUAET Ha NoALeNbHbIN
agpec .

e DoS-ataku
O COKPbITUE UCTOYHMKA aTaKu
O yCWSieHMe aTaku 3a CYET NPOBOLMPOBAHUS 6OJbLUNX
OTBETHbIX NakeToB (Hanpumep, DNS)

8.8.8.8



[lpoTokon IP. besonacHocTb Il

e (parmeHTauna MOXET NCNOJSIb30BATbCA A1 06X04a CUCTEM 3aLUTbI
O ANsA aHanM3a CoAePXXMMOro MNakeTa ero Hy>XXHO cobpaTtb
o [ns aToro TpebyeTca XpaHUTb hparMeHTUPOBaHHble NakeTbl B 6ydepe, KOTOpbI MMeeT
OrpaHuU4YeHHbIN pasmep

O XaKep MOXET:
m [ocbilaTb NaKeTbl C 3afepXXKamMu Mo BpEMEHMU
m B pa3HOM nopsiake

O B Harpy>eHHbIX CUCTEMAX 3TO MOXET NPUBECTY K:
m nepenosiHeHuto 6ydepa NnakeToB
m MPONYCKY HEMPOBEPEHHbIX NAaKeToB B ceTb (06xof aHTMBMpYcoB, COB, dhaliepBosioB)
m DoS



[lpoTokon |IP. besonacHocTb i

e nepebop aApecoB nosyvartesns u oTnpaBKa ping-3anpoCcoB MO NPOTOKOJY
ICMP nosBonseT ngeHtTupunumnpoBaTb y3/bl CETH
® B NPOTOKOJIE OTCYTCTBYET LWN(ppOBaHMNE
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[TopThbl

npoTokon |IP no3BonsdeT nepepartb
AaHHble MeXay y3namMu ceTu

ANA pacnpeaenennsa gaHHbIX No
cepBucam (Hanp., nporpaMmMmam Ha
KOMMbIOTEPE) CYXKaT NopThbl - HOMEpPaA
CepBuCOB

[MpoTokonbl: UDP/TCP

[Tpumepbl
0] HTTP/Skype
443 | HTTPS
22 SSH

11



TpaHcnopTHbIX ypoBeHb. [1poTokon UDP

UDP = IP + MNMopTbl + KOHTponbHasA cymMma (3aronoBka)

e JlocTaBKa NnakeTa 1 NopsiAoK NakeToB He rapaHTUpYyeTcs
e lcnonb3yeTcsa TaMm, rae 3To He KpUTUYHO (Hanp., nepegaYa BUAEO)

12



TpaHCnopTHbIX ypoBeHb. [1poTokon TCP

TCP = IP + lNopTbl + N@apaHTMK foCTaBKK NakeTa

e [loagpep)xuBaetcs co3faHne COeAUHEH NS

e [lakeTbl HYMEpPYIOTCA — rapaHTUs NPaBUIbHOIO NOpPsika COOPKM NMNaKeToB

e OCHOBHOW NPUHLXM: €CNIN HE MOJTyYeHO NOATBEPXKAEHMNE AOCTaBKN OT
nonydyatens (OTBeTHbIV NakeT ¢ pnarom ACK) B Te4EHUN HEKOTOPOIO
BPEMEHMU, TO OTOC/1aTb NAKET 3aHOBO.

13



YTunuta netcat

e ucnonblyerca ana noakntoyeHma no TCP/UDP 1 oTCbiNKKN AaHHbIX,
BBEEHHbIX B KOHCOJIN

e nc B Linux

e ncat ns cocrtaBa Nmap B Windows/Linux

® OAKIKYNTCA MOXHO K JI060MY KOMMbIOTEPY/cepBepy B ceTn NHTepHEeT

14



[Tpnumep. HaTt no TCP mexay ABymMa KkoMnbroTepamu. 1/2

1. [na cospaHunsa coeguHeHua cnepyet oguH 10.1.1.2 ncat -1 9000
N3 KOMNbIOTEPOB BbibpaTb B KayecTBe lhello
cepBepa
2. BTopon KoMNblOTEp K HEMY MOAKJIHOYaeTCA 10.1.1.3 ncat 10.1.1.2 9000

3. [locne nogkno4YeHUst BCe BBEAEHHbIE
[AaHHble OTNPaBNAOTCSA B 06€ CTOPOHbI

e (CBA3b paboTaeT B paMKax JIoKasIbHOM ceTu

O Hanpumep, KOMMNbITEPbI NOAKIOYEHbI K ogHON Wi-Fi Touke foCcTyna U HET U30MAL MM
KJINEHTOB

e [1ns cBA3M Nno cetn MHTEpHET HEO6XOAMMO, YTOObI OAMH U3 KOMIMbIOTEPOB
UMen BHeLLHWI (He nokanbHbIN) IP-aapec

15



[Tpnmep. YaTt no TCP mexxay AByMa KOMMboTepamMu. 2/2

KomnbroTep-cepBep

KomanaHas crpoka - ncat -1 9000
C:\Users\snovoselov>ncat -1

[MopT, MOXHO BbIOpaTb
noboe 3HayeHue

coolhacker: The world i1s doomed
Server: Ssure

KOMI'IbPOTep-KJ'IMeHTZ

C:\Users\snovoselov>ncat
Ccoolhacker: The world 1is doome-
server: Sure

IP-agpec cepsepa,
MOXET BbITb Nobom
agpec B IHTepHeTe

16



KakK 3To BbIrNAaUT Ha YPOBHE CETEBDbIX NnakeToB?

[lns npocMoTpa NakeToB UCMOJIb3YHOTCA aHannM3aTopbl ceTeBoro Tpaduka.

W27 Wireshark - Hanbonee n3BeCTHbIM N NPOABUHYTbIA aHanM3aTop
(www.wireshark.org)

17


http://www.wireshark.org

d 3axear uz Adapter for loopback traffic capture

®Qaiin  PepaktuposaHune [Mpocmotp 3anyck 3axsaT AHanu3  Cratuctuka TenedoHus  becnposogHoir  NHcTpymeHThl  lMomolb
maA® XRE Rex>2=Z P & < Qe
(] tep.port == 9000 && ip.addr==127.0.0.1

No. Time Source Destination Protocol  Length Info
1 0.000000 i127.0.0.1 1127.0.0.1 TCP 56 1571 Seq=0 Win=65535 Len=0 MSS=65495 WS=2F
2 0.000041 127::6:0.1 112725020 TCP 56 9000 ACK] Seg=0 Ack=1 Win=65535 Len=@ MSS-
3 0.000065 127.0.0.1 127.0.0. TCP 44 1571 Seq=1 Ack=1 Win=2619648 Len=0
4 12.720132 127:0%0" 127.0.0. sie1l 76 1571 ACK] Seq=1 Ack=1 Win=2619648 Len=32
5 12.720197 127.0.0. 127-0-.0- TCP 44 9000 Seq=1 Ack=33 Win=2619648 Len=0
6 19.551216 127.0.0. 127.0.0. S101 57 9000 ACK] Seq=1 Ack=33 Win=2619648 Len=13
7 19.551305 127.0.0. 127-0.0- TCP 44 1571 Seq=33 Ack=14 Win=2619648 Len=0
12 56.725784 .0.0. g0 44 9000 ACK] Seq=14 Ack=33 Win=0 Len=0

Frame 1: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface \Device\NPF_Loopback, id ©
v Null/Loopback
Family: IP (2)
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1
Transmission Control Protocol, Src Port: 1571, Dst Port: 9000, Seq: 0, Len: ©

02 00 00 00 45 00 00 34 84 bO 40 00 80 06 00 00 E--4 --@

7f 00 00 01 7f 00 00 01 06 23 23 28 EPANe(eTaNF| ##(m
00 00 00 00 80 02 ff ff 3d ee 00 00 02 04 ff d7 =

01 03 03 08 01 01 04 02

O 4 Family (null.family), 4 6aiit MakeTsl: 24 * MokasaHbl: 8 (33.3%) Mpodune: Default

[MTakeTbl TCP gna npumepa c yatom.




4 12.720132 d27C 000 i127.0.0.1 iSs101 76 1571 - 9000 [PSH, ACK] Seq=1 Ack=1 Win=2619648 Len=32,

>

Frame 4: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface \Device\NPF_Loopback, id ©
Null/Loopback
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1
Transmission Control Protocol, Src Port: 1571, Dst Port: 9000, Seq: 1, Ack: 1, Len: 32
Data (32 bytes)
Data: 436f6f6c6861636b65723a20546865207761726c6420697320646F6f6d65640a
[Length: 32]

02 00 00 00 45 00 00 483 84 b3 40 00 80 06 00 00
7f 00 00 01 7f 00 00 01 06 23 23 28 52 d6 bc db
e8 78 3a a6 50 18 27 f9 3d le 00 00 ZERN N INYe
68 61 63 6b 65 72 3a 20 54 68 65 20 77 6f 72 6C
64 20 69 73 20 64 6f 6f 6d 65 64 Qa d is doo med-

MakeT TCP coobuleHMeM OT KOMMNbOTEpPa-K/ANEHTA.

LLiInppoBaHue He NpeaycMoTpeHo (HY>XHO ucnosb3oBaTtb TLS-npoTokon).




CkaHunpoBaHue NopToB

e [InA HaxoXXAeHUs CEPBMCOB M NMporpamMm AOCTYMHbIX Ha L,eNeBon Cucteme
MOXHO MCMOIb30BaTb Nepedop

e B npotokone TCP/UDP npeaycMoTpeHo Bcero 65535 NopToB

e [1nA CKaHMPOBaHUS €CTb MHOXECTBO Pas/IMYHbIX TEXHUK C LieNbio Jobutcs
OTBEeTa OT CUCTEMbI B TOM YUCIIe NPUN HAaNIM4YUN CPEeACTB 3allmThbl

e B OCHOBHOM TEXHWKWN OCHOBAHbI Ha MaHUNYNAALUAX C MONSIMU B 3aroJloBKe
NpoToKoNa

20



CkaHupoBaHue nopTtoB. [pumep ansa poytepa

KomaHaHasa ctpoka

C:\Users\snovoselov>nmap 192.168.1.1 A

Starting Nmap

7.70 ( https://nmap.org ) at 2021-01-21 21:27 RTZ 1 (ceia)

Nmap scan report for 192.168.1.1

Host is up (O.

00028s latency).

Not shown: 995 closed ports

PORT STATE
23/tcp open
53/tcp open
80/tcp open
139/tcp open
445/tcp open

SERVICE
telnet
domain

http
netbios-ssn
microsoft-ds

MAC Address: EC:43:F6:04:AF:28 (ZyXEL Communications)

Nmap done: 1 IP address (1 host up) scanned in 1.51 seconds

KaK BUAHO 3Aecb ecTb telnet, MOXKHO MonbITaTbCcs NOA06paTh NAposb:

nmap -p 23 --script telnet-brute 192.168.1.1

21



Onpepnenenne sepcun M0O. 1/2

e onpegenerHne sepcun OC

(@)

(@)

(@)

(@)

aHanMs3 OTBETOB XOCTa Ha HecTaHAapTHble IP/UDP/TCP nakeTbl

3HaYeHNs No-yMOJYaHMIO AJ1st 3arofIOBKOB NakeToB (Hanpumep, pasmep okHa TCP)
NCNoJSib3yeMble HavaslbHble 3Ha4YeHUs nocreaoBaTesIbHOCTEN

CTaTUCTUYECKME XapaKTEPUCTUKN reHepaTopoB ClyYanHbIX Yyucen

e ornpeaeneHne Bepcuii CEPBMCOB 1 NMPOrpamMm

(@)

(@)

4acTo Npu NOAK/IHOYEHNN CEPBEP BO3BpALLLAeT CTPOKY-6aHHEP C Bepcuen
npumep: “Server: nginx/1.4.2"
“‘oTneyaTkun” c OTBETAaMU Ha crieumnasnibHO COCTaBJ/IEHHbIE 3anpochl

22



Onpepnenenne sepcun MO. 2/2

® CKaHep nmap CogepXXuT peanusaunto 60bLUIMHCTBA TEXHUK U BMECTE C
6asamu 3anpocos (nmap-service-probes)

e rnocrne onpegenenna sepcui M0, X MOXHO NPoBepUTb NO 6a3am
yazsumocTen u akcnnontos (NVD, exploit-db.com)

23



[Tpumep. OnpeneneHmne Bepcuint ¢ nomMmollbro Nmap

OnpepeneHne Bepcum
CEepBUCOB Ha MallUHe
c Metasploitable 2

nmap -sV 192.168.1.45

Nmap scan report for 192.168.1.45
Host is up (0.000015s Tatency).
Not shown: 977 filtered ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp open ssh OpensSSH 4.7pl Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd

25/tcp open smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open tcpwrapped

1099/tcp open rmiregistry GNU Classpath grmiregistry
1524 /tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)

2121 /tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MysSQL 5.0.51a-3ubuntu5
5432/tcp open postgresql PostgresQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open 1irc UnrealIRcd

8009/tcp open ajpl3 Apache Jserv (Protocol vl.3)

8180/tcp open http Apache Tomcat/Coyote ISP engine 1.1

service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploi
table.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:Tinux:Tinux_kernel




[lpukNagHble NPOTOKOJIb

e DNS (Domain Name System) — npeo6pasoBaHue YA06HbIX AJ1s YeNloBeKa
CTPOK (AOMEHHbIX UMEH) B IP-aapeca.

e HTTP — npoTtokon nexaiunin B ocHoBe cetn World Wide Web (WWW)

e HTTPS — npotokon HTTP, Bno)xeHHbIN B npoTokon TLS

25



YTO nponcxoanT Npu OTKPbITUKU CCbINIKK B 6bpay3epe? 1/5

< C' | @ yandex.ru/images/search?text=KoTbl

Lar 1. bpaysep

. pa3buBaeT CCbIfKy
ﬂ T (URL) Ha vacTu:
KapTuhkn Bu M »BocT  [Mepee E 1) yandex.ru - ums
XocTa

ﬁ > IR
text=koTbl - NyTb

1 napameTpbl
3anpoca

26



YTO nponcxoanT Npu OTKPbITUKN CCbINIKK B 6bpay3epe? 2/5

< C | & yandexrujim

51 KOThlI

KapTuHku Bu

e e

Lar 2. Bpaysep
npeobpasyet

yandex.ru B IP-agpec

77.88.55.50 c
nomoLybio DNS

27




YTO nponcxoanT Npu OTKPbITUKN CCbINIKK B 6pay3epe? 3/5

< C | & yandexrujim

51 KOThlI

KapTuHku Bu

e e

LLlar 3. bpay3sep
nogkntovaeTcs no

npotokony TCP k IP-

agpecy 77.88.55.50

c noptom 80 (HTTP)

nnn 443 (HTTPS, B
9TOM cry4vae
OOMNONHUTENBHO
ncnonbayetca TLS)

28




YTO NnponcxoanT Npu OTKPbITUKN CCbINIKK B 6pay3epe? 4/5

LLlar 4. Bpay3ep nocbinaet cTpoky (HTTP-3anpoc) Buaa:

GET /images/search?text=%D0%BA%D0%BE%D1%82%D1%8B HTTP/1.1
Host: yandex.ru

B oTBeT nony4aer:

HTTP/1.1 200 OK
Cache-Control: private, max-age=3600
Content-Type: text/html; charset=utf-8

Date: Thu, 21 Jan 2021 15:35:47 GMT

HTTP-3aronoBku
oTBeTa

html-kop

<!DOCTYPE html><html class="i-ua_js_no i-ua_css_standard" lang="ru">
<head><meta charset="utf-8"><meta http-equiv="X-UA-Compatible"
content="IE=edge"><title>AHgekc.KapTnHkn</title>

29




YTO NnponcxoguT rnpu OTKPbITUKN CCbIIKK B 6paysepe? 4/4

< C & yandex.ru/images/search?text=koTbl

51 KOThlI

KapTuHkmn ©

e e

Lar 5. bpaysep
pasdbunpaet n
oTpucosbIBaeT html-
Kog, noarpyxas
aHanorn4yHbIm
obpa3omM KapTUHKK
(GET-3anpocel HTTP)

N apyrue pecypcsl

30




[lpoTokon HTTP

OcHoBHble HTTP-meToabl: GET/POST/HEAD

e GET — 3anpoc gaHHbIX
e HEAD — 3anpoc To/bKO 3arofioBKOB, 6e3 Tesia OTBeTa
e POST — oTnpaBKa AaHHbIX Ha cepBep (Npumep: popMbl, haisbl)

MpoTokon HTTP He XpaHUT COCTOSAHME, T.€. CEPBEP HE XPaHUT UHDOPMALUIO O
NPOoLWUbIX 3anpocax.

MHdbopMaLmio Hy>XXHO nepeaaBaTb B 3arosioBkax 3anpoca (Cookie) n/unm eé
3aroMuHatloT B 6a3e CKpUNTbl, Bbi3biBaeMble cepBepoM (npumep: PHP, Ruby,
Python)

31



[lpoTokon HTTP. besonacHoCTb

NMPOTOKOJ1 HE BKJTHOYAET B ceobs LUVId)pOBaHVIe
o Hanpumep, B nyonmyHon Wi-Fi ceTn Bce aaHHblie no HTTP MOXXHO nepexBaTuUTb
O  3TO OAUH N3 KaHaNoB yTeYKN Naponen/normnHoB nosib3oBaTesien Npu 3axoae Ha cauT

Heobxoammo ncnosb3oBatb HTTPS = HTTP + TLS

ANsi 06paboTKM 3anpoca Ha cepBepe UCMOJb3YHTCA CKPUNTDI
(PHP/Python/Ruby), kyna nepegatotcsa napamMeTpbl 3anpoca (npumep,
text=koTbl)

OLWMOKN B paboTe CKPUMNTOB - OCHOBHOM MCTOYHUK YA3BUMOCTEN Ha camTax

KaK rnpaBuio, yA3aBMUMOCTUN HaXoAATCAH NoJCcTaHOBKOM HeCTaHAAPTHDbIX

3Ha4yeHun B NapameTpbl HT TP-3anpocos
Ky
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