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CTagnun ceTeBOU aTaku

-0 1.

2.

-4,

C60p MHpopMaLnm

o nHdbopmMaums o N0 1 ero Bepcusix, KOMMOHEHTaX, 4OMEHaXx, y3nax
AHanus yasBnuMocCTeun

O  MNOMCK No 6a3aM M3BECTHbIX YA3BUMOCTEN U SKCMJIONTOB

O  caMocToATesibHOe HaxoXaeHune yazsumocTten B 10
Jkcnnayarauus

O pa3paboTka/BblOOp IKCMNIONTA U ero UCMoNb30BaHMe
[TocTakcnnyaTauus

©  BbIMOJSIHEHNE BPEOHOCHOW Harpy3ku (paccblisika cnama, c6op TMYHOWM
nHdopmauun)
O acKanauus NpuUBUIErnin, NPoABUXKEHUE MO CETU Aarblie

[NogrotoBka oT4yéTa (Npwn ayanTte)



[1o ypoBHtO mogenu TCP/IP

1. KaHanbHbIN YPOBEHb S EVAWAN
2. CeTeBOM ypOBEHb

3. TpaHCnopTHbIN YpOBEHb

4. TlpuknagHoOW YpoBEeHb




ATaKn Ha KaHaJIbHOM YPOBHE

Kak npaBuno aTo:

e DoS (oTkas B 06Cy)KMBaHUK)
e MITM (4enoBek nocepepmHe)
e CHUPOUHT

3amevyaHue: 6esonacHocTb Wi-Fi — B oTaenbHOM nekuum



[1o ypoBHtO mogenu TCP/IP

1. KaHanbHbiiypoB€Hb " TE

2. CeTeBOM ypOBeHb IP ICMP ..... S
. ' - Ping-flood

3. TpaHCnopTHbIXN YPOBEHb S

4. TlpuknagHOM ypOBeHb IPfragmentatlon """

- Mepecekatowmecs | MepenonHeHue . i MNpeBbllweHne
dbparMeHTbl 6ycdepa nakeTos . MakKc. pa3mepa IP-



[1o ypoBHtO mogenu TCP/IP

KaHanbHbIN YpoBeHb

CeTeBOW YPOBEHb

TpaHCNOPTHbIN YPOBEHb TCP, UDP, TLS
[MpuknagHOU YpOBEHb

GBS g




ATtaka TCP Reset/Hijacking

e B TCP-npoTokofe OTCYTCTBYET ayTeHTUDUKaL S

e ecnu y3HaTtb none Sequence Number n oTnpaBuTb NakeT paHblue
nonb3oBaTesns, TO MOXXHO COpOCUTb cCoeiMHEHUE UN NepexBaTUTb
coeanHeHue Ha cebs

B Kakux cny4yasix npumeHuma?

e Be3Je, rae A0OCTyMNHa NpociyllKa NakeToB
e OTKpbITble Wi-Fi-ceTn
e JlOKasibHas CeTb: Npu peanusaumm atak Ha KaHaJlbHOM YpPOBHe



[Tpumep
BnokupoBKa AoCTyna K pecypcam

e HEKOTOpble NpoBanaepbl MOryT 6/1I0KMpoBaTb AOCTYN pecypcam
nocbinikon naketa TCP RST ana cépoca coegmnHeHUs

e 006X0QMTCS UTHOPUPOBAHMEM TaKMX MaKeTOB (KaK MpaBu/iO OHU
cneuundunyeckue)



[1o ypoBHtO mogenu TCP/IP

1. KaHanbHbIX YpOBEeHb

2. CeTeBOVI ypOBeHb .....................................
o - Brute-Force

3. TpaHCnopTHbIK ypOBEHb

4,

[MpuknagHOU YpOBEHb HTTP/SSH/DNS _
- ATakun Ha

- yAsBuMocTM B MO




ATaKun Ha BE6-MPUITOXKEHUS

Ha cepepHoe 10

Ha cepBepHyto YyacTb npunoxeHus (backend)
Ha knuneHTckyto yacTb npunoxenus (frontend)

10



Cxema paboTbl BEOG-MPUNOXKEHNN N canToB. 1/5

Be6-cepsep (Nginx/Apache)

Cant 1 Cant 2 Cant 3

Kon Kop Kon

CanTbl pacrnonaratoTcs Ha Beb-cepBepe.



Cxema paboTbl BEO-MPUITOXKEHUN U CAUTOB. 2/5

Be6-cepsep (Nginx/Apache)

bpaysep [Tonb3oBaTenb
CainT 1 (OF:17 Caint 3 < /
KnuneHTCKUn Ko,

Kog, Kop Ko canta (JS/HTML)

Kop, caiita coctouT 13 cepeepHoii Yyactu (backend) n knneHtckowm
yacTtu (frontend)



CxemMa paboTbl BEOG-MPUNOXKEHNN N CaUTOB. 3/5

Be6-cepsep (Nginx/Apache)

bpaysep - [Nonb3oBaTesib
Cant 1 Cant 2 Cant 3 .
KnuneHTCKUn Ko,
Kog, Kop, Ko canta (JS/HTML)

WUHTepnpeTaTopsl
PHP ‘@ Python (4 Ruby

[1ns1 BbINOJIHEHNS CEPBEPHON YacTn Kofa cepBep obpallaeTcs K
NHTeprnpeTaTopam A3blKOB NMPorpaMMmnpoOBaHmA.



Cxema paboTbl BEO-NMPUITOXKEHUN U canToB. 4/5

Be6-cepsep (Nginx/Apache)

bpaysep -

KnneHTckum Kop,
cavita (JS/HTML)

[Mlonb3oBaTenb

Cant 1 Cant 2 Cant 3
Kon Kona Kon
|
y v v
basa basa basa
cauta 1 cauTa 2 canta 3

NHTepnpeTaTtopbl

PHP ‘g Python (4 Ruby

CepBep 6a3 AaHHbIX
(MySQL/PostgreSQL)

CepBepHbIN KO4 MOXeT noakntovaTtbca K bl ¢ y4eTHbIMU faHHbIMU
nonb3oBaTtenien unu apyron MHpopmaumen




Cxema paboTbl BEOG-MPUTOXKEHNN N CaUTOB. 5/5

Be6-cepsep (Nginx/Apache)

bpaysep

KnneHTckum Kop,
cavita (JS/HTML)

[Mlonb3oBaTenb

Cant 1 Cant 2 Cant 3
Kon Kona Kon
|
y v v
basa basa basa
cauta 1 cauTa 2 canta 3

NHTepnpeTaTopbl

PHP ‘g Python

C} Ruby

CepBep 6a3 AaHHbIX
(MySQL/PostgreSQL)

AOMWUHUCTPUPOBaHME

SSH || VNC

RDP

Web UI

A,EI,MVIHI/ICTpaTOpr NnoAKMKOYaTCA K OTAEJ/IbHO 3alylweHHbIM

nporpamMmMam-cepBepam.




‘'pocTOU NpUMep

Be6-cepep | Bpaysep MonbsosaTenb
(Nginx/Apache)

KnuneHTckun Kop,

Caint cavta (JS/HTML)
Kon \ UHTepnpeTaTop T

PHP &« C @ © 4 192.168.56.101

hello_world.php

3aMeHsieT KyCcKku Koga Hello World!
! Ha and Bye-Bye.

e3ynbTaT ero
echo "Hello World!" pesy
BblMNOJIHEHUSA (BbIBOp,

and Bye-Bye eChO)'




CepBepHoe nporpaMmMHoe obecneyeHune

Be6-cepsep (Nginx/Apache) NHTepnpeTaTOpbI
Cant1 | | Canr2 || Caitr3 PHP ‘@ Python ¢/ Ruby
AOMUHUCTPUpPOBAHME
basa basa basa
canTta 1 canTa 2 canTta 3 SSH VNC RDP Web Ul
CepBep 6a3 AaHHbIX
(MySQL/PostgreSQL)

CepBepHOe nporpaMMHoe obecrneyeHune BbIMOJIHSETCA Ha CheLl.
KoMnbloTepe-cepBepe (MU HECKOJIbKMX)



YasBumMocTu cepsepHoro N0

Be6-cepaep (Nginx/Apache) CepBepa 06bI4HO pa3pabaTbiBatoTcst Ha C/C++ ans cKopocTH

Cant 1 Cant 2 Cant 3
basa basa basa
canta 1 canta 2 canTa 3

CepBep 6a3 AaHHbIX
(MySQL/PostgreSQL)

NHTepnpeTaTopbl AAOMUHUCTPUpPOBaHNE

@PPHP ‘@ Python (4 Ruby SSH || VNC || RDP || Web Ul




YasBumMocTu cepsepHoro N0
Be6-cepaep (Nginx/Apache) CepBepa 06bI4HO pa3pabaTbiBatoTcst Ha C/C++ ans cKopocTH
Cailt 1 Caiit 2 CailT 3 YA3BMMOCTU: NepenosiHeHuns 6ydepa, yTe4kn namMsaTm, OLLIMOKK
KOHpuUrypaumm
basa basa basa

camTta 1 cauTta 2 canta 3

CepBep 6a3 AaHHbIX

(MySQL/PostgreSQL)

NHTepnpeTaTopbl AAOMUHUCTPUpPOBaHNE

@PPHP ‘@ Python (4 Ruby SSH || VNC || RDP || Web Ul




YasBumMocTu cepsepHoro N0

Be6-cepaep (Nginx/Apache) CepBepa 06bI4HO pa3pabaTbiBatoTcst Ha C/C++ ans cKopocTH

Caiit 1 Cait 2 CailT 3 YA3BMMOCTU: NepenosiHeHuns 6ydepa, yTe4kn namMsaTm, OLLIMOKK

KOHpuUrypaumm

MacLuTab: 3aTparmBatoT 60/1bLIOE KOSIMYECTBO CauTOB

basa basa basa
canta 1 canta 2 canta 3

CepBep 6a3 AaHHbIX
(MySQL/PostgreSQL)

NHTepnpeTaTopbl AAOMUHUCTPUpPOBaHNE

@PPHP ‘@ Python (4 Ruby SSH || VNC || RDP || Web Ul




YAa3BUMOCTU ce

Be6-cepsep (Nginx/Apache)

pBepHoro 10

CepBepa 06bI4HO pa3pabaTbiBatoTcst Ha C/C++ ans cKopocTH

YA3BUMOCTU: NepenonHeHus bydepa, yTeukn namMmaTu, OLUNOKM

Cant 1 Cant 2 Cant 3 o
KOHpUrypaumm
MacLuTab: 3aTparmBatoT 60/1bLIOE KOSIMYECTBO CauTOB
basa basa basa o
cainta 1 canta? || caira 3 [leTeKTMpoBaHne: CKaHMpoBaHMe NOPTOB U onpeaeneHne Bepcum
(Nmap), TecTupoBaHue OTNPaBKOW HEKOPPEKTHbIX AaHHbIX
CepBep 6a3 faHHbIX (hassuHr)
(MySQL/PostgreSQL)
NHTepnpeTaTopbl AAMUHUCTpUpPOBaHME
PHP ‘@ Python  (/ Ruby SSH || VNC || RDP || WebUl




YAa3BUMOCTU ce

Be6-cepsep (Nginx/Apache)

pBepHoro 10

CepBepa 06bI4HO pa3pabaTbiBatoTcst Ha C/C++ ans cKopocTH

YA3BUMOCTU: NepenonHeHus bydepa, yTeukn namMmaTu, OLUNOKM

Cant 1 Cant 2 Cant 3 o
KOHUrypaumm
MacLuTab: 3aTparmBatoT 60/1bLIOE KOSIMYECTBO CauTOB
basa basa basa o
caita 1 R B P [leTeKTMpoBaHue: CKaHMpOBaHME NOPTOB U OnpeaesieHne Bepcuin
(Nmap), TecTupoBaHue OTNPaBKOW HEKOPPEKTHbIX AaHHbIX
CepBep 6a3 faHHbIX (hassuHr)
(MySQL/PostgreSQL)
YacTble aTaku: nepebop naposien, UCn. IKCNJIONTOB K CTapbIM
BEpCUAM NporpaMmm
NHTepnpeTaTopbl ALMUHUCTPUpPOBaHMNeE
PHP ‘@ Python  (/ Ruby SSH || VNC || RDP || WebUl




OnpepeneHue sepcun MO ¢ nomoubro Nmap

Nmap scan report tor 192.168.1.45 Orlpep.eﬂeHVIe BepCMVI
Host 1is up (0.000015s Tatency).

Not shown: 977 filtered ports

PORT
21/tcp
22/tcp
23/tcp
25/tcp
53/tcp
80/tcp
111/tcp
139/tcp
445 /tcp
512/tcp
513/tcp
514/tcp
1099/tcp
1524 /tcp
2049 /tcp
2121 /tcp
3306/tcp

STATE SERVICE

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

ftp

ssh

telnet

smtp

domain

http
rpcbind
netbios-ssn
netbios-ssn
exec

Togin?
tcpwrapped
rmiregistry
bindshell
nfs

ftp

mysql

cepBunCOB Ha MalliMHe C

VERSION c

vsftpd 2.3.4 » ) : : : Metasploitable 2.
OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0

Linux telnetd nmap -sV 192.168.1.45

Postfix smtpd

ISC BIND 9.4.2

Apache httpd 2.2.8 ((Ubuntu) DAV/2)

2 (RPC #100000)

Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
netkit-rsh rexecd

GNU Classpath grmiregistry
Metasploitable root shell
2-4 (RPC #100003)
ProFTPD 1.3.1

MysSQL 5.0.51a-3ubuntu5

3[ecCb eCcTb Ssh, MOXHO nonbiTaTbCA NOA06paTb Naposb:
nmap -p 22 --script ssh-brute 192.168.1.45



Kop canta. CepBepHas yacTtb (backend)

Beb-cepBep CepBepHasi YacTb BE6-NPUTOXKEHNS
(Nginx/Apache) NULIETCH Ha MHTEpPNpPeTUpPyeMbIX
A3blKax:
Cant

Kon |—11 i PHP e Python (4 Ruby

[ns ynpolieHnsa 3agaum
MCnonb3yroTcs GPenMBOPKU:

django




Kop canta. CepBepHas yacTtb (backend)

Beb-cepBep
(Nginx/Apache)

Cant

CepBepHas YacTb BE6-NPUSIOXKEHUS
NULWWETCHA Ha UHTEPNPETUPYEMbIX
A3blKax:

Kopm —|

PHP e Python (4 Ruby

[ns ynpolieHnsa 3agaum
MCnonb3yroTcs GPenMBOPKU:

django

YA3BMMOCTU: UHbEKLMM KOAa, OTCYTCTBUE
ayTeHTUhMKaunm, onMbKN KoHpUrypaumm un
NOTUKM NpOrpamMmbl



Kop canta. CepBepHas yacTtb (backend)

Beb-cepBep
(Nginx/Apache)

Cant

CepBepHas YacTb BE6-NPUSIOXKEHUS
NULWWETCHA Ha UHTEPNPETUPYEMbIX
A3blKax:

Kopm —|

PHP e Python (4 Ruby

[ns ynpolieHnsa 3agaum
MCnonb3yroTcs GPenMBOPKU:

django

YA3BMMOCTU: UHbEKLMM KOAa, OTCYTCTBUE
ayTeHTUhMKaunm, onMbKN KoHpUrypaumm un
NOTUKM NpOrpamMmbl

MacwTab: cneynduyHbl Ansa canTa,
ANS yA3BUMOCTEN B GpeNMBOpPKE - BCe
CalTbl Ha HEM



Kop canta. CepBepHas yacTtb (backend)

Beb-cepBep
(Nginx/Apache)

Cant

CepBepHas YacTb BE6-NPUSIOXKEHUS
NULWWETCHA Ha UHTEPNPETUPYEMbIX
A3blKax:

Kopm —|

PHP e Python (4 Ruby

[ns ynpolieHnsa 3agaum
MCnonb3yroTcs GPenMBOPKU:

django

YA3BMMOCTU: UHbEKLMM KOAa, OTCYTCTBUE
ayTeHTUhMKaunm, onMbKN KoHpUrypaumm un
NOTUKM NpOrpamMmbl

MacwTab: cneynduyHbl Ansa canTa,
ANS yA3BUMOCTEN B GpeNMBOpPKE - BCe
CalTbl Ha HEM

YacTble aTaku: nepe6op napone, ucn.
9KCMJIONTOB K CTapbiM BEPCUAM
KOMMOHEHTOB, UHbEKLINN



Kop canta. CepBepHas yacTtb (backend)

Beb-cepBep CepBepHasi YacTb BE6-NPUTOXKEHNS YA3BMMOCTU: UHBEKLUMN KOAA, OTCYTCTBUE
(Nginx/Apache) NULWETCA Ha MHTEPNPEeTUPYEMbIX ayTeHTUhMKaunm, onMbKN KoHpUrypaumm un
A3blKax: NTOMMKW NporpamMmbl
Cant
o PLP & Python & Ruby ;/InaﬂCLUTa& CI'IeLI,VISbVNHbI ANA CaVITZ_:],
ysA3BUMOCTeN B (HhpeNMBOpPKeE - BCe
CalTbl Ha HEM

[ns ynpouieHna 3agauu )
MCMONb3YIOTCS BPeMBOPKN: L{aCTbIevaTaKVI. nepe6op naponei, ucn.
SKCMJIOUTOB K CTapbIM BEPCUAM

KOMIMNOHEHTOB, UHbEKL NN

django

[leTekTpoBaHue: CKaHMPOBaHME Ha TUMUYHble OWKnOKK KoHburypauum (Nikto), cneu,.
ckaHepbl nof GppenMBOpPKM 1 Knacchbl yasBnuMocTen (sqlmap), py4Howm nouck



[Mpnmep. CKaHnMpoBaHUe canTa Ha OLINMOKN KOHDUrypaLuum

L$ nikto 192.168.56.101 10
- Nikto v2.1.6

+ Target IP: 192.168.56.101

+ Target Hostname: 192.168.56.101

+ Target Port: 80

+ Start Time: 2021-04-06 20:54:05 (GMT-4)

+ Server: Apache/2.2.8 (Ubuntu) DAV/2

+ Retrieved x-powered-by header: PHP/5.2.4-2ubuntu5.10

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user age
nt to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to
render the content of the site in a different fashion to the MIME type

+ Uncommon header 'tcn' found, with contents: list

+ Apache mod_negotiation is enabled with MultiViews, which allows attackers to eas
ily brute force file names. See http://www.wisec.it/sectou.php?id=4698ebdc59d15. T
he following alternatives for 'index' were found: index.php

+ Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.37). Apache

2.2.34 is the EOL for the 2.x branch.

+ Web Server returns a valid response with junk HTTP methods, this may cau alse
positives.

- i i i i erable to XST
+ /phpinfo.php: Output from the phpinfo() function was found.
= . . Xing touna.
+ OSVDB-48: /doc/: The /doc/ directory is browsable. This may be /usr/doc.
+ 0OSVDB-12184: /?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000: PHP reveals potentially
sensitive information via certain HTTP requests that contain specific QUERY strin
gs.
+ 0SVDB-12184: /?=PHPE9568F36-D428-11d2-A769-00AA001ACF42: PHP reveals potentially
sensitive information via certain HTTP requests that contain specific QUERY strin
gs.
+ 0OSVDB-12184: /?=PHPE9568F34-D428-11d2-A769-00AA001ACF42: PHP reveals potentially
sensitive information via certain HTTP requests that contain specific QUERY strin

gs.

BbiBog ckaHepa Nikto.

BONbLWNHCTBO OLIMBOK He BeayT K
NMPaKTUYECKUM aTaKaM.

[docTtyneH dann phpinfo.php ¢
NonHon nHpopmauuen o PHP u ero
pacLLUNpEeHnsaxX



Kop canta. KnueHTtckas 4acTb (frontend)

Beb-cepBep

Bpaysep

(Nginx/Apache)

KnuneHTckun Kop,
Caint cavTta (JS/HTML)

Kop,

& jauery

write less, do more.

A NGULAR Bg BACKBONEJS

DpenMBOpPKM 1 BUBINOTEKK

B

KnneHTCckasa 4acTb
BbINOSIHAETCS B bpay3epe
nonb3oBaTens.



Kop canta. KnueHTtckas 4acTb (frontend)

Beb-cepBep

Bpaysep

(Nginx/Apache)

KnuneHTckun Kop,
Caint cavTta (JS/HTML)

Kop,

& jauery

write less, do more.

A NGULAR B BACKBONEJS

DpenMBOpPKM 1 BUBINOTEKK

B

YA3BMMOCTU: UHbeKUNK JS-Ko[a, BHeApEeHMEe
LIa6MoHOB, XSS



Kop canta. KnueHTtckas 4acTb (frontend)

Beb6-cepBep Bpaysep YA3BMMOCTU: UHbeKUNK JS-Ko[a, BHeApEeHMEe
(Nginx/Apache) LWabnoHoB, XSS
KnuneHTckun Kop,
CaiiT caiita (JS/HTML) MacLlTab: cneynduyHble ansa canTa,

ANS yA3BUMOCTEN B GpeNMBOPKE - BCE CalTbl HA HEM
Kop,

DpenMBOpPKM 1 BUBINOTEKK

A NGULAR B BACKBONEJS

& jaQuery B

write less, do more.




Kop canta. KnueHTtckas 4acTb (frontend)

Beb-cepBep

Bpaysep

(Nginx/Apache)

KnuneHTckun Kop,
Caint cavTta (JS/HTML)

Kop,

& jauery

write less, do more.

A NGULAR B BACKBONEJS

B

DpenMBOpPKM 1 BUBINOTEKK

YA3BMMOCTU: UHbeKUNK JS-Ko[a, BHeApEeHMEe
LIa6MoHOB, XSS

MacwwTtab: cneymdundHbie Ansa canTa,
ANS yA3BUMOCTEN B GpeNMBOPKE - BCE CalTbl HA HEM

YacTble aTaku: Kpa)ka akkayHToB Yepes XSS, QULLINHT



Kop canta. KnueHTtckas 4acTb (frontend)

Beb-cepBep

Bpaysep

(Nginx/Apache)

KnuneHTckun Kop,
Caint cavTta (JS/HTML)

Kop,

& jauery

write less, do more.

A NGULAR B BACKBONEJS

B

DpenMBOpPKM 1 BUBINOTEKK

YA3BMMOCTU: UHbeKUNK JS-Ko[a, BHeApEeHMEe
LIa6MoHOB, XSS

MacwwTtab: cneymdundHbie Ansa canTa,
ANS yA3BUMOCTEN B GpeNMBOPKE - BCE CalTbl HA HEM

YacTble aTaku: Kpa)ka akkayHToB Yepes XSS, QULLINHT

[leTekTnpoBaHue: ckaHepbl XSS, py4yHOU NOUCK
NoACTaHOBKOW cheL. CUMBOJIOB LLAG/OHOB,
Hanpumep: {{5*5}} ana Angular.



JInTepaTtypa u CCbINKK

Ayrnac 3. Kamep - Cetn TCP IP. MpuHuunbl, npoTokonbl u cTpykTypa (2003)
Metasploitable 2 1 3 - cuctembl Ana TPEHNPOBKMU

o https://sourceforge.net/projects/metasploitable/

o https://github.com/brimstone/metasploitable3/releases
Gordon Lyon. Nmap Network Scanning. The Official Nmap Project Guide to
Network Discovery and Security Scanning (2011) (http://nmap.ora/book/)
Cnucok ckpuntoB Nmap:
https://nmap.org/nsedoc/
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https://sourceforge.net/projects/metasploitable/
https://github.com/brimstone/metasploitable3/releases
http://nmap.org/book/
https://nmap.org/nsedoc/

