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CucTtemMa o6HapyxeHusi BTop)keHuit (COB, IDS) — ycTpocTBO nnu
nporpamMma ans obHapy>XeHusi BpeAOHOCHOM aKTUBHOCTU U
HapyLEeHNN NONUTUKN 6e30MacHOCTU B CETAX U KOMMbIOTEPHbIX
cucTtemMax.

CucTtema npegoTBpalleHns BTopxkeHuit (IPS) = COB + MexaHU3M 6710KUPOBKM BTOPXKEHU



Tunbl COB

ceteBble (NIDS) — oTcnexmBaHue ceTeBoro Tpadumka

xocToBble (HIDS) — KOHTpPO/b COOLITHIA Ha XOCTE:

e CcoO6M0aeHMne NONMUTUKN 6e30MacHOCTH
e [1eUCTBUA Nporpamm
® LENIOCTHOCTb (hansoB
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OcHoOBHble BO3MOXHocTu COB

permcTpaumnsa nonbiTOK JOCTyna U CETEBOU pa3BeaKU
yBeOMJIeHME O NOAO3PUTENIbHON aKTUBHOCTU
AETEKTUpPOBaHMNE NPUMEHEHMNSA 3KCMIONTOB, 63K0p0B
AeTekTupoBaHue DoS-aTak



Cnocobbl BbISIB/IEHUA aTakK

[1o curHaTtypam:

e JNeTeKTnpoBaHmne M3BECTHbIX aTaK Mo LLIa6J'IOHy
® Tpe6yeT peryndapHo OOHOBAEMbIE CMTUCKU npaBun AeTeKTNpoBaHUA

[To aHOManuam:

e NoaxoouTt ANnd HeEN3BECTHbIX aTakK

e JeTeKTuposaHume no CTaTUCTU4EeCKUM XapakKTepPUCTUKaAM, OTKJITIOHEHUIO OT
NMPOTOKOJ10B, UCIMOJ1b3YyA HeVIpOHHbIe ceTu

® MHOIO JTIOXXHbIX Cpa6aTbIBaHMl71



HepocTtatku n orpaHmnyeHna COB

e LWK(PPOBaAHHbIN TPahUK HE aHaNN3UpyeTCs

® CHWXXeHWe NPONyCKHOM CNOCOBHOCTU CETH
N BpeMs OTKJIMKA, TaK KaK aHanus
NPOUCXOOUT HE MFTHOBEHHO

e COBbl BbINOSHAOT NOJIHbIA pasbop
NPOTOKOMOB U OHW CaMW MOTYT 6bITb
NCTOYHNKOM YA3BUMOCTEN
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Cuctema Snort

)

) %lﬂﬁr

e CcuUcCTemMa ObHapy>XeHUusi U NpeaoTBpPaLLLEHMS
BTOP)XeHUN pa3paboTaHHas MapTuHoM Péluem
(Sourcefire/Cisco)

® VMeeT OTKPbITbIK UCXOLHbIN KOJ,

e nopLepXXUBaeT Kak feTeKTUpoBaHME NO CUrHaTypam,
TakK U aHanM3 aHoOMasnInMm NPOTOKOJIOB




ApxutekTtypa Snort

——————————————————————————————————————————————————————————————————————

_______________________________________________________________________



Ilekogep nakeToB

e onpeaensieT NpoToKO NakeTa n NPOBEPAET COOTBETCTBUE AAHHbIX 3TOMY
NPOTOKONY

® [eHepupyet CUrHasbl B CJiy4ae:
O  HenpaBwWbHO CHOPMUPOBAHHbBIX NAaKETOB
O HaN4us HeOObIYHbIX U HenpaBuUSbHbIX onuni TCP B 3aronoBke
o WUT.A.
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[lpenpoueccopbl

e [oAKar4YaeMble MOAYN, KOTOpble NO3BONSAIOT Pa3/InYHbIMU
cnoco6amMu aHanM3nMpoBaTb BXOAHbIE AaHHbIe

e CcoOb6UpaloT NakeTbl B COeANHEHUS, MOTOKU, N3 hparMeHToB

e Snort coaepXXuT LWNMPOKKN BbIGOP NPEnpoL,eccopoB, KOTOPbIE MOXHO
MCNONb30BaTb B Pas/INyHbIX pEXUMax padboThl
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[MTpenpoueccop frag3

e MoAy/nb aedparmeHTaumm IP-naketoB
e COOWpaeT NakeTbl BMECTE U COPTUPYET MX NO NMOPAAKY AN NOCAeayoLwero
aHanuaa
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[MTpenpoueccop sfPortscan

e MOAY/b, NO3BOMNAOLWNIN AETEKTUPOBATb CKAHMPOBAHME MOPTOB
e paboTaeT He C/IMLLKOM HaAEXHO

preprocessor sfportscan: proto <protocols> \

scan_type <portscan|portsweep|decoy portscan|distributed portscan|all> \
sense_level <low|medium|high> \

watch_ip <IP or IP/CIDR> \

ignore_scanners <IP list> \

ignore_scanned <IP list> \

logfile <path and filename> \

disabled
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[lpaBuna Snort

e CUrHaTypbl aTak

e Snort nMeeT HEeCKO/IbKO HAabOPOB NpaBu A1 PasHbIX TUNOB aTak U
CepBUCOB

e 3TO NO3BOJMIAET HACTPOUTb CUCTEMY NOA, KOHKPETHYHO CETb, OTKJ/HOUYMB
HEHY>XHble Habopbl
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[lpmMmep npaBuna

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (
. msg:"WEB-MISC /etc/passwd”;

flow:to_server,established;

~ content:"/etc/passwd’;

~ nocase;

classtype:attempted-recon;

- sid:1122;

- rev:5;
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PasBopayunBaHue Snort Ha Ubuntu

YcTaHoBKa:

HacTpowuka:

e [Jlo6aBuTtb B /etc/snort/snort.conf cTpoky:

output alert fast: alert.fast

AN oTobpaXkeHus 3anucu cobblTun B /var/log/snort/alert.fast
e [lepesarpyska nocsie USMeHeHUs pawnna KoOHpuUrypauummu:

16



[lpmep BbiBOA

root@novseml: /home/n7v# sudo tail -f /var/log/snort/alert.fast

11/03-03:14:22.301014 [**] [1:382:7] ICMP PING Windows [**] [Classification: Misc activity] [Priority: 3] {ICMP} 128.71.54.192 -> 79.174.13.91

11/03-03:14:22.301014 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 128.71.54.192 -> 79.174.13.91

11/03-03:14:48.514545 [1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP} 128.71.54.192 -> 79.174.13.91
11/03-03:14:48.514545 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 128.71.54.192 -> 79.174.13.91

11/03-03:14:48.519590 [1:453:5] ICMP Timestamp Request [**] [Classification: Misc activity] [Priority: 3] {ICMP} 128.71.54.192 -> 79.174.13.91

11/03-03:14:50.618320 [1:1421:11] SNMP AgentX/tcp request [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 128.71.54.192:47621 -> 79.174.13.91:70|
5
11/03-03:14:50.868214
11/03-03:18:35.864735
11/03-03:18:35.864735
11/03-03:21:15.162606
11/03-03:24:26.697974
}1/03—03:24:26.697974

[1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 128.71.54.192:47621 -> 79.174.13.91:161
[1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP} 185.146.159.234 -> 79.174.13.91

[1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 185.146.159.234 -> 79.174.13.91

[1:384:5] ICMP PING [** Classification: Misc activity] [Priority: 3] {ICMP} 194.110.115.99 -> 79.174.13.91

[1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP} 185.146.159.234 -> 79.174.13.91

[1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 185.146.159.234 -> 79.174.13.91

,ﬂ,eTeKTVIpOBaHVIe NnPUMEeHEHNA KOMaHA.:

e ping 79.174.13.91
e nmap -sV 79.174.13.91



JInTepaTtypa u CCbINKK

e Snort Users Manual

https://www.snort.org/documents/snort-users-manual
e Snort Rule Infographic

https://www.snort.org/documents/snort-rule-infographic



https://www.snort.org/documents/snort-users-manual
https://www.snort.org/documents/snort-rule-infographic

