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Cooep>XXumoe Kypca

oLleHKa 6e30MacHOCTN KOMMbIOTEPHbIX CETEN

pa3bop ceTeBbIX aTak, yA3BMMOCTEN, CNOCOH0B MX MOUCKA U SKCNyaTaumm
N3y4yeHne OCHOBHbIX MHCTPYMEHTOB: metasploit, nmap, wireshark v ap.
NpakTUn4yeckasa HanpaB/IEHHOCTb



OCHOBHbIe NMOHATUA

e YA3BMMOCTb — HEOCTATOK B CUCTEME, BEAYLLNN K HAPYLLUEHUIO €€

6e3onacHocTU. Hanpumep, No3BONSAET:
@) BbIMOJTHUTb I'IpOVI3BOJ'IbeIl7I KOA,

O MOJIyYNTb HECAHKLMOHUPOBAHHbIN AOCTYN K MHPopMaLum
e OKCNJIOUT — NporpamMma, Kotopas UCMoJsib3yeT Y3BUMOCTb A1 NPOBeAeHMs

aTaku Ha cucTemy
e AyauT — NpoLEecc OLEHKN 6e30MacHOCTUN cUcTeMbI (CaHKLIMOHUPOBAHHDbIN)



CTagun ceteBOU aTaKu

e C60p MHpOPMaL UK
o nHdbopmaums o N0 u ero Bepcusx, LOMeHax
e AHanus yasBmMmMoCTeu
O  MNOMCK No 6a3aM M3BECTHbIX YA3BUMOCTEN U SKCIMJIONTOB
O caMocToATesibHOe HaxoXaeHune yassumocTten B 10
e JkKcnyaTauus
O pa3paboTka/BblO6OP 3KCMIONTA U ero UCMoNIb30BaHMe
e [locTakcnnyaTtauusa
O  BbINOJIHEHNE BPeaOHOCHOW Harpy3ku (paccblfika cnama, c6op IMYHOM MHdopMaLmm)
O 3cKanauus NpuBUIErnn, NPOABMXEHME NO CETU Aanblue

e [logrotoBka oT4yéTta (Npu ayaute)



ba3sbl ¢ yazsumocTtamu (CVE/NVD)

e CVE
(@) KJ'IaCCI/I(I)I/IKaTOp yﬂ3BI/1MOCTeI71 =] KOHerTHbIX nporpaMmax N X KOMIMNOHEeHTax

O YySI3BUMOCTSIM HasHavaloTCs YHUKabHble HOMepa
O COAEPXUT CMNCOK CCbINIOK C MH(pOopMaLMel 0 yA3BUMOCTSAX

e NVD
O COBWUpaeT BOeAMHO UHpOPMaLMIO U3 pasninyHbIX KnaccudukaTopos n 6as (CPE/CWE/CVE v ap.)
o https://nvd.nist.gov/vuln/search

o JlocTynHa ansa cBo60oAHOro ckaymeaHus B popmate JSON
(https://nvd.nist.gov/vuln/data-feeds)



https://nvd.nist.gov/vuln/search
https://nvd.nist.gov/vuln/data-feeds
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Q, Search Results (refine Srtresuttsty: rusisnoacevescencng [0 < C & nvdnistgov/vuln/detail/CVE-2021-21116 % wm » 0

Search) AXCVE-2021-21116 Detail

Search Parameters:
¢ Results Type: Overview
¢ Keyword (text search): chrome

® Search Type: Search All Cu rrent Description

There are 2,602 matching records.

g _ Heap buffer overflow in audio in Google Chrome prior to 87.0.4280.141 allowed a remote
playing matches 1 through 20.

B::«5¢7:° v -~ attacker to potentially exploit heap corruption via a crafted HTML page.

Vuln ID 1% Summary @ CVSS Severity Z&

CVE-2021-21116 Heap buffer overflow in audio in Google Chrome prior to V3.l:- KpaTKoe onncaHume yﬂ3BMMOCTM

87.0.4280.141 allowed a remote attacker to potentially V2.0: | 6.8 MEDIUM
exploit heap corruption via a crafted HTML page.

Base Score: |[SISHIGHN
Published: aHBaps 08, 2021; 2:15:15 PM -0500

Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVE-2021-21115 User after free in safe browsing in Google Chrome prior to V3.1:
87.0.4280.141 allowed a remote attacker who had V/2.0: | 6.8 MEDIUM

compromised the renderer process to potentially perform a O Lle HKa OonacHOCTU

sandbox escape via a crafted HTML page.

Published: auBaps 08, 2021; 2:15:15 PM -0500

CVE-2021-21114 Use after free in audio in Google Chrome prior to V3.1: -
87.0.4280.141 allowed a remote attacker to potentially V2.0: | 6.8 MEDIUM
exploit heap corruption via a crafted HTML page.

Published: aHBaps 08, 2021; 2:15:15 PM -0500
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Hyperlink Resource

https://chromereleases.googleblog.com/2021/01/stable-
channel-update-for-desktop.html Vendor Advisory

https://crbug.com/1151069 Permissions Required
Vendor Advisory

https://security.gentoo.org/glsa/202101-05 Third Party Advisory

CnuMCOoK CCbINIOK C AONOSIHUTENbHOM MHpOpMaLMen 06 YA3BUMOCTH

CWE-ID CWE Name Source
CWE-787 Out-of-bounds Write

Knacc yassMmocTu
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Up to

Show Matching CPE(s)* (excluding)

87.0.4280.141

NHbopmauma 06 yasBUMbIX BEPCUAX

e AHaNOrM4YHbIM 06pPA30M MOXXHO NMPOBEPUTL NO 6ase Nrboe NporpaMmMHoe
obecnevyeHne N ero KOMMOHEHTbI



ba3bl 3KCNJIOUTOB

Basa ot Offensive Security:

e www.exploit-db.com

e SearchSploit - ytunuta gna nouncka
no 6ase

e OO/bLIMHCTBO 9KMNJIONTOB O I
Proof-of-Concept (PoC)

Y Filters

Y Reset All

Search: | chrome

Title Type Platform  Author

Google Chrome 80 - JSCreate Side-

Remote Multiple Metasploit
effect Type Confusion (Metasploit) - g

Google Chrome 67, 68 and 69 -
Object.create Type Confusion Remote Multiple Metasploit
(Metasploit)

Google Chrome 72 and 73 - Array.map

Remote Multiple Metasploit
Out-of-Bounds Write (Metasploit) £ 2



https://www.exploit-db.com

BepoATHOCTb ycrnexa aTaku

e MHoOrMe KOMMepyeckne KomMnaHmm paboTaroT No NPUHLUMNY “paboTaeT - He
Tporan”

e [10 MOXeT He 0O6HOBNATLCS rogamu

e Jla)xe HU3KOKBaNU@PUUMPOBAHHbINA Xakep MOXET B3/I0OMaTb TaKyt CUCTEMY,
NCNONb3YS YXEe roTOBble 3KCMONTbI K UBBECTHbIM YSA3BMMOCTAM

e [lpy 3TOM NPOBEPUTL CETb MOXXHO 06LLLEAOCTYMNHbIMU CKaHEPaMH
yasBumMmocTen, Hanpumep OpenVAS
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Buabl ya3BUMOCTEHN

OWASP Top 10: caMble
ornacHble Knacchbl
YA3BMMOCTEN CaUTOB

CWE - Hanbonee nonHas
obulasa 6asa/knaccudukaTtop
BUOOB YA3BMMOCTEMN

OWASP Top 10 2017

AT1: Injection

A2: Broken Authentication

A3: Sensitive Data Exposure

A4: XML External Entities (XXE)
A5: Broken Access Control

A6: Security Misconfiguration

A7: Cross Site Scripting (XSS)

A8: Insecure Deserialization

A9: Using Components with Known
Vulnerabilities

A10: Insufficient Logging & Monitoring
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C @ https://cwe.mitre.org/top25 i e

The CWE Top 25

b 6 N (CWE
a 3 a Cn a O CTe M Below is a brief listing of the weaknesses in the 2020 CWE Top 25, including the overall

score of each.

o 6a3a Cna6OCTel‘/'| D,J'IH Elmpropgr Neutralization of Input During Web Page

Generation ('Cross-site Scripting')

COPTUPOBKUN YyA3BUMOCTEMN MO [ [3] |CWE-20 |improper Input Validation | 3347 |
| [4] |CWE-125 [outofboundsRead | 26.50 |
KﬂaCCa M [5] |cwe-119 Improper Restriction of Operations within the Bounds of a 23.73
E———— Memory Buffer

o COﬂep)KMT nOﬂpO6Hoe Improper Neutralization of Special Elements used in an 20.69

SQL Command ('SQL Injection')

OI_I VICa H M e CJ'I a6OCTel‘;| C CWE-200 i)é?grsure of Sensitive Information to an Unauthorized 19.16

n pl/l Mepa MU CWE 352 |Cross-Site Request Forgery (CSRF) 17.29
0OS Command ('OS Command Injection')
15.81

Improper Limitation of a Pathname to a Restricted
Directory ('Path Traversal')

m ULL Pointer Dereference 8.35
| [14] |CWE-287 [Improper Authentication | 817 |
N 2l T I T e e W
CWE-732 |[Incorrect Permission Assignment for Critical Resource 6.95

Cnncok camblix onacHbIX yA3BUMOCTEN MO
Bepcumn paspabotumkos CWE 12

13.67




Mpumep: BHeapeHue koga (CWE-94)

ONE Most

C & cwemitre.org/data/definitions/94.html
Common Weakness Topr

W Enumeration PASY vvcainesces

A Community-Developed List of Software & Hardware Weakness
TBpes

Home About CWE List Scoring Community

CWE-94: Improper Control of Generation
of Code ('Code Injection')

Weakness ID: 94
Abstraction: Base
Structure: Simple

Status: Draft

Presentation Filter: | Complete v|

v Description

The software constructs all or part of a code segment using
externally-influenced input from an upstream component, but it does
not neutralize or incorrectly neutralizes special elements that could
modify the syntax or behavior of the intended code segment.

v Extended Description

When software allows a user's input to contain code syntax, it might
be possible for an attacker to craft the code in such a way that it will
alter the intended control flow of the software. Such an alteration
could lead to arbitrary code execution.

Example 1

This example attempts to write user messages to a message file and allow users to view
them.

Example Language: PHP

$MessageFile = "cwe-94/messages.out";
if ($_GET["action"] == "NewMessage") {
$name = $_GET["name"];
$Smessage = $_GET["message"];
$handle = fopen($MessageFile, "a+");
fwrite($handle, "<b>$name</b> says '$message'<hr>\n");
fclose($handle);
echo "Message Saved!<p>\n";

¥
else if ($_GET["action"] == "ViewMessages") {
include($MessageFile);

While the programmer intends for the MessageFile to only include data, an attacker can
provide a message such as:

name=h4x0r
message=%3C?php%20system(%22/bin/I1s%20-1%22);?%3E

which will decode to the following:

<?php system("/bin/Is -I");?>

The programmer thought they were just including the contents of a regular data file, but
PHP parsed it and executed the code. Now, this code is executed any time people view
messages.

Notice that XSS (CWE-79) is also possible in this situation.




NHCTpYyMeHTapuu

e Metasploit
(@) CunctemMa TeCToBOIro BTOpP>XeHUA
e Nmap

O CceTeBOW CKaHep

e Wireshark/Tcpdump

o  aHa/iMsaTop ceTeBOro Tpaduka

e Kali Linux
O  AUCTPUOYTUB C MHCTPYMEHTaMM AN TEeCTUPOBaHMS 6€30MacHOCTH
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[TonckoBble cucTtemMbl

e (Google Dorks
O  MOWCKOBbI€ 3anpochl A1 HaX0XAEeHUS YA3BMMOCTEN N NpUBaTHOM MHGOPMaL MM Ha canTax
o 6a3sa: https://www.exploit-db.com/gooqgle-hacking-database

#% SHODAN

e Shodan
cneyMannsnpoBaHHas NOMCKOBas » ‘
cUCTeMa A1 HaXOXAEeHUS YCTPONCTB _
(loT), NnoAKOYEHHbIX K CETU

Ping-kapTa nHtepHeta
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https://www.exploit-db.com/google-hacking-database

MalUunHbl NS TPEHUPOBKMU

@ HackTheBox

O  CMMCOK MalLlWH C YyA3BMMOCTSIMU (NnaTHble/6ecnnaTHble)
O  eCTb COPTMPOBKA MO YPOBHKO CNIOXKHOCTH
O [N perucTpaumm Hy>KHO B3nIOMaTb UX CanT
o www.hackthebox.eu
% VulnHub

O  BUpPTya/bHble MaLLWHbI C YA3BUMOCTAMMU
o www.vulnhub.com

16


https://www.hackthebox.eu/
http://www.vulnhub.com

[lporpammbl Bug Bounty

Reports Bounties Bounties
Program

[lnaTa 3a HaMAEeHHbIe YA3BUMOCTHU

J Verizon Media Managed 02/2014 g $400-$500

HaCkerOne @ Mail.ru 04/2014 955 $250-$300
e nnatdopma Assa coooLLEHNN 0O

YA3BMMOCTSAX U onJsiaTbl 3a HUX

e cobpaHa BcA nHbopmauums rno
nporpamMmam co BCero Mupa

® 13 POCCUMNCKUX KoMNaHui: Mail.ru,
Ozon. Yandex, VK

K Starbucks Managed 05/2016 $250-$375

12/2014 9 $500-$750

J Twitter 05/2014 5 $560

£ Slack 02/2014 $500

Shopify 04/2015 $500

Cnncok akTUBHbIX nporpamMmm

https://hackerone.com/directory/programs 7



https://hackerone.com/directory/programs

[TpuMep nporpamMmmbl. 1/2

Mail.ru
Building the Internet since 1998

https://corp.mail.ru - @mailru

3956 $250-$300

e https://hackerone.com/mailru
® Ha AaHHbI MOMEHT Bbinsia4yeHo 124 MunanoHa pyo.

Bug Bounty Program
Launched on Apr
2014

Bounty splitting enabled (%)
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https://hackerone.com/mailru

[TpMep nporpamMmbl. 2/2

bonblwe BCcero nnaTAaT 3a:

® YyaaJsieHHOe BblIMNOJIHEHNE KOAa | Vulnerability

® SQ L'M H-beKU,MM Remote code execution (RCE) $35000
® JOCTYyNn U MaHUNyNAUnUU C Injections (SQLi or equivalent) $25000
JTIOKaA1bHbIMW Cba [7|]'| aMi B Local files access and manipulation
o (LFR, RFI, XXE) without jail/chroot/file ~ $25000
O6XO|D| OrpaHquHMM type restrictions

RCE in standalone isolated / virtualized
single-purpose process (e.g. image
conversion)

SSRF, non-blind (with ability to read
reply text), except dedicated proxies

$10000

SSRF, blind, except dedicated proxies $2000

$25000

$20000

$20000

$15000

$15000

$2000

$15000

$10000

$10000

$5000

$2000

Mail.ru authentication center, mail, messaging, cloud services,
portal, content and news projects:

Content

$20000

$10000

$10000

$5000

$7500

$1500 T



A [lpaBOBbIE BOMPOCHI

e He npoBoauTe TecTUpoBaHMe Ha 6e30nacHoOCTb 6€3 pa3peLieHns
O HakasyeMo no crtatbe 272 YK PO

e [1nAa TpeHUPOBKU UCNOJIb3YNUTE CreL. MaLUUHbI
e [lporpamMmmbl Nnoncka ysassmmocTen Bug Bounty
O  BHMMaTeNIbHO YMTalTe onncaHne NporpamMm, TaM ecTb o6s1acTb AonycTumoro (Scope)

e PaspaboTka 1 pacnpocTpaHeHMe 3KCMIONTOB

o PoC-akcnionTbl pa3peLleHbl
o OcTanbHoe: Ha rpaHu ctatbmn 273 YK PO
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Kypcbl/cepTugukarhbl

1. Offensive Security Certified Professional (OSCP)
O  OAWH U3 Hanboree N3BECTHbIX CEPTU(UKATOB
@) npakKTn4yeckada HanpaB/1IEHHOCTDb, C/TOXKHbIW 9K3aMeH
o jpoporas LeHa

2. Hacker101

o 6ecnnaTHbl BUAEOKYpPC
o https://youtube.com/playlist?list=PLxhvVyxYRviZd10EA9nmnilY3PhVrt4nj

21


https://youtube.com/playlist?list=PLxhvVyxYRviZd1oEA9nmnilY3PhVrt4nj

JlnTepaTtypa n CCbIKK

e fABopcku 1. - JloBywka ansa 6aro.. [loneBoe §‘ ST G G
PYKOBOACTBO No Beb-xakuHry (2020) o aBTOpa Ha
e fBopcky M. - OcHoBbI Be6-xaknHra (2016) J HackerOne

® OpPWUKCOH [l. - XaKUHI: NCKYCCTBO aKcnaounTa. 2
n3g. (2018)
e Kypc no Metasploit:
o https://www.offensive-security.com/metasploit-unleashed/

e )KypHan Xakep:
o https://xakep.ru/

. O & siay: °F) 4 5 &3 G 39D &
83/1 (’sz T I B %t T H LN A= & oS- X B3


https://www.offensive-security.com/metasploit-unleashed/
https://xakep.ru/

