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[Tpumep yassumocTun. EternalBlue

EternalBlue — akcnnonT K ya3sBMMOCTHU B
SMB (CVE-2017-0144), pa3paboTaHHbI
AHB

Bbl/10XKeH B CeTb XakepCKOW rpynrnomu
Shadow Brokers

Bbinu ya3sumbl Bce Bepcum Windows (XP,
7,8,10)

9KCnNonTbl ecTb B cocTaBe Metasploit
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Contact Us

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won’t be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, clic heck Payment>. Best time to check: 9:00am - 11:00am
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Send $300 worth of bitcoin to this address:

l 12t9YDPgwueZ9NyMgw519p7AABisjré SMw




CBA3aHHble yA3BMMOCTU U Ba

EternalChampion
e CVE-2017-0146
e race condition
e O6aHkoBckum TposiH TrickBot

EternalRomance
e CVE-2017-0143 + CVE-2017-0147
e BUpyc-LuMdppoBanbluMk BadRabbit

EternalSynergy

e EternalChampion + EternalRomance

praumnm

Oops?! Your files have been encrypted.

ible.
your files.

If you see text, your files are no longe
You might have been looking for a way to recov
Don’t waste your timMe. No one will be able to recover them without our
decryption service.

that you can recover all your files safely. All you
submit the payment and get the decryption password.

We guarante
need to do is

Visit our web service at caforssztxgzf2nm.onion
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If you have already got the password, please enter it below.
Password#1:




Server Message Block (SMB)

e [lpoTOKON ANA yaanéHHoro gocTyna K dannam, npuHTepamM u apyrum
ceTeBbIM pecypcam

e (O6Hapy)XeHne KOMMNbIOTEPOB N YCTPONCTB B ceTn paboTtaeT B Windows
Yyepe3 SMB, BK/1IOYEH MO-yMONYaHUIO

e Llunpoko ncnonbsyetcs B coctaBe OC Windows

e Homepa noptoB: 139/445



Yassumoctb CVE-2017-0144, MS-010

Yaseum kopg B pyHKuUun SrvOs2FealistSizeToNt apanBepa srvnet.sys:

if (variableBuffer lastValidlLocation

variableBuffer + fea->cbName + 1 + SmbGetUshort(&“fea->cbValue)) lastValidlLocation)

SmbPutUshort( “Fealist->cbList, PTR_DIFF_SHORT(fea, Fealist) );

break;

dyHKUMA Npeobpa3syeT AaHHble O pacCLUMPEHHbIX aTpubyTax ¢dainoB (CnMcok
Fealist) n3 npucnaHHoro naketa B cTpykTypy _FILE_FULL_EA_INFORMATION



PacwupeHHble danioBblie aTpUOYThbI

1. ®naru (cxaTtblid, 3aluMbpOBaHHbIN, CKPbITbIN, ... )
2. [lonb3oBaTenbckune MeTajaHHble B popMaTe KtoY-3HaYeHne

[Mpumep: pannosble NOTokn B NTFS

cnonb3oBaHuUe: XpaHeEHNE KOHTPOJIbHbIX CYMM, OTMETKHU O NMPOBEPKE
dHTUBUPYCOM



CTPYKTYpb! ANSA XpaHEHUSA PanoBbIX aTpubyToB

typedef struct _FEA { typedef struct _FEALIST {
BYTE fEA; ULONG cblList;
BYTE cbName; FEA list[1];
USHORT cbValue; } FEALIST, *PFEALIST;

} FEA;




if (variableBuffer lastValidlLocation

variableBuffer + fea->cbName + 1 + SmbGetUshort(%fea->cbValue)) lastValidlLocation)

{
SmbPutUshort( “FealList->cbList, PTR_DIFF_SHORT(fea, Fealist) );
break;
}
typedef struct _FEALIST { typedef struct _FEA {
ULONG cblList; BYTE fEA;
FEA 1ist[1]; BYTE cbName;
} FEALIST, “PFEALIST, USHORT cbValue;
} FEA;

LlenouncnenHoe nepenonHexdne: SmbPutUshort sanucbiBaet UShort (2-x 6ainToBbi Tun) B ULONG (4-
6aiTa). Ecnu nepenatb 6o0sblue 2116-1 aTpnbyTOB, TO BbIAENUTCS CULLIKOM Mano naMsaTu as

XpaHeHUsA CrinckKa un nepes3annueTca naMAaTb 3a CNMMCKOM



[locnepcTBuA NepenosiHeHUsa

e Cnucok aTpubyToB Fealist kKoHTponupyeTcs nonb3oBaTteneM (nepenaércs
npu 3anpoce)

e Mo)XHO nepesanncaTb y4acTOK NamMAaT CBOUMMU LaAHHbIMMU

e (O6paboTKka NponsBoanTCcA B srvnet.sys = nepesanucbiBaeTca NamMaTb S4pa,
KOZ BbIMOJIHAETCA C MaKCUMaJlbHbIMU NMPUBUNIETUAMMU

11



BbinosHeHWe Koaa rno Npou3BosibHOMY afpecy

[lepesanucaTb KakoOn-MM60 yKasaTesib Ha QYHKUMIO, Niexallumn 3a
6ydepom.

e Kaxabin pas npu nonyyeHn SMB-3anpoca gpamnBep srvnet.sys cosgaer
cTpykTypy SRVNET_BUFFER

e CTpyKTypa COOEPXUT yKasaTesib Ha QYHKLMIO, KOTOpasi BbIMOJIHAETCS nocne
obpaboTkn SMB-3anpoca
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struct SRVNET_BUFFER {
// offset from POOLHDR: ©x10
USHORT flag;

char pad[2];

char unknown@[12];
// offset from SRVNET POOLHDR: 0x20
LIST_ENTRY 1list;
// offset from SRVNET POOLHDR: ©x30
char “pnetBuffer;
netbufSize; // size of netBuffer

};

DWORD
DWORD

ioStatusInfo; //

copy value of IRP.IOStatus.Information

// offset from SRVNET POOLHDR: ©x40

MDL *pMdll; // at offset 6x7/0

DWORD
DWORD

// offset from SRVNET_ POOLHDR: ©x50
nbssSize; // size of this smb

DWORD
DWORD
QWORD
// of

nByteProcessed;
pad3;

pad4;
pSrvNetWskStruct;
"Set Trom SRVNET_P

MDL *pMdl2;

QWORD

unknown5;

(from user)

want to change to fake struct address
OLHDR: 0x60

// offset from SRVNET_ POOLHDR: ©x70

// MDL mdlil;

// MDL mdl2;
// char transportHeader[0x50]; // ©x50 is TRANSPORT HEADER SIZE
// char netBuffer[0];

// for this srvnetBuffer (so its pointer is srvnetBuffer address)

CTpyKTypa
nepesanucbiBaeTCs Tak,
YTOObI KOA KOPPEKTHO
oTpaboTtan oo nepexoaa
Ha yKkasaTtesb Ha

hYHKLUIO




TexHuka Grooming / Heap Spread

HeT HUKakKux rapaHTuu, 4to cTpyktypa SRVNET_BUFFER nexuT 3a
cnuckom Fealist

e Kop srvnet.sys 1OMNONHUTENBHO COAEPXUT YyTEYKY NaMATU B 06paboTKe
TpaH3aKLMiA, NO3BOJIAIOLLYIO BblAENATb 60/bLUME yY4aCTKM NaMAT Npu
COEeINHEHUM.

e bonblune yyacTkn namMsATK BbIAENAOTCA B NaMATH MOC/IeA0BaTeNIbHO.
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BblAennTb HECKOJIbKO 60JIbLUNX YYACTKOB
namsaTu (co3aaB COeANHEHNS)
OcBo6oaunTb ydyacTok (hole) B cepeauHe
(3aKpbIB COeaANHeHMe)

Cnepytoliee coeiuHeHNe ¢ 60/bLLIOMN

BEPOATHOCTbLHIO 6yp,eT BblAENATDb NaMATb B hole

o rnomecTtuTb Tyaa Fealist, nepesanucaB ykasaTtesib Ha
dyHKuumo B ogHoM n3 SRVNET_BUFFER

3anucaTb LWesKoA B y4aCTKU NaMATH
MEM_SRVNET_BUFFER_I

3aKpbITb coeanHeHUst (AN Bbi3oBa GYHKLMM)

MEM_SRVNET_BUFFER_1

MEM_SRVNET_BUFFER_1

MEM_SRVNET_BUFFER_3

Hole (FealList)

MEM_SRVNET_BUFFER_4

MEM_SRVNET_BUFFER_5

MEM_SRVNET_BUFFER_6
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JlononHUTENbHO

e YT006bI NOCTOPOHHME COEANHEHUS HE MEeLLani, NepBbIN y4acTOK B NaMATH
BblAENNTb MeHblLIe pa3mepa cnucka Fealist n 3akpbITb coeanHeHne nepea
co3gaHmem hole

e Torpga Bce coeanHeHnsa 6yayT BblAenAaTb NaMATb B 3TOM y4acTKe, TaK Kak

OHW TPEBYIOT Mano NamsATn

: Nofly4aeM BbIMNOJIHEHWE KoZa No Nto6oMy afpecy.
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[locnencTBuS
B Windows 7/8/10:

e ASLR: HekoTOpble agpeca dukcupoaHHble (0xffffffffffd00000),
OTTaNKMBaeMcs OT HUX

NX-61T: MOXXHO OTKJ/IFOUUTb 3aLLUUTY, Nepe3anucaB y4acToK NaMATh aapa
oTBeyatolLmin 3a npaBa gocTtyna Kk namaTtu (PTE)

Bce 3almTbl MOXXHO O60UTU U BbINMOJIHUTbL JTFO60M KOA,
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